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FOREWORD

India did not have feudal society even during the Mughal period. Farmers directly had
the land for cultivation from the Hindu Kings and the later from the Islamic head of the state,
Sultans and Nawabs against payment of rent, in cash and/or kind. The Britishers overnight
changed the social structure with only one law, the Permanent Settlement Act.1793. the Indian
Society, especially in the East India, was turned into Zamindari System that was instrumentally
feudal in nature. The entire country followed suit in the British empire. The system had gone
so deep that over time the landlord system of social structure could not be changed thoroughly.
Over the last seventy-five years of legal and social reforms, focus has been to hand over the
land to the tillers. Law is an instrument of social engineering. Through the administration of
law and justice, a society horizontally and vertically divided into caste and creed is undergoing
social transformation through a system of reservations in all public service opportunities and
is emerging as a society in course of time with Indian nationals placed equally, socially not
discriminated, economically with equality of opportunity and politically with each adult having
the equal right to determine his/her governance. Sometimes law leads the society in a definite
direction, like payment of minimum wages; sometimes law lags the society to reform the social
negations, like prevention of monopoly in the market. Together, the coexisting and harmonious
relationship between law and society aims to evolve and provide justice to all, economic, social
and political. All Indian nationals today enjoy the same right and enjoy equal entitlement of
access to minimum, food, shelter, health, education, and right to work opportunity. In addition,
since law is intricately intertwined with various social mores and practices and interacts
with the societal norms in a delicate manner to establish and foster rule of law, governance,
systems, structures, education, politics, and most importantly public order, it tends to promote
development, social welfare, and overall progress.

Institutions such as Alliance University are a broader part of the society that aims to
buttress academic excellence and to impart knowledge, including legal knowledge, to the
future generations. They do so by building the blocks of research, nurturing novel ideas and
harmonizing criticism that encourage people to use different lenses to visualize and analyze the
growth of law within the confines of the social boundaries.

Lex Et Mutatio: Law and Social Transformation, Volume V brings diverse perspectives, legal
insights and opinions encompassing law and society from scholars, academicians, practitioners
and students. The volume embodies articles from constitutional rights to environmental
sustainability to intellectual property rights to due process and prisoners’ rights, all catering to
the main theme Law and Social Transformation. The contributions of the scholars, academicians,
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practitioners and students reflect their commitment to critically evaluate law as an instrument
of social change. Further, their intellectual capabilities and dedication to dissect and revisit
laws and policies circumscribing the intermesh of social, economic, political, cultural and
legal issues indicate their pledge to find solutions to the challenges that affect the society, both
temporally and spatially.

We extend our sincere appreciation to the authors, editors and contributors whose dedication
and insights have made the publication of this volume possible. May this volume inspire the
society to discuss, debate and reflect on the authors’ perspectives of law and society.

Prof. (Dr.) N. L. Mitra
Professor Emeritus, KIIT School of Law, KIIT University, Bhubaneswar
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MESSAGE FROM PRO- CHANCELLOR

It gives me immense pleasure to see Lex Et Mutatio: Law and Social Transformation,
Volume V getting published as a part of our continuing effort to support critical legal research
and scholarship. What makes this volume special is not only the quality of research it presents,
but also the spirit of collaboration and hard work it embodies. It is a reminder that the growth
of state-of-the-art legal and social research is incumbent on collaborative and conjoined efforts
of sharing, engaging and learning together.

The Alliance School of Law, Alliance University has been a pioneer in actively disseminating
legal knowledge, spreading legal awareness, endorsing legal scholarship and fostering academic
excellence. In addition, through its various research centres, the Alliance School of Law has
been instrumental in promoting critical legal research by conducting normative analysis of the
laws, drawing up nuanced policies, piloting field surveys, organizing academic events such as
research colloquiums, conferences, workshops, etc.

This publication reflects the thoughts of the authors who are committed in critically
examining the areas that intersect law and society. Every contribution in this volume is a step
forward in building an edifice, a strong legal framework, that values rule of law, access to
justice, procedural and substantive fairness and inclusivity. I am confident that this edited book
will enrich further academic research by inspiring its readers.

Mr. Abhay G. Chebbi
Pro- Chancellor
Alliance University, Bengaluru
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MESSAGE FORM
VICE-CHANCELLOR

Law has always been more than a set of rules that creates a system; it is one of the most
powerful instruments that drive social change. The publication of Lex Et Mutatio: Law and
Social Transformation, Volume V is a meaningful step towards translating real-life social and
legal issues into in-depth research. This volume is a symbol of courage to question and reflect
on diverse aspects intersecting law and society. Every article in this volume reminds us that law
is not confined to the doors of courtrooms but rather is a co-existing phenomenon that builds
the society and humans in it.

At Alliance School of Law, Alliance University we believe that holistic legal learning is a
continuous process that encourages curiosity, passion and academic excellence. The volume
sagaciously attempts to explore beyond the obvious and to underscore the intricate legal issues
and concerns plaguing the society. Such puritan attempt makes me happier; the hard work and
dedication put into publishing this volume have been laudatory. I truly appreciate the efforts
of the authors and the editorial team who have made publication of this volume possible. The
articles incorporated in the edited book clearly reflect the authors’ intent and efforts to revisit
the transformative capabilities of law.

This publication is also interdisciplinary in nature, bringing in new and fresh perspectives
of the transformative potential of law and its ability to interconnect disciplines. Incorporation of
articles (in this volume) covering issues such as climate change, environmental sustainability,
data protection, artificial intelligence, etc., indicate the interdisciplinary and all-embracing
nature of this work. I earnestly hope that Lex Et Mutatio: Law and Social Transformation,
Volume V will create an indelible impression on the minds of its readers.

Dr. Priestly Shan B
Vice-Chancellor

Alliance University, Bengaluru

[vii]



MESSAGE FROM THE DEAN

The publication of Lex Et Mutatio: Law and Social Transformation, Volume V is a proud
moment for our law school and our institution. The volume is a testament of the Alliance
School of Law, Alliance University to uphold state-of-the-art legal education and to promote
a research ecosystem that focuses on academic rigor, legal scholarship, merit and innovation.
In this rapidly changing legal and social landscape, it is difficult to cater to legal education and
research only by conventional teaching-learning methods and curricular elements. Publications
(such as the present one) are one of the novel ways to capture, assess and analyze the changing
legal and social landscape and to create a roadmap for the future.

The volume is a compilation of a few research papers/articles that were submitted for
publication and subsequent presentation at the International Conference on Law and Social
Transformation (ICLS-2025). The research papers/articles that were accepted for publication in
the edited book underwent strict editorial scrutiny and peer-review checks. This edited book is
a demonstration of not only scholarly research but also interdisciplinarity. It is also an example
of how academic research may be facilitated through supportive and collaborative research
environments.

As the Dean of the law school and as an integral part of the editorial board of Lex Et Mutatio:
Law and Social Transformation, Volume V, 1 envision in this volume a promise, a commitment,
to nurture research skills and to advance critical legal scholarship. I sincerely hope that every
reader (of this volume) finds the work interesting, inspiring and scholarly. I further hope that
this volume helps the readers to dissect and evaluate the transformative capability of law as an

instrument of social change.

Dr. V Shyam Kishore
Professor & Associate Dean, Academic Affairs
Dean, Alliance School of Law, Alliance University

[viii]



ACKNOWLEDGMENTS

It gives us immense pleasure to extend our heartfelt gratitude to all those who made the
publication of Lex Et Mutatio: Law and Social Transformation, Volume V a reality. This
volume is not merely a collection of articles, but the product of collective vision, hard work,
and dedication of many individuals, who have, in their own unique ways, contributed to its
fruition and eventual success.

We owe our deepest appreciation to the University leadership, whose encouragement,
guidance, and unwavering support have been a constant source of inspiration. Their commitment
to advance academic excellence and to build a culture of research and publication has enabled
us to strive towards higher standards of academic rigor, scholarship, innovation and distinction.

Our sincere thanks are due to the members of the esteemed Editorial Board, peer reviewers,
and contributors. Their expertise, constructive feedback, and tireless dedication have enriched
this volume with both depth and diversity. Without their knowledge and inputs, this edited book
would not have achieved its intended quality, scholarship and relevance.

We would also like to recognize the invaluable contribution of our faculty members and
students, who devoted countless hours to the process of planning, editing, and reviewing. Their
perseverance, patience, and teamwork transformed this vision into a successful publication.
Each stage of this journey, from conceptualization to the final printing, was unique and made
possible only because of their relentless efforts and commitment.

We would like to express gratitude to Dr. B. S. Reddy, Dr. Devaiah N. G, Dr. Prakash
Kanive, Dr. Sujith P Surendran, Dr. Smita Satapathy, Dr. Showkat Ahmad Wani, Dr. Sanjay
Kumar Pandey, Dr. Abhishek Thommandru, Dr. Rachana Choudhari, Dr. Sayantani Dutta, Ms.
Karthiayani A, Mr. Rahul Shaw, Mr. Sarthak Sharma and Mr. Ranjeet Matthew Jacob for their
invaluable time.

We are equally grateful for the research scholars, Ms. Ananya Mandal, Ms. Saritha P, Mr.
Abhai Sreekumar CA, and student coordinators, Ms. Neha C, Ms. Anjali Mahesh Pant, Ms.
Rapaka Himabindu, Ms. Keerthana Jinugu, Ms. Nandita Pandey, Ms. Subha B, Mr. Dhiyanesh
S, Ms. Sripathi S N, Mr. Chaitanya Sagar Kondikanti and Ms. Lasya C R for their dedication
and commitment in facilitating the publication of the book.

We cannot conclude without acknowledging our readers. It is for the curious, questioning,
and passionate readers that this volume exists. Your engagement motivates us to continue
exploring the evolving intersections of law and society, and its transformation. It is our hope
that this volume will serve both as a resource and an inspiration for further academic research,
discussions, and pedagogical reforms.

[ix]



We must accord our deep sense of appreciation to Dr. Prakash I. N., the Librarian of Alliance
University, and his library colleagues, especially Mr. Muhammed Shafeeq for their unwavering
support in the finalization and publication of this edited volume. Finally, we extend our gratitude
to every individual who, directly or indirectly, played an intrinsic part in bringing this volume
to life. To each of you, we say a thank you, thank you for your belief in this initiative, for your
contribution to its growth, and for your support in making Lex Et Mutatio: Law and Social
Transformation a meaningful academic resource.

With profound respect and gratitude,
Editorial Committee
Lex Et Mutatio: Law and Social Transformation

[x]



PREFACE

Lex Et Mutatio: Law and Social Transformation is envisioned as a deliberative space
and a discussion platform where ideas, knowledge, and lived realities converge to facilitate
holistic, path-finding and collaborative research. At its heart, this volume is an invitation to
reflect upon the constantly developing relationship between law and society, and to recognize
its transformative features that affect the legal architecture in general and the legal provisions
in particular. Law, after all, is not only a system of rules, but also a living force that adapts,
responds, and, at its best, shapes pathways to justice, equality, and sustainable progress.

The pace of change in our times is extraordinary and phenomenal. Technological
innovations, environmental challenges, shifts in governance, and the redefinition of rights and
freedoms constantly demand new legal responses. People’s needs and perspectives continue
to change alongside changes in the society and in the laws. In this volume, Lex Et Mutatio:
Law and Social Transformation seeks to bring together diverse perspectives from scholars,
academicians, practitioners and students, creating a body of knowledge which raises critical
questions, offers fresh and nuanced insights, and proposes solutions to the incumbent social
and legal issues.

This year’s volume is closely aligned with the 4th International Conference on Law and
Social Transformation (ICLS-2025), hosted by Alliance School of Law, Alliance University,
Bengaluru, India. The Conference examines different aspects of how law can help in addressing
the world’s urgent challenges pertaining to climate change, inequality, human rights violations,
governance gaps etc. The volume and the Conference together, reflect our shared commitment
to advancing research that is intellectually driven, socially relevant, and globally important.

The main theme of the ICLS-2025 is “Empowering Social Transformation through Law
and the Sustainable Development Goals (SDGs),” which reminds us of the role that law
plays in building a fair and sustainable future. The articles in this volume incorporate a wide
range of topics, starting from prison reforms and human dignity to social welfare and poverty
alleviation to constitutional justice to digital law, to environmental litigation, to cultural rights
and gender justice. The topics are realigned across six sub-themes, which are (a) Cyber Laws,
Data Protection and Artificial Intelligence (b) Criminal Justice Administration, Due Process
and Prisoners’ Rights (c¢) Environmental Sustainability, Climate Change and the Rights of
Vulnerable Population (d) Crimes, Criminal Laws and Criminological Frameworks (e) Emerging
Paradigms of Intellectual Property Rights and Blockchain Governance (f) Constitutional Law,
Human Rights and Associated Legal Frameworks. These sub-themes address not merely isolated
representations but interconnected challenges, and their treatment in this volume reflects the
complexity and criticality of the challenges. Each contribution to this volume represents not
just thorough research, but also the passion of the authors towards the belief that law must aid
all-inclusive growth and social transformation.



In a world that rewards speed and efficiency, this volume took its time to slow down,
examine, critique, and rethink the role of law in engendering social transformation and in
addressing issues and concerns that affect the fast-changing social landscape. The legal insights
captured in this volume will equip us to not only react to change but also to synthesize critical
legal research with responsibility and vision. As readers engage with this volume, we hope it
does more than inform. We hope it provokes questions, challenges assumptions, and inspires
action. May this volume serve as a guide, not only for students and researchers but also for
practitioners and policymakers who bear the responsibility of curating and implementing the
laws and changing the socio-legal landscape.

The publication of Lex Et Mutatio: Law and Social Transformation, Volume V is not only
the result of months of dedicated efforts but also is a fresh step in the continuing journey of
understanding the intersection points between law and society. As we present this edition, we
invite our esteemed readers to become active participants and prospective contributors in this
journey. With these thoughts, we warmly welcome you to read this volume. May it enrich your
understanding of law and society and help you foresee possible future solutions.

With regards
Editorial Committee
Lex Et Mutatio: Law and Social Transformation
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CYBER LAWS, DATA PROTECTION AND
ARTIFICIAL INTELLIGENCE






CONFRONTING ALGORITHMIC BIAS: LEGAL PATHWAYS TO
EQUALITY IN THE AGE OF ARTIFICIAL INTELLIGENCE

Parneet Kaur!

ABSTRACT

Concerns over algorithmic bias and its impact on the equality before the law concept have
grown as a result of the incorporation of Artificial Intelligence (Al) into judicial, administrative,
and decision-making processes. The manner that some Al technologies like facial recognition,
predictive algorithms, and automated decision-making tools might perpetuate or exacerbate
prejudice against marginalised groups is what qualifies for consideration. In accordance with
the Constitution and international human rights standards, it aims to investigate the legal
implications of algorithmic prejudice in great detail and provide a reformative solution. The
aforementioned research is judicial in nature, and it is then supplemented by analysis through
case studies and comparisons of particular jurisdictions, such the US, the EU, and India. This
research takes into account a more current understanding of legislative changes and policy
actions aimed at mitigating algorithmic bias in addition to this judicial pattern study. These
frameworks, which are evaluated for efficacy against the issues provided by oblique Al systems,
include important provisions like as anti-discrimination laws, data protection restrictions, and
due process guarantees. According to preliminary research, existing legal frameworks would
not provide enough protection and are frequently needed to address the size, complexity, and
obscurity of contemporary Al systems. The preliminary research found that the current legal
frameworks are insufficiently protective and unable to deal with the complexity, obscurity,
and immensity of developing Al systems. This essay promotes the prompt adoption of strict
supervision procedures, algorithmic accountability procedures, and transparency requirements.
This represents interdisciplinary cooperation among ethicists, engineers, and legal experts in
crafting a future for just Al governance. This research argues for a rights-based and proactive
legal system for algorithmic harm while including equality and non-discrimination principles

in the design and use of Al systems.

Keywords: Artificial Intelligence, Algorithmic Bias, Equality Before Law, Legal Reform,

Discrimination, Human Rights, Al Regulation.
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INTRODUCTION

The Al technology replicating the human intellect so that a machine can perform functions
that are usually allocated to human cognitive abilities, such as learning, reasoning, problem-
solving and decision-making. Al is processing extensive datasets and identifying patterns to
generate predictions or judgments. In the last few decades, artificial intelligence has transformed
itself from a theoretical concept to a reality being a necessary part of everyday life. This
phenomenon also got catalysed by advances in machine learning, deep learning and processing
power. Al been done in the healthcare, banking, transport and education sectors. Such Al
trends can be noticed in virtual personal assistants, driverless vehicles, medical diagnostics
and recommender systems. The process would involve reviewing literature, examining legal

documents and comparative case studies in a variety of geographic locations and sectors.?

RESEARCH METHODOLOGY

The present study undertakes a doctrinal and comparative approach, examining constitutional
provisions, statutory frameworks and judicial precedents in India, the USA, and the EU for
the evaluation of existing laws against algorithmic bias. The paper aims to emphasise judicial
approaches to equality and due process in an Al setting through a case law analysis that includes
Maneka Gandhi v. Union of India, State v. Loomis, and Bridges v. South Wales Police. In order
to do this, it critically examines academic research, policy documents, and recently created laws
(such as the GDPR, Al Act, and the Digital Personal Data Protection Act of 2023) and makes

recommendations for changes that would guarantee justice and accountability.

UNDERSTANDING ALGORITHMIC BIAS

When artificial intelligence systems replicate or magnify the biases present in the underlying
training data from which they are either trained or implemented, it is known as algorithmic
bias and leads to unfair, coercive, or biassed outcomes. Such discrimination, albeit in some
instances accidental, leaves worryingly adverse eftfects on the population, very often vulnerable
or less represented in it. For instance, an Al used for recruiting is likely to have a historical bias
against applicants from particular ethnic or gender backgrounds if it was trained on a biased
historical dataset. Bias may emerge from any direction, be it a lack of data, human prejudices
fed into programming or distorted reasoning from algorithms.’> They can therefore interfere
with some of the fundamental rights such as equality, non-discrimination, and the right to due

process. When Al is taking a special role in making critical decisions about healthcare, law

2. Richardson et al., Dirty Data, Bad Predictions: How Civil Rights Violations Impact Police Data, Predictive
Policing Systems, and Justice, 94 NYUL Rev. Online 15 (2019).

3. Buolamwini et al., Proceedings of the 1st Conference on Fairness, Accountability and Transparency, 81
PMLR 77-79 (2018).
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enforcement or banking and employment sectors, it becomes imperative to address algorithmic
bias for justice, accountability and equity in a tech-driven society. Algorithmic bias arises from
a multitude of intertwined technological and human causes. The following specific areas may

be the possible sources of algorithm bias:

a). Biased Training Data

Most of the algorithmic bias is caused by historically tainted training data. Al systems
extract their knowledge from patterns in incoming data; if that incoming data embodies existing
social inequities or discriminatory practices, therefore, the trained models will continue and
reinforce those prejudices. Predictive policing algorithms trained on skewed crime data may
then be biased against groups already over-policed, thus continuing a cycle of monitoring and
injustice. Recruitment will usually favour profiles like those that were hired before, rendering
women, minorities, or people from different backgrounds disadvantaged. The addition of
complex and non-transparent datasets makes it even more difficult for developers, who may

sometimes be unaware of implicit biases or may completely lack the tools to address them.*

b). Sampling Errors and Data Imbalance

Algorithmic bias is fatally caused by sampling errors and unbalanced datasets, which create
an imperfect representation of real-world populations in training data. Any return on investment
made in terms of alleged distinctions and otherwise equity and justice was severely undermined
by the A’s ability to hire specialists who passed for superior groups while terribly failing
marginalised populations due to arbitrary biases in data set training. The accuracy of facial
recognition is significantly higher on well-skinned individuals than it is on persons of colour,
particularly women and other ethnic minorities, who have extremely high error rates. Such
misidentification can have potentially disastrous results, such as denial of services or unjust

arrests. These incidents stem from data training that has been inconsistent since its inception.’

Under-sampling of under-represented populations is typically the outcome of such
biases’ extensive structural circumstances, such as the digital divide, socioeconomic split, and
geographic centralisation of data sources. Similar patterns can be seen in medical Al and other
domains, where systems built using data from comparatively smaller populations don’t work
well for diverse consumers. Al systems would either amplify or reinforce societal disparities
if such technical imbalances are not addressed. To alleviate this, the developers need to focus

on dataset diversity and implement such corrective measures as re-sampling, generation of

4. Zhou et al., Understanding Relations Between Perception of Fairness and Trust in Algorithmic Decision
Making, 56 2021 8th International Conference on Behavioral and Social Computing (BESC) 1-5 (2021).

5. Wang & Harper, Factors Influencing Perceived Fairness in Algorithmic Decision-Making: Algorithm
Outcomes, Development Procedures, and Individual Differences, 45 Proceedings of the 2020 CHI
conference on human factors in computing systems 1-14 (2020).
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synthetic data and modeling via fairness-aware techniques. In addition, the assessment for

fairness and accountability must be broad across demographic groups.

¢). Labelling Bias

When human annotators insert their cultural assumptions or subjective judgments or
subconscious prejudgments into the data label, they introduce the bias of labelling, causing
their effect in the classification as well as in the foretelling of the training data by Al systems.
Because machine learning models today rely heavily on labelled instances, they can absorb
the inherent biases reflected in data input that often results in skewed or biased output. This
proved to be a nightmare for jobs requiring more sophisticated judgment. For example, the
severity of interpretation for cases such as sentiment analysis, criminal justice classification,
or content moderation will differ according to the backgrounds of the annotator: one will say
a comment is negative, another will say it is funny, while others will be misdirected due to
cultural preconceptions that link facial attributes associated with specific racial groups with

either behaviour or character.®

d). Algorithm Design and Optimization Goals

An algorithm may be biased due to the design decision and optimization goals set while
making the Al systems. Developers are able to choose features, models, and performance criteria
that direct how an algorithm will work, and these options, even though they seem neutral, can
also embed systemic inequities in the logic of the model. For instance, if a hiring algorithm is
improved for precision on the basis of previous hiring data, it will continue to reflect the historical
exclusion of female candidates or minority candidates. Similarly, credit-scoring methods that
focus solely on the reduction of default risk may disadvantage persons from lower-income
backgrounds, thus perpetuating financial inequities. Standard optimization criteria, such as
the minimization of overall error rates, may further obscure performance differences among
demographic subgroups, resulting in models performing good for the majority and poorly for
the marginalized groups.” This might have severe consequences in sensitive areas such as law

enforcement, healthcare, and credit assessment.

e). Feedback Loops

Whenever an Al system’s outputs form a part of the feedback loops in which the subsequent
input consists of affected outputs such feedback loops may cause the biases involved to

undergo cycles of self-reinforcement and amplification. The bigger issue, though, would be

6. Zarsky, The Trouble With Algorithmic Decisions: An Analytic Road Map to Examine Efficiency and
Fairness in Automated and Opaque Decision Making, 41 Science, Technology & Human Values 118-132
(2016).

7. Brozek et al., The Black Box Problem Revisited. Real and Imaginary Challenges for Automated Legal

Decision Making, 32 Artificial Intelligence and Law 427-440 (2024).
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with continuously adaptive systems that make new choices based on algorithmic judgements,
human behaviour, or historical data. Predictive policing is an instructive example. For instance,
the algorithm would suggest increased monitoring in highly policed neighbourhoods based
on historical data, which ultimately results in more events being recorded and, ultimately, a
reduction in the perception of criminality in those neighbourhoods. The impacts that presently

affect the underprivileged would probably get worse in such a cycle.®

This creates a vicious loop because individuals from structurally disadvantaged backgrounds
have worse credit scores as a result of systemic factors like irregular employment or insufficient
savings. Therefore, while negative collateral re-enters the picture and exacerbates the process
of economic marginalisation, low ratings keep the door to alternative financial alternatives
somewhat open. The algorithms that recommend content based on interaction metrics may
inadvertently spread sensational or biassed content that reinforces stereotypes and false facts,

so influencing public opinion and strengthening already-existing social divisions.

f). Contextual and Deployment Bias

With deployment and contextual fallout bias, it no longer possible to bring an Al system
that was developed for one environment into another without it being properly modified without
bringing with it false and harmful outcomes. This kind of misconception comes from the myth
that models developed in one context typically Western or resource-rich will function equally
effectively in different settings, irrelevant to social, cultural, economic, or infrastructural
differences. Diagnostic algorithms generated on data from rich countries would misdiagnose or
recommend wrong treatments in resource-poor settings with a different medical background.’
Moreover, hiring algorithms that are domestically designed may unfairly misinterpret applicants
coming from other regions due to variance in education, working culture or language, hence

producing biased results in hiring.

g). Emergent Bias Over Time

Emerging bias refers to those algorithmic biases that come into being once an Al system
starts interacting dynamically with users, data environments, and social systems. This is opposed
to biases that are already within the system, for instance, data bias or labelling bias, which set in
during training; emergent bias forms over time and is more subtle and unpredictable. Therefore,

real-time detection and prevention of attacks is much harder to perform.

8. Brennan & Dieterich, Evaluating the Predictive Validity of the COMPAS Risk and Needs Assessment
System, 36 Criminal Justice and behavior 21-40 (2009).
9. Engel et al., Code Is Law: How COMPAS Affects the Way the Judiciary Handles the Risk of Recidivism,

33 Artificial Intelligence and Law 383-404 (2025).
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Al systems are, by nature, continually learning from new inputs, such as user behaviour,
interaction with content, or feedback from the environment. Their functioning may, therefore,
resultingly deviate from the intention after a while. Take, for example, a recommendation
algorithm of a social media platform, which initially continues to expose users to various
material.!® However, according to the algorithm’s increasing ability to learn from more user
clicks and preferences, it may ultimately promote over-clicking borderline controversial or
sensational material, thereby strengthening echo chambers and common-shared pathways of
misinformation. This bias was not present at deployment, but it has arisen due to the system’s

adaptive learning.

LEGAL AND ETHICAL IMPLICATIONS OF Al BIAS

The expanding use of artificial intelligence in decision making systems-from healthcare and
employment to finance and even law enforcement and social services-has created an increasingly
complex liability and ethical landscape. Biases that Al systems manifest-from either data or
design-lead to violations of basic rights, perpetuations of discrimination and compromise ideals

of fairness, accountability and justice.

a) Violation of Fundamental Rights

Most importantly, algorithmic bias is associated with higher fears and considerable damages
in relation to the fundamental rights that constitutionalism and humanity value. For any extensive
discussion on Al-generated rights infringement, there is equality and non-discrimination rights
that are highly at stake.!' Al systems use such a biased training data or have not considered social
diversity in their development will provide inconsistent and highly discriminatory outputs. The
facial recognition technologies manage to get rather high error counts compared to individuals
with colour in their skin tones while some hiring algorithms tend to reflect historical patterns of

gender-or race-biased discrimination.

In the historic case of The Bridges v. South Wales Police'? the court examined the legality
of police for live facial recognition (LFR) technology. The case was initiated when the civil
liberties advocate Edward Bridges challenged the deployment of LFR by the South Wales
Police, alleging that it infringed on his rights under the European Convention on Human Rights.
The Court of Appeal Found in his favour, holding that the LFR technology was used in a legal

vacuum and without proper safeguards or monitoring mechanisms. The decision emphasised that

10. Foss-Solbrekk, Searchlights Across the Black Box: Trade Secrecy Versus Access to Information, 50
Computer Law & Security Review 105-117 (2023).

I1. Gonzalez-Sendino et al., Mitigating Bias in Artificial Intelligence: Fair Data Generation via Causal
Models for Transparent and Explainable Decision-Making, 155 Future Generation Computer Systems
384-401 (2024).

12. [2020] EWCA Civ 1058
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technology could support law enforcement as long as it adheres to the legality, proportionality,
and privacy criteria. Most significantly, the case sparked a discussion on the dangers of Al
surveillance tools used in predictive policing, such as discrimination, arbitrary targeting, and
overcriminalization. Therefore, this ruling emphasises that before Al-enabled surveillance tools
can be included into law enforcement, strong legal norms and open accountability procedures
are required. Defending the right to a fair trial and due process, as it is currently being attacked
with the greatest violence. Both Al methods for risk assessment or predictive policing have
the potential to equally expose criminal justice and law enforcement systems to inaccurate
identifications, erroneous profiles, or even biassed punishment. These sophisticated techniques
rely on skewed or imprecise data, which distorts the legal error and undermines the procedural

fairness that every community is required to ensure under the rule of law.

Furthermore, Al that surreptitiously and intrusively manipulates personal data appears to
be a special violation of the right to privacy. Al is being used by many applications to gather,
examine, and deduce personal data without informed consent, frequently with little to no
openness about the procedures for data use and sharing. Such actions result in illegal channels for
profiling, surveillance, and information misuse, which disproportionately impact marginalised
communities. Such transgressions highlight the pressing need for ethical supervision and legal

protection to guarantee that Al systems uphold and defend human rights.

A nine-judge Supreme Court panel rendered the historic ruling in the Puttaswamy case',
recognising the “Right to Privacy” as a basic right under the Indian Constitution. The ruling
maintains that privacy includes control over personal data, autonomy, and dignity. This has
significant ramifications for Al and predictive policing since any state use of Al-powered
profiling or monitoring must pass the proportionality, necessity, and legality standards.
Regarding issues like the admissibility and legitimacy of Al-generated evidence in India with
regard to informational privacy and certain protections against capricious state action, this

judgement establishes a very robust constitutional framework.

b). Ethical Concerns

Currently, Al is faced with many rather serious ethical issues such as those of equity,
clarity, accountability and so on. This question is one of the primaries regarding opacity under
incomprehensibility of the existence of most Al systems. Most complex machine-learning
models work as ‘black boxes’, where the conclusions are given, but there is no understandable
reason for users or the same-affected people. Thereupon, this situation becomes prone to
non-accountability for almost everything done by such systems and, therefore, raises severe

problems with reference to legal and administrative norms regarding elucidation and justification

13. Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.
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of decisions, especially in cases of critical situations such as loan approvals or in cases like

criminal sentences or medical diagnoses.'*

Wisconsin’s sentencing court has considered the case of State v. Loomis,'> where a risk
assessment algorithm (COMPAS) was used. Defendant Eric Loomis claimed that the algorithm
constituted a violation of his due process-enabling scrutiny of the methodology governing its
calculation and any related potential biases. It was argued that although the COMPAS algorithm
is still a fair practice when used in sentencing, human judgement should not be replaced by it.
The issue is particularly pertinent to Al in criminal justice because of the debate surrounding
algorithmic opacity, fairness, and evidence challengers. It is a prime example of the conflict that
arises when technological efficiency and constitutional protections of due process are combined,
with the ensuing concerns about prejudice and overcriminalization that arise from the use of

any predictive tool framework.

The idea of informed consent may give rise to yet another ethical dilemma. People rarely
realise that automated systems make decisions about a few things that impact them in numerous
situations (creditworthiness, insurance prices, eligibility for social programs). It is egregiously
unethical to deny someone the ethical ideal of autonomy and their freedom to make an educated

decision about matters that affect them.

The so-called “accountability gap” in Al governance has further complicated this problem.
Where damage arises from algorithmic determinations, accountability is much less well-defined.
It becomes more difficult to identify the actual sources of fault, whether it is with the developers
of the model, providers or labellers of training data, businesses that put the system into use, or
the algorithm itself. This engenders an “accountability vacuum” and complicates the assignment
of liability or pursuit of legal remedies within currently available tort or regulatory systems.'¢
The faster and greater the pace of these systems permeating major areas of human existence and
activity, the greater will the backdrop and interface of ethics require to be addressed, to ensure

equity, trust, and responsible advancement of developments in the future.

¢). Relevance of Constitutional and International Human Rights Norms

Al application in decision-making processes pertaining to diverse sectors raises serious
concerns for the protection and enforcement of constitutional and international human rights
standards. In the Indian context, the Constitution of India gives Article 14, the Right to Equality,

and direct protection from discrimination through Article 15, while Article 21 gives Right to

14. Hooker, Moving Beyond “Algorithmic Bias Is a Data Problem, 2 Patterns 4 (2021).
15. State v. Loomis, 881 N.W.2d 749 (Wis. 2016).

16. Kirkpatrick, Battling Algorithmic Bias: How Do We Ensure Algorithms Treat Us Fairly?, 59
Communications of the ACM 16-17 (2016).
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Life and Personal Liberty. Biases that Al systems may exhibit may lead to the deprivation of
affected rights, and the protection of these rights would, therefore, arise. These basic rights
harbour concepts of equality, dignity and non-discrimination; thus, the principles might also be

compromised at the instance of unspecified or biased algorithmic decisions.

A landmark case in constitutional law, Maneka Gandhi'” provided a more expansive
interpretation of Article 21 (Right to Life and Personal Liberty). When the Supreme Court
decided that any legislation that curtails an individual’s freedom must be “just, fair and
reasonable,” the idea of substantive due process was incorporated into Indian constitutional
law. This case highlights the need to maintain fairness and adhere to procedural protections
when using algorithmic evidence, digital monitoring or predictive policing in the context of Al
and criminal justice. It stipulates that any technology used by law enforcement would adhere
to due process principles, making it extremely pertinent to the current discussions over the
admissibility and equity of Al-generated evidence in relation to individual liberty and non-

arbitrariness.

Thus, it is not unexpected that international human rights treaties such as the International
Covenant on Civil and Political Rights and the Universal Declaration of Human Rights have
clauses that bring equality, non-discrimination, due process, and privacy into the public eye.
When Al systems are used without safeguards, they frequently violate these principles; for
instance, the consequences are more pronounced in marginalised areas, or biases resulting from
algorithmic errors lead to unfair discrimination. While inadequate risk assessment systems may
violate the right to a fair trial, misuse of surveillance-oriented Al systems may violate the right

to privacy.'®

Both national and international regulatory regimes simultaneously support accountability,
transparency, and human involvement in automated systems. These must cascade to international
treaties to enforce new regimes such that the pillars of human dignity, justice and equality will

not fall down by the onslaught of Al technologies.

EXISTING LEGAL FRAMEWORKS AND THEIR LIMITATIONS

Existing legal frameworks are mostly concerned with bias; other issues such as data privacy
and automated decision-making have only sometimes been successfully used to regulate all
the different nuances that characterize Al systems. Thus, under Article 22 of the General Data
Protection Regulation (GDPR) of the European Union, one of the few comprehensive legislations

in the world actually granting rights on automated decision-making and profiling, provides the

17. Maneka Gandhi v. Union of India, AIR 1978 SC 597.

18. Ferenc, Taming the Titans? --Digital Constitutionalism and the Digital Services Act, 17 ESSACHESS-
Journal for Communication Studies 169-184 (2024).
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most extensive framework. It requires transparency, data minimization and the opportunity to
explanation, providing individuals with a degree of protection against inequitable algorithmic

determinations."

The Information Technology Act of 2000 in India, together with its associated regulations
such as the IT Rules of 2011, pertains to data security and privacy to a limited degree but does
not explicitly govern artificial intelligence or algorithmic responsibility. The Digital Personal
Data Protection Act, 2023 enhances privacy rights but fails to adequately address discrimination,
fairness or transparency in automated systems. Actually, the Civil Rights Act of 1964 in the US
effectively prohibits any forms of discrimination in terms of race, gender and religion, but it
suggests that intentional human evil must be demonstrated, signifying much of the difficulty
when discriminatory practices arise from convoluted, obscure Al models that do not appear to

have express intent.

a). Gaps in application to Al systems

Notwithstanding the presence of numerous legal and regulatory frameworks designed to
safeguard rights and ensure accountability, substantial deficiencies persist in their application
to Al systems. These loopholes emerge chiefly because the majority of current legislation was
formulated in a pre-Al context and was not intended to tackle the intricate, autonomous and

opaque characteristics of contemporary algorithms.?

b). Lack of Specificity for Algorithmic Bias

Conventional anti-discrimination legislation, exemplified by Article 15 of the Indian
Constitution and the U.S. Civil Rights Act of 1964, was intended to combat deliberate human
prejudice, concentrating on behaviours stemming from purposeful bigotry. Nonetheless, these
frameworks encounter difficulties in regulating algorithmic bias, which frequently emerges
without deliberate intent. Al systems function by identifying patterns in historical data and
if that data embodies systemic disparities or previous discriminatory actions, the algorithm
may unintentionally replicate those patterns. There is a possibility that an Al hiring tool may
reject entire groups of people on the basis of caste or gender, not necessarily on account of a
conscious effort by the developers to introduce bias, but as a consequence of biased training

data incorporated by historical exclusions.?!

19. Brennan & Dieterich, Evaluating the Predictive Validity of the COMPAS Risk and Needs Assessment
System, 36 Criminal Justice and behavior 123-133 (2009).

20. Malgieri, Automated Decision-Making in the EU Member States: The Right to Explanation and Other
“Suitable Safeguards” in the National Legislations, 35 Computer law & security review 115-121 (2019).

21. Ratwani et al., Addressing Al Algorithmic Bias in Health Care, 332 Jama 1051-1052 (2024).
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There is therefore a significant disconnect between what the laws require and what is
technically possible. Laws, as they stand today, usually require evidence of an intentional
aptitude for discrimination before culpability can be shown, while artificial intelligence has no
consciousness or intent. This makes it difficult to fix accountability for biased outputs, especially
if the algorithms are private and function as “black boxes”; those who suffer from algorithmic
discrimination often find it extremely hard to identify the liable person or to have the technical
data necessary to prove bias. This obvious gap in the legal framework justifies urgent legal

reforms that recognize the unforeseen and systemic bias often found in Al decision systems.

¢). Opacity and Lack of Transparency

With respect to Al systems, especially those which make use of complex methodologies
like deep learning or even neural networks, the inherent challenge is that they are opaque in
their operations. These systems usually act as “black boxes” since they ingest voluminous data,
analyze it, and test a conclusion or prediction based on what happened previously, but they
do that through layers of computing that no longer even permeate the minds of their creators.
Lack of explainability makes it difficult to trace or defend how certain outcomes are arrived at,
such as when a loan is denied, an application is rejected, or a person is categorized as high risk
by a predictive police technology.?? Current legal frameworks are particularly in contradiction
with this. Such systems are in use, to mention democratic and constitutional ones, like India’s
or those governed by the principles of the rule of law, in which it is a prerequisite that both
administrative and judicial judgments are reasoned, transparent, and open to review. The natural
justice and procedural fair principles require that individuals impacted by a decision shall have
an obligation of being told the reasons behind that decision and possibilities to protest or appeal
it. These core utmost values are usually violated when decisions are rendered or influenced by

obscure Al systems.

d). Insufficient Data Protection Norms

The most evident legislative gap in the area of data protection is the absence of appropriate
regulation to stop algorithmic bias. The majority of these flaws are present in nations like India
under the guise of data protection. The Al system’s predictions and decisions are based on data,
which is its basic essence. However, there are still not enough controls in place to guarantee
the gathering, processing, and use of such data, particularly when algorithmic profiling and

automated decision-making are involved.

The goal of the Digital Personal Data Protection Act of 2023 was to improve the governance
of personal data in the areas of breach notification, data retention, and consent. Unfortunately,

the negative effects that Al may have are not sufficiently addressed by this regulation.

22. Shin & Shin, Data’s Impact on Algorithmic Bias, 56 Computer 90-94 (2023).
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Algorithmic profiling is not clearly covered by the law; consider situations like employment,
credit evaluation, or law enforcement, where profiling may produce skewed or unclear results.
The DPDPA established specific restrictions that prohibit people from contesting or requesting
an explanation for automated decisions that have a substantial impact on them, much like the
EU GDPR regulations.?

The control system is still to be ineffective. Even though this Act established the Data
Protection Board, concerns remain about its impartiality, knowledge, and capacity to render
sound decisions on Al-related issues. Conversely, public and private institutions remain too
discretionary where data use is concerned, at times even in the absence of stringent requirements
for fairness, transparency, or accountability. To create profit for significant sectors such as
healthcare, education, government and finance, Al has penetrated them deeply, while individuals
are not made safeguarded by legislation against such abuses in automated systems. It is time
to strengthen creation of regulation over data related to algorithmic transparency, fairness
assessments and rights to remedy in order to better protect individual rights and safeguard

societal and ethical norms during the age of AI.**

e). Inadequate Regulatory Oversight

There is a present absence of specific regulatory measures that can oversee Al systems,
for the reason that almost all of the existing regulatory bodies were not originally constituted
to take into account Al and therefore, lack technical competence to determine fairness and
accountability of algorithms. There are other essential safeguards within a legal framework,
such as audits or bias assessments that directly impact accountability. In India, though there are
institutions such as the Data Protection Board and a few area regulators, there is no established
authority over artificial intelligence. Specifically worrying are sectors that may be deemed
critical, such as healthcare, public banking, and law enforcement, where uncontrolled Al
systems can cause massive disruption. Governance is said to stand on the legs of self-governing

diverse bodies with their own legal and technical expertise.

f). No Clear Attribution of Responsibility

Another crucial legal and ethical problem related to Al governance is the difficulty in
establishing accountability for harm or discrimination caused by algorithmic decision-making.
The legal systems continue to hold human agents, be it an individual or an organization, liable
for a wrongful act done by him/her. However, this is complicated with an Al because it is a

highly networked and multi-layered structure for decision-making. For example, when an Al

23. Zhou et al., Bias, Fairness and Accountability with Artificial Intelligence and Machine Learning
Algorithms, 90 International Statistical Review 468-480 (2022).

24, Viterbo, The User-Centric and Tailor-Made Approach of the GDPR Through the Principles It Lays Down,
5 Italian LJ 631 (2019).
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used for recruitment unjustly excludes candidates coming from a certain background, multiple
parties may be implicated: developers who created an algorithm, data providers whose inputs
taught the system, the company that applied the Al in hiring practices or the Al system itself.®
All parties contribute to the final outcome; nevertheless, existing legislation fails to properly
delineate which party bears legal responsibility for a discriminatory result. This ambiguity
engenders an “accountability vacuum” in which responsibility is dispersed and difficult to
enforce. Developers may argue that they simply built the system and have no control over its
application; data providers may claim that their datasets simply reflect reality; and companies
deploying the Al system might rely on its recommendations without understanding the basis of

its generation.

LEGAL REFORM AND REGULATION

Alongside the technological anthropology of environmental compliance with constitutional
norms and human rights standards, legislative and regulatory measures should be implemented
to combat the algorithmic biases that are being hyped. This justifies the necessity for regulation
against discrimination in Al, which does not have to adhere to the conventional rules of
responsibility based on intent. More importantly, these rules must acknowledge and eradicate
systematic and structural discrimination that is ingrained in data and computational systems
without requiring proof of intentions. Additionally, the frameworks must offer recourse for harm
resulting from automated choices in significant domains such as criminal justice, employment,

healthcare, and finance.

a). Need for Al-specific anti-discrimination laws

Traditional laws against discrimination such as Article 15 of the Indian Constitution and
the U.S. Civil Rights Act were enacted to combat overt human prejudices and deliberate
actions. Algorithmic bias can take different forms, typically subtle, systematic, and generally
unintentional. Reasons include biased training data, poor model design, or some kind of
unrecognized existing social injustice. The violations cannot be prosecuted successfully under
current laws since the majority of them require proof of intent and some concrete human

perpetrator.

In the emergent reality, the need for Al-specific anti-discrimination law arises so as to
reflect the specifications of algorithmic bias governance. The law should thus expand beyond
intent-based liability and adopt an outcome-oriented framework whereby discriminatory effects-

whether motivated or otherwise-are actionable. The law must explicitly target algorithmic

25. Akerlof, The Market forV lemonsV: Quality Uncertainty and the Market Mechanism, 84 The quarterly
journal of economics 3 (2019).
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discrimination; set parameters for equity and transparency in automated decision-making; and

ensure the right to appeal against biased outcomes.?

The prospect must be extended to these industries with respect to such sensitive issues as
employment, credit, health care, and law enforcement since the algorithmic judgment in these
cases tends to severely control rights and opportunities available to individuals. Accordingly, it
must include algorithmic fairness under the legal measurements of accountability, civil liberties,

and the promotion of equal Al in a digital age.

b) Role of algorithmic audits, explainability requirements and bias impact assessments

As a matter of fact, to ensure increased justice, transparency, and accountability in these
critical areas, with the growing use of Al systems such as health, employment, and law
enforcement, it becomes extremely necessary to make use of algorithmic audits, explainability
mandates, and bias effect measurements as part of the necessary regulatory instruments for
driving algorithmic accountability.”’ Whereas algorithmic audits identify hidden biases and
check compliance with the law, explainability mandates require Al decisions to be justified in
a clear and understandable way, and bias impact assessment examines the potential effects of
systems upon different demographic groups. Together, they create a rights-based regulatory
framework toward reducing discrimination, accountability, and the compliance of Al techniques

with ethical and legal standards.

¢). Legal recognition of “algorithmic accountability”

Among the great ebbs in the horizon of human rights, one of the strange ways in which the
recent advent of Al systems into decision-making threatens the rights and opportunities of the
persons is demand for official cognizance of the idea of algorithmic accountability. Traditional
legal frameworks upon which human accountability weighs heavily interpose artificial
intelligence as a prime escape route by disaggregating decision-making over algorithms,
developers, data sources, and implementers. These elements oftentimes remain nebulous in

absence of any formal recognition in law.

Algorithmic accountability is the concept that organizations that design, implement, or
deploy Al systems should be responsible for the consequences of both the successful and failed

outcomes of their systems with regard to potential harms, discriminatory practices, or violations

26. Acikgoz et al., Justice Perceptions of Artificial Intelligence in Selection, 28 International Journal of
Selection and Assessment 399-416 (2020).

217. Sun & Tang, Data-Driven Discrimination, Perceived Fairness, and Consumer Trust--the Perspective of
Consumer Attribution, 12 Frontiers in Psychology 748-765 (2021).
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of rights.”® Some considerations include fairness in design, clarity in operation, traceability in

decision-making, and remedial measures for people affected.

The liability standards for the Al lifecycle with regard to data collection, model training,
deployment, and post-deployment supervision will be arranged into laws. Such organization will
include the components of risk assessment, impact reports, documentation of model decision-

making and culpability clauses with respect to damages caused by actions of algorithms.

d). Role of judiciary and regulatory bodies in oversight

Legal and regulatory authorities play a crucial role in determining the ethical and legal
framing of artificial intelligence (AI) and its compliance with constitutional provisions,
protection of human rights, and fundamental principles of equality and justice. As the areas
where the results of artificial intelligence begin to take effect become increasingly important-
such as law enforcement, healthcare, employment, finance, and welfare-the institutions and
agencies will serve to prevent misuse, systematic bias, and violations of human freedoms. The
Judiciary acts as the protector of constitutional rights and plays a crucial role in interpreting
current laws in response to new Al-related concerns. Judicial bodies can intervene in cases were
algorithmic decision-making results in discrimination, denial of due process, or infringement of
privacy, regardless of whether these harms stem from non-human entities. By acknowledging
the legal implications of algorithmic damages, the judiciary can enforce openness, necessitate
the revelation of algorithmic rationale in judicial proceedings and guarantee that impacted
individuals have access to mechanisms for appeal or restitution. Judicial interpretation and case
law enable courts to establish novel legal rules and doctrines such as algorithmic responsibility,
digital due process and procedural fairness in automated systems that direct the appropriate use

of Al across various industries.”

Regulatory agencies are essential for proactive supervision. To control Al systems
effectively, authorities must possess both technical proficiency and a strong legal mandate.
This encompasses the capacity to perform or require algorithmic audits, supervise bias impact
evaluations, implement explainability criteria and examine data governance processes. In
sectors such as healthcare, education, and finance, the regulators have to draw standards that are
tailor-made to address the unique risks posed by Al in such domains. While the Reserve Bank
of India may draw up rules to ensure fairness in the context of algorithmic credit scoring, health
regulators may help reduce the risks associated with Al that may introduce biases in clinical

diagnosis or patient prioritization. Because Al is multidisciplinary in its nature, the importance

28. Van Berkel & Goncalves, Crowdsourcing Perceptions of Fair Predictors for Machine Learning: A
Recidivism Case Study, 3 Proceedings of the ACM on Human-Computer Interaction 1-21 (2019).

29. Veale & Binns, Fairer Machine Learning in the Real World: Mitigating Discrimination Without Collecting
Sensitive Data, 4 Big Data & Society 2005-2022 (2017).
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of a central regulatory authority, or more preferably, a harmonized framework that unifies
governance across sectors, cannot be emphasized enough. Nationally, ethical and legal norms
may be established, capacitating, and overseeing compliance.*® Hence, reducing fragmentation

and regulatory gaps.

CONCLUSION

As Al becomes the backbone for almost every decision-making sector healthcare, banking,
education, and enforcement it comes with both possibilities and threats. The bigger problem
is algorithmic bias, which refers to systematic, primarily inadvertent biases caused by poor
oversight, opaque procedures, and faulty data. This study has uncovered weaknesses in the
current legal systems, which were largely designed with humans in mind, when it comes
to addressing the complexity of biases brought about by artificial intelligence. As a result,
the investigation has shown significant weaknesses in the current regulatory frameworks,
data protection guidelines, and anti-discrimination laws. The majority of conventional
legal arrangements would call for identification of the at-fault party and proof of intention.
However, these specifications fall short for Al systems that function completely without human
intervention but produce biassed outcomes. Absence of accountability and access methods, as
well as particular restrictions in dynamic computing settings, further complicates the problem.
Damages brought on by algorithms are likely to go neglected in the absence of appropriate

accountability and enforced equitable standards.*!

A modern reform of the law is now necessary and urgent, in contrast to the vitality that
defined its recent august past. Anti-discrimination rules pertaining specifically to Al must be
included in the law, together with mandated algorithm impact and risk evaluations, transparency
standards, and procedures for assessing the effects of prejudice. The courts and regulators should
exhibit an active interpretation of these constitutional concepts within the digital context and

enforce them.

30. Wonseok et al., Who Made the Decisions: Human or Robot Umpires? The Effects of Anthropomorphism
on Perceptions Toward Robot Umpires, 64 Telematics and Informatics 101-125 (2021).

31. Zliobaite, Measuring Discrimination in Algorithmic Decision Making, 31 Data Mining and Knowledge
Discovery 1060-1089 (2017).
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ABSTRACT

In this paper, we examine the combined relationship between data sovereignty and cross-
border data flows, focusing on legal, geopolitical and technical interlinkages in an increasingly
digital global economy. The aim is to examine how different jurisdictions, particularly those
in emerging economies such as India, bring global data flows back to national data controls.
It also analyzes the emergence of new governance structures, including the Digital Personal
Data Protection (DPDP) Act, 2023 and General Data Protection Regulation (GDPR) and
sectorial responses in China and also in the USA. Utilizing a comparative legal methodology,
this research paper analyzes legislation, policy documents and case laws to highlight trends
on extraterritorial application of data protection laws, national security justifications and
localization requirements. It also invites interdisciplinary footings (like international trade
law and cyber policy) to trace the pressure lines between state control and digital openness.
The more general claim is that even though data localization and the restrictions on cross-
border transfers are often defended on security and sovereignty grounds, the trend threatens to
fracture the global internet and possibly have a chilling effect on innovation, personal privacy
and trade. Inconclusive findings indicate that a balance could be attained through interoperable
authorization frameworks, privacy principles, and international cooperation rather than rigid
localization commands. Lastly, the paper contributes to the ongoing debate by proposing

practical and normative routes for harmonizing state sovereignty with the freer flow of data.
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INTRODUCTION

Information is the strongest financial supply, helping us to innovate, serve and digitally help
in business. However, it gives rise to various issues, for example an individual’s privacy and
domestic safety. The makers of various policies believe the flow of information is necessary for
the economy and technology, but it is also important for an individual to be able to protect his
own information and maintain privacy among themselves. This also helps in providing safety
for the infrastructures. In order to achieve such goals, cautious laws and acts that not only help
in international usage of data, which is vital for cloud services as well as Al, but also looks into

the problems, protects, and provides remedy from using an excessive personal privacy.

In modern times, economy has changed and mainly deals digitally which has changed
business arrangements and built a new foundation. It is expected that India, in a few years, will
be able to provide 1 trillion dollars to the GDP and at the same time generate hundreds of job
opportunities. In order to complete such a goal, India being an interconnected ecosystem, needs

to access the data that can transport across various countries.’

Data sovereignty is the perception that information is subject to the rules of the country
in which it is situated. In contrast, international statistics courses mention the measure of
electronic information across national boundaries for different forms of processing, storage or
analysis. The scope of research in this paper is limited and it focuses primarily upon India, how
its policy on balancing these concepts has evolved, as well as draws insights to a comparative
framework globally and with reference to the GDPR, a regulation in Europe, in addition to

other jurisdictions’ regulatory responses.

The core research issue arises from the built-in conflict between national sovereignty
demands and economic requirements of digital integration. Nations increasingly adopt data
localization strategies to retain management over citizen data and defend state security interests.
Corporations, meanwhile, have a requirement for seamless data transfer to service, research
and be competitive in business in global markets. Such is the case in India’s newly sanctioned
DPDP Act, 2023 where, while the law adopts a “blacklist” methodology of allowing for cross-
border data transfers with an exception for countries that are listed as restricted, it delegates

extensive discretionary powers to the executive to list such restricted countries.
To achieve this goal, the paper addresses three research questions:

1. How can we reconcile legally the principles of state control and ownership of digital

information with economic interests in the relationship of cross-border flows?

3. The Committee of Experts on a Data Protection Framework for India (Chair: Justice B. N. Srikrishna),
A Free and Fair Digital Economy: Report Summary on A Free and Fair Digital Economy (July 27, 2018),
PRS Legislative Research.
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ii.  How can India model its cross-border transfer framework by following general best
practices from across the globe including those which in particular are in sync to a

large extent with the GDPR adequacy mechanism?

iii.  To what extent, therefore, do the existing regulatory models, in the guise of the
DPDPA, and some sector-specific mechanisms such as the payment data localization

requirements issued by the RBI strike this stability?

The connection between law and technology in this situation has profound implications for
cybersecurity, national economic interests and for the rule makers of the global digital economy

in the future.

CONCEPTUAL FOUNDATIONS

Fundamentally, the principle of state control of digital information is connected with the
principle of digital information being subject to the law or regulatory practices of the state
where it was produced. We have now moved this concept from territorial sovereignty into
cyberspace and that has demonstrated that, states now recognize data as a national resource,
which must be protected.* That process of conversation has been given additional impetus since
the revelation of mass surveillance programs, and the extent to which cyber espionage was
going on that some countries find it difficult to turn a blind eye to the digital data of its citizens

going the ‘ungoverned’ way.

The principle of state control claims that digital information is closely related to three key
state interests. For National Security reasons, governments want to prevent foreign intelligence
agencies from accessing sensitive citizen data and critical infrastructure information. The second
pillar is Privacy Protection, resulting from the obligation of states to guard ‘intimate’ personal
information from unauthorized access, use and also disclosure, as acknowledged by the Supreme
Court when it cited the principle of privacy as an essential right in recent judgments, like the
one in Puttaswamy.’ The third dimension comprises Economic Interests with countries seeing
data as a strategic resource for innovation, artificial intelligence development and nourishing
competitive edge in the digital economy. Transfers of data across national borders should be
based on the unrestricted flow of data and crosses-border information flow means that like the
electronic flow is restricted according to various legal as can be even just storage or processing

which occur in different country for example, France.

4. PRS Legislative Research, 4 Free and Fair Digital Economy: Report Summary on A Free and Fair Digital
Economy (July 27, 2018).

5. Vrinda Bhandari & Renuka Sane, Protecting Citizens from the State Post Puttaswamy: Analyzing the
Privacy Implications of the Justice Srikrishna Committee Report and the Data Protection Bill, 2018, 14(2)
Socio-Legal Rev. 143 (2018), https://doi.org/10.55496/UUIZ9934.
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It is the data folder ecosystem, supported by the three key stakeholder groupings. The
range between the protection of citizens and the economic ambitions is evidenced in the form
of the changing Indian re-positioning from the prohibitory stance of the recommendation by the
Srikrishna Committee to the more agile DPDPA which works on a regulator model provided by
the government agencies. Governments use digital infrastructure such as undersea cables that
account for 99% of international data traffic and cloud servers which process the information, to
surveil or disrupt our systems.® Technology policies have become the battleground for asserting
attempts to cyber-sovereignty, as nations impose data localization requirements and restrict

foreign access.

TRANSNATIONAL DATA-TRANSFER REGIMES
The EU’s GDPR sets forth a multi-tiered approach for the purpose of privacy-compliant

transfer of individual data across boundaries. The three tiers are based on adequacy decisions
pursuant to Articles 45-49.” Adequacy is the test by which the EU measures whether third
party countries offer protection equal to that within the EU, including rule of law, independent
supervisory authorities and judicial redress. In the lack of a capability decision, data controllers
can instead comply with data protection laws by using certain pre-approved contractual terms
called Standard Contractual Clauses (SCCs) that provide appropriate safeguards, otherwise a set
of internal rules (such as a Code of Conduct), in the circumstance of intra-group transmissions
within multinational corporations.® The architectural models used in the India’s DPDP Act law,
2023 differ fundamentally because it regulates under section 16 on “blacklist model”. Unlike
EU which automatically allows cross-border transfer and grants positive adequacy measure, for
India, written consent needs to be obtained from India for any of the mechanisms, except when
that country’s Central Government has already made a communication to India as not being
treated as putting in place adequate safeguards which cannot be invoked. Interestingly, however,
it does not have any public adequacy criteria, open evaluation procedure, or alternative transfer
mechanisms such as SCCs or BCRs. It is a system which relies on executive discretion, and as
such there are no published lists of what could constitute “restricted” data, providing businesses
with little certainty, while supposedly falling within the ambit of “relatively free” international

data transfers.’

6. CookieYes Staff, Data Sovereignty: What It Is, Why It Matters, and How to Ensure Compliance, CookieYes
Blog (July 15, 2024).

7. GDPR-Info, EU General Data Protection Regulation (GDPR), https://gdpr-info.cu (last visited Aug. 15,
2025).

8. EuropeanCommission, Adequacy Decisions under EU Data Protection Law,

https://commission.europa.eu/law/law-topic/data-protection/international-dimension-data- ~ protection/
adequacy-decisions (last visited Aug. 15, 2025).

9. Taxmann, Cross-Border Data Transfers under the DPDP Act 2023, Taxmann Blog (last updated May 4,
2025).
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China’s law of protecting personal information and Cybersecurity Law, adopt one of the
strictest guidelines on transboundary documents transmission throughout the world. Under the
regulation, of Cybersecurity Law, a CIIO and any company processing ‘“‘significant data” must
store information within China and would require prior support from Cyberspace Administration
of China before they can send such data outside the country.'” Data transfers necessitate either
passing security assessments, acquiring CAC certification or signing CAC-approved standard
contracts which in effect operate more as mandatory localization instruments than expediting

transfer mechanisms.'!

The United States takes a sectoral attitude with absence of inclusive central data protection
law. Acts like the Consumer Privacy Act of California as well as the recently enacted Privacy
Rights Act offer substantial consumer rights, but no cross-border transfer provisions. The United
States still just does not run according to international norms, but rather through international
constructs like the EU-US Data Privacy Principles adequacy agreement that allows US
companies to self-certify compliance with some privacy guidelines roughly equivalent to those
in the EU."

These variations represent trade-offs inherent to data governance design. Transparent,
rights-based assessments are at the heart of what the EU cares about and that virtually forbids

transfer with any amount of substantial adequacy.

EXTRATERRITORIAL REACH AND DATA LOCALIZATION

Extraterritoriality is the application of domestic law to a State’s own persons, property,
or activities beyond its territorial boundaries. Such a principle is at the core of modern data
governance: tools such as the EU’s GDPR claim jurisdiction over any organizing committee
handling the individual information of EU inhabitants and irrespective of the site of their
servers.”® This was then set in stone with the help of the EU Justice Court ruling in Privacy
Shield, according to which certain United States surveillance laws did not provide equivalent

protection and subsequently voided the existing framework for transatlantic transfers.

Increasingly, countries are using security as a reason to control information flows, which

implicitly treat information as both an asset and a potential vulnerability. This stance has led to

10. Vladimir Covic, China PIPL Data Localization: A Detailed Overview, Captain Compliance (Apr. 24,
2024).

11. InCountry Staff, Complete Guide on Data Residency and Cross-Border Transfers in China, InCountry Blog
(Oct. 9, 2023).

12. Mahek Sangwan & Sayed Kirdar Husain, Guarding the Data Frontier: Navigating Cross-Border Data
Transfer Under Digital Personal Data Protection Act, NLIU Law Review Blog (Oct. 23, 2024).

13. Réisin Aine Costello, Schrems II: Everything Is Illuminated? European Forum of European Papers, Vol.
5, 2020, No. 2, 1045-1059.
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measures of protection from the national intelligence law in China to other places ‘reciprocal’
statutes, and the requirement that data be stored locally. This process of storing data locally
can be done through array of ways. Firstly, there is Global localization which is defined in
the context of storing all the data within the county’s geographical boundaries. Second comes
partial localization which is defined as storing only for parts of it. Localization generally divides
its subjects into supporters and critics. Supporters are of the view that localization of data can
aid in management of data security in case of sudden breach, accountability of regulators and
restrict external spying, all at once. On the other hand, critics argue that localization barely has

any advantages, rather, they view it as an addition to the economic costs.™*

Cloud suppliers particularly are the ones going to take the hit of this economic setback, as
their financial gauge, and international operability rely on stability. Imposing artificial limits
on international data flows diminishes the economies of scale, increases costs and stifles
innovation, usually in applications development and artificial intelligence. These restrictions
create a stringent burden on the information technology sector of India. It also affects the
industries which deal with export business process outsourcing (BPO) industry, the lifeblood
of India’s economy. These drop-down impacts apply to the supply chain, and the integration of

artificial cloud services and market competition, within the domestic firm.

Collectively, these announcements define the central policy tension, which is in the process
of attempting to find a suitable stability between their legitimate security requirements with
economic demands for free data flows. At the foundation of the two sides of today’s debate sits
the question of how much national freedom is sufficient and where is the threshold for the need

for global interoperability.

INTERDISCIPLINARY DIMENSIONS

The contradiction between increasing liberalization and the foundational obligations of
digital commerce and data governance will have to be resolved in international trade law.
The WTO established the multilateral framework of rules and principles for trade in services
and future e-commerce disciplines could be in conflict with data-localization measures when
they violate non-discrimination and market-access obligations. The Joint Statement Initiative
by WHO on digital trade tried to establish global rules for international data transfer, but the
negotiations fell apart because developed countries resist language that they say is vital and that
many developing countries insist on. Policymakers should quickly identify patterns of cyber

threats, distinguished from confronting different levels of attack and maintaining continuity

14. U.S. Dep’t of Justice, CLOUD Act Resources, Criminal Division, Office of International Affairs, https://
www.justice.gov/criminal/cloud-act-resources (last visited Aug. 15, 2025)
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in essential services These crossing forms a genuine tension in agreements and involves a

framework that should be in compliance with technology and harmonies with one’s privacy.'s

Civil rights and other privacy rules provide restrictions on governing possibilities for national
jurisdictions because the obligations provided under international civil laws gets triggered when
the information of its own citizens are globally accessed which creates unregulated decision.
GDPR is a part of presenting about how the rules governing an individual’s confidential
information controls global compliance pressuring a third country. Trans-boundary flow of
information hinders the remedies, interpreting subjects whose data is being processed where
the legal structure is not sufficient and poor protection is provided by the judiciary. Security-
inspired controlled scans of outbound flows have turned the balance between cybersecurity vs.
trade obligations on one hand and individual rights, on the other. However, with such control
being presented as a protective factor it can also be used to have trade agreements and forego

personal privacy.

CHALLENGES AND RISKS

Although this quagmire has reasonable national interests, the problems and risks that it has
also raised are the challenges and risks that the world decision-makers, business community and
International Organization will face squarely in the future. The sources of these dangers are
frequently mutually incompatible, as a result of which the challenge to reach a consensual
approach through conflicts between national security, economic prospects and political are
harder still. Among the substantial obstacles are the Balkanization of global digital space,
negative impact on innovation and economic development and incompatibility between

sovereignty proclamations and international obligations.

a) Fragmentation of the Global Internet (“Splinternet”)

One of the most apparent and alarming byproducts of excessively restrictive cross-border
data flow policies is the fracturing of the internet, often referred to as the “splinternet.” The
breaking of the internet among the nations into several national and regional networks along
with a set of different rules respectively creates incompatibility in the arena of internet or
web. The technicalities in regard to data storage as well as its security vary due to the same
reason mentioned above. Due to security reasons, upholding national sovereignty and privacy
protection, implementation of a ban on data exports takes place; as a result, it weakens the
sole idea of one open internet which blocks the free flow of information across the world. The
downside of this is that there come higher business costs, less international collaboration due to

stringent laws and the export—import system, and poor cyber readiness. The Centre for Strategic

15. Cybersecurity and Infrastructure Security Agency (CISA), Federal Government Cybersecurity Incident
and Vulnerability Response Playbooks (Aug. 2024).
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and International Studies warns that the fear of security and creation of these isolated networks
for different countries weakens the global digital system. For example, China has the Great
Firewall, which is its very own internet, and also data security and cybersecurity laws along
with local storage and strict outbound checks. Another similar case is of Russia’s Sovereign
Internet Law, where the government controls routing and citizens’ data is stored locally.'® Iran’s

National Information Network has created a heavily controlled domestic internet capable of operating in complete

isolation from the global network. These approaches give governments extensive control over domestic digital
ecosystems but simultaneously limit citizens’ access to global knowledge, restrict the operations of

international businesses, and erode the interoperability on which the global internet depends.

The more states adopt such measures, the greater the risk that the internet becomes a
patchwork of disconnected “intranets,” each with its own legal framework, technical standards,

and censorship practices.

b) Impact of Innovation and Economic Growth

Strict restrictions on storing or processing data outside national borders measures also have
significant economic and technological consequences. Machine learning models, for example,
improve in accuracy and reliability when trained on large, diverse datasets from multiple
jurisdictions. Limiting information movements narrows diversity of available statistics and

diminishes the quality of technological outputs.

The Business Policy Paper No. 278 (2023) by OECD documents that roughly 100
localization measures are in effect across 40 countries, in excess of two-thirds mandating both

native storage and restrictions on outbound transfers.!” These measures often:

1. Increase operational costs by forcing companies to build or lease data centres in

every jurisdiction where they operate;

ii.  Limit innovation by reducing the diversity and scale of datasets available for

analytics and Al;
iii.  Concentrate data in single locations, increasing vulnerability to cyberattacks.

Commercial modelling by the WTO and OECD estimates that if all countries adopted
restrictive data policies, global GDP could fall by 4.5% and global exports by 8.5%.'® Conversely,

16. Cybersecurity Law of the People’s Republic of China (promulgated by the Standing Comm. Nat’l People’s
Cong., Nov. 7, 2016, effective June 1, 2017).

17. Org. for Econ. Co-operation & Dev., The Nature, Evolution and Potential Implications of Data Localization
Measures, OECD Trade Policy Paper No. 278 (2023)

18. World Trade Org. & OECD, The Economic Implications of Data Regulation, WTO Staff Working Paper
ERSD-2025-1 (Feb. 2025).
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cooperative models that preserve cross-border flows while embedding robust privacy and

security safeguards could raise global GDP by 1.77% and exports by 3.6%.

It is concentrated, however, disproportionately on medium and small-sized enterprises
(SMEs) that often do not have the resources to set up data infrastructure in several countries.
And for those firms, ridiculously tight transfer rules would eliminate the market altogether, only
multinationals (the only firms with enough resources to pass this sort of legislation) would be

able to sell into international markets.

India’s justreleased DPDP Act 2023 is helping to illustrate how difficult it is for a government
attempting to walk the line. Before this enactment, there were many drafts that prioritized the
localization for complex and serious private data. But it allows the government to designate
countries or territories that tend to come under its control as places where transfers could be

permitted in order to escape the fetters of a strict localization requirement."

¢) Clashes in Asserting Sovereignty Vis-a-Vis International Agreements

The third problem is the contested legal and policy contexts around data and national
sovereignty and states’ obligations outside of their borders. In particular, the USMCA and other
recent trade deals prohibit localization and data restrictions unless these measures meet criteria.
So do the Comprehensive and Progressive Agreement for Trans-Pacific Partnership (CPTPP)

which has rules for cross-border flows and against gratuitous localization.

Problems can occur when laws being implemented at home conflict with these promises the
EU-US Schrems II was cancelled by the EU Justice Court in the Privacy Shield’s case. The EU
court cancelled the U.S. Schrems Il adequacy decision, determining that US surveillance rules
do not ensure the “fundamentally equivalent” protections of EU citizens’ personal information.
It almost instantly raised queries of the legality of transferring information across the Atlantic,
placing thousands of businesses in a state of uncertainty and leading most to depend on other

operations available, like the Standard Contractual Clauses (SCCs).

In a similar example, under GDPR Article 45, when Japan and the EU entered into an
adequacy arrangement in 2022, Japan had to offer “additional safeguards” to obtain adequacy
with the Europe. You might call it, metaphorically, planting the flag of domestic sovereignty and

flying a set of international commitments from the same pole.

TOWARDS A BALANCED APPROACH

The balance between the principle of state control over digital information and sovereignty

is more generally one of, if not the most important public policy challenges in the digital world

19. Digital Personal Data Protection Act, No. 22 of 2023, India Code (2023).
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today. Of course, there are perfectly good interest-based regulations countries should have over
data within their borders, from privacy or state-security data concerns, but a balkanized world

1s going to scare a lot of sectors into conservatism.

a) Interoperable Legal Framework and Mutual Recognition

The most convincing of these is the idea of designing or promoting interoperable legal
systems (or perhaps just legal frameworks) that incorporate the laws of locales without requiring
text alignment. The best example we have seen of this paradigm to date is with the European
Union on the adequacy process under GDPR Article 45. Instead of looking for a full copy of EU
rules, the adequacy test checks if a country out of EU offers an “acceptable level of security”
to individuals’ data.”® The European Commission identified sixteen jurisdictions as adequate in

2025, including Japan, the United Kingdom and New Zealand.

Regional initiatives also show promise. The Cross Border Privacy Rules (CBPR) system
made by APEC presents a method for businesses all over its region in order to comply with the
privacy needs while transferring certain documents among its economy which helps in setting a
basic privacy standard for certification methods. An upward scaling is being made in the CBPR

environment, which is an ongoing process, directing potential for wider connectivity.

Trustand clarity are the two most important need of give and take identification arrangements.

States must provide data with respect to implementation, cures and provide supervision.

b) International Cooperation and Cross-Border Agreements

The nature of information movement is transactional, if the regulations are one-sided, it is
pertinent to create inefficient framework and conflicts often arise. Multilateral assistance helps
in making principles that stay consistent with each other or offer expected regulations to settle

struggles.

The Europe’s Convention Council is the only multilateral treaty on data protection that is
legally binding and is currently in force, and has even been signed by countries outside Europe,
like Uruguay, Mauritius and Tunisia. The proposal contains modernized safeguards along the

lines of the GDPR and demonstrates that internationals consensus can be reached.

Digital trade chapters are being added to trade deals with increasing frequency. And the
DEP Agreement between three countries- New Zealand, Singapore and Chile also commit
to interoperable digital identities, non-paper trade and Al governance, focusing on trusted
international data runs.?! They also contain rules that bind countries to not imposing unfounded

domestic requirements to store or process data outside the country, similar to CPTPP and

20. Regulation (EU) 2016/679, art. 45, 2016 O.J. (L 119) 1 (EU).
21. Dig. Econ. P’ship Agreement, Sing.—Chile-N.Z., June 12, 2020
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even USMCA and where there is no multilateral consensus, there is still a need for bilateral
agreements. The EU-U. S. Data Privacy Framework (2023) demonstrates how such focused
negotiation might provide a mechanism to re-institute lawful transfer after judicial invalidation
with US signals intelligence measures that are necessary, proportionate and include independent

redress.

¢) Privacy-by-Design and Trust-Based Governance

Trust is a sacred thing, and it is not easily regulated. The concept of discretion by design
(enshrined in Article 25 of the GDPR) is the notion of privacy principles being hard coded into the
underlying system upon which they were conceived and executed. This is merely minimization,

mere limitation, and the power of the pack to reduce the potential for its data to be misleading.

Companies that transcend national boundaries might also possess the ability to showcase
their compliance by holding internationally accepted certifications such as ISO/IEC 27018 for
cloud confidentiality or ISO/IEC 27001 for information security. This has a dampening effect on

the felt need for aggressive spins since compliance can match the data.

Specific laws might further facilitate setting up trust, such as in the case of the EU-U.S.
Privacy Shield framework. A framework that excludes governmental access to private- sector
information, as well as independent oversight and remediation models that are effectively
implemented through government actions. The OECD Privacy Guidelines further assert that
this anticipatory approach to privacy engineering serves as the foundation for reliable data

governance.

RECOMMENDATIONS

The tension is between the state control over the data and the global flow of data, where one
poses an imminent threat to a country’s sovereignty in terms of data, whereas the other creates
hindrance for companies to grow. The need of the hour is to create and take up a pragmatic or
practical solution, which is to establish an equilibrium between the state’s legitimate interests
and a smooth global digital economy. If a country tilts into a purely protectionist approach, then
there is the risk of blocking markets and killing innovation. If it undertakes a fully open approach,
there will be no protection, which will risk the privacy of citizens and harm the security of the
country as well, which will, all in all, weaken public trust. Hence, a balance is required, which
will protect both the states and conglomerates’ interests. This will balance the country’s security
and companies’ need for data flow. “Recommendations™ of this kind are then translated into
normative and more specific policy advice for governments, and ‘next practice’ for business
who can have a key role to play in shaping data-transfer governance system that is balanced and

appropriate that is sustainable.
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1. Normative Implications of Sovereignty-Openness Trade-Off

a. Accept the Principle of “Conditional Openness”

But rather than treat sovereignty and openness as competing forces, states will need a new
model of contingent openness in which data flows freely among them with specific, enforceable
assurances on concealment, security and lawful access. Such a rule should be set down in

country law and treaties, providing industry with certainty but secret intelligence with control.
b. Use the Risk Method to Categorize Data

Not every piece of data has to be as defensible as every other. For data types with a high risk,
more stringent transfer joints or localization is necessary, and for data of low risk it is voluntary.
The EU’s GDPR has “special categories” for categories of data and so too the DPDP Act in

India can issue sector specific guidelines based on gold standards across the globe.”
c. Build Transparency into Government Access.

Those things tend to be localization efforts, motivated by fears of foreign surveillance.
Governments need to establish clear, transparent rules under which their citizens’ personal data,
housed within private companies, can be accessed and independently overseen and redressed.
Initiatives such as the EU-U. S. commitments reflected in the. Data Protection Framework such
as proportionality and necessity in surveillance etc., could be the first one for the world.

2. Policy Measures for Governments

a. Adequacy and mutuality recognition schemes

Governments need to make sure that the bilateral and multilateral adequacy decisions and
the mutual recognition agreements receive due attention, in order to facilitate the seamless cross-
border transfer. Such a set of frameworks could help reduce the legal uncertainty for businesses
and encourage investment in some countries over others, they indicate, by providing a clear
idea of which countries could be trusted to provide acceptable defense for personal data that

travels through them.”
b. Establish a Cross-Border Data Innovation Regulatory Sandbox

Regulatory sandboxes enclosed test beds where new data-driven products and services
can be taken out for a spin in front of happy-to-regulate-you regulators might be where that
innovation takes off, and where test runs can be used to make sure new tools comply with privacy
and security laws. For instance, fintech or health-tech companies may test secure data-sharing

models before expanding out of the country.

22. Nat’l Inst. of Standards & Tech., Cybersecurity Framework; Int’l Org. for Standardization, ISO/IEC
27001 Information Security Management

23. European Data Prot. Bd., Binding Corporate Rules
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c. Put internet security practices on par with other nations

That is, to make certain that international data transfers are legitimate. Governments may
also wish to look at the best international practices & values in order to avoid fragmentation and
to build trust in their cyber security certification schemes. Bilateral and regional arrangements

could also include well-coordinated cyber incident response arrangements.
d. Incorporate Digital Trade Provisions in Economic Pacts

Specific language should make clear that trade deals are to be negotiated in a way that
protects the free transfer of data, with narrow exceptions for legitimate policy objectives. This
results in commitment and risk avoidance for politically imposed restrictions (politic driving)

which can diminish commercial predictability.
e. Define the Localization Oddities Clearly and Predictably

Establishing rules about when localization is necessary, and tests to apply localization
i.e. proportionality and necessity, and review process in a periodic fashion. This at least stop
localization from being the default and leaves the door open to further liberalization as trust

Srows.

3. Best Practices for Corporations Handling Cross-Border Data

a. almplement Privacy-by-Design Across Operations

Companies will need to bake in privacy by designing across the entire life cycle of their data
handling from collection to processing to transfer. There is anonymizing personal information
before it is transmitted across the border, say, or encrypting both data and mobile devices. And
only that information that is unconditionally compulsory to bring across the border should

come across the border.
b. Employ BCRs und SCCs

For multinationals, which have to comply with the laws of multiple nations, international
standards like BCRs and SCCs must be used. These instruments establish the minimum
standards for the safety of private information that is processed in the internal governance of
a company, as well as enforceable contractual obligations between companies and between

companies and third parties.
c. Openness and oversight mechanism:

This mechanism helps to maintain the standard of transparency and accountability, which
in return ensures the maintenance of public trust, which is a very crucial factor in the business

domain. The companies have to publish an annual transparency report, such as the data that
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has been requested by the government to furnish, for example under the TPP or Trans-Pacific
Partnership. Along with this, setting up a grievance redressal system should remain in place, as

well as timely or impromptu Data Protection Impact Assessments.
d. Creation of compliance legal teams:

With the complexity of data rules in different countries and the changing and evolving
laws, the need for a well-versed legal team becomes important. These teams should be specially
trained to check internet law, inclusive of but not limited to local and global knowledge in this
specific matter. This will ensure that penalties can be avoided by the transacting companies and

smooth functioning is ensured.
e. Robust and redundant database:

The multinational companies should have resilience with distributed cloud storage and
multi-region backups. This helps with the avoidance of localization burdens and prevents choke
points. It also ensures that even in times of conflict in one country with respect to data storage,
or in case of failure of equipment or links, the multiplicity of servers saves the data from loss

and ensures smooth and continuous functioning of the company throughout the globe.

CONCLUSION

The data sovereignty, the very concept is regarding protection and control of a country over
its own data, and the cross-border flows pressurize the free flow and movement of data across
the globe. They are connected but they also create an intriguing tension among themselves. As
rightly stated by Wiese, the sovereign control of data needs to be balanced with global data flow,
being the key to the digital economy. Countries now across the globe are developing specific
laws pertinent to the current subject matter, like India has the DPDP Act, the European Union
has GDPR, China has Cybersecurity and Data Laws, and the US has a sectoral approach. The
challenges at hand stem from fragmentation of internet and data access, excessive localization,
and legal clashes among the data protection laws, and each of these comes down to one thing:

sovereignty vs trade commitments.

The solution to this is to choose a middle ground, which is interoperability and mutual
recognition, which requires international and world cooperation. The report also suggests the
“embedding of evidence to support ‘privacy by design’ and trust-based governance,” which
would reduce the perceived appetite for heavier localization proposals while still safeguarding
privacy and security. We articulate practical strategies for the implementation of such
approaches founded in normative theory (including conditioned openness and risk- based data

categorization), government policy and corporate good practice.

[32]



CHAPTER 1: CYBER LAWS, DATA PROTECTION AND ARTIFICIAL INTELLIGENCE

The answer the researchers settle on is that there is no black and white answer, no binary
choice between full sovereignty on one hand and extreme data nudism on the other. We need
both, but the balance of the two will go a long way. The basic task of the state is to guarantee the
freedom of its citizens, maintain the internal security of the nation and protect an institution or
order of shared values, embedded in certain cultural and political communities. If localization is
too free, steal and bite risks exist between the retaliation pumps, which may result in economic
fragmentation and suppress innovation. That’s big- word Union speak for needing a legal
framework to do so, systems interoperability to allow and institutionalize that cooperation, and
private sector liability. It also needs openness that stretches beyond even nonetheless into a

more inclusive everything shape.
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DIGITAL JUSTICE AND THE REGULATION OF
EMERGING TECHNOLOGIES: RETHINKING CYBER LAWS
FOR A FUTURE-READY LEGAL FRAMEWORK

Sowmya H.A.!

ABSTRACT

The rise of emerging technologies such as artificial intelligence, blockchain, and the Internet
of things has fundamentally reshaped how justice is delivered and how legal systems operate
in cyberspace. This paper explores the evolving landscape of digital justice and the need for
a responsive cyber law framework to regulate these advancements. The primary objective is
to evaluate whether existing legal frameworks can effectively address the ethical, legal, and
societal challenges posed by these technologies. The paper adopts a doctrinal methodology,
drawing from existing laws, case precedents, and comparative legal analysis from jurisdictions
like the European Union, the United States, and India. Technologies introduce complexities
that traditional legal systems are ill-equipped to manage, ranging from data privacy concerns to

algorithmic bias and cross-border jurisdiction issues.

The study finds that most cyber regulations are reactive rather than proactive, leading to
legal vacuums and inconsistent enforcement. Tentatively, the paper concludes that there is a
pressing need for dynamic, inclusive, and forward-looking legal reforms that balance innovation
with individual rights and public interest. It advocates for the integration of ethical design
principles in technological development and stresses the importance of digital literacy among
legal professionals and citizens alike. By bridging the gap between technology and law, the

justice system can remain both fair and future-ready.

Keywords: Digital Justice, Cyber Law, Emerging Technologies, Algorithmic Bias, Data

Privacy.

l. Research Scholar, at KLE Technological University, KLE Law College Campus, Bangalore and Assistant
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INTRODUCTION: THE DIGITAL TURN IN JUSTICE AND LAW

In an increasingly digitized world, the relationship between technology and justice has
become central to legal discourse. While the internet was initially a space of liberation and
openness, its evolution has brought along complexities that challenge essential legal doctrines.
Digital justice today is not just about access to the internet; it concerns the protection of rights
in online spaces, algorithmic accountability, data privacy, and equitable access to technological

benefits. Yet, most countries’ cyber laws remain outdated, reactive, or narrowly scoped.

The traditional concepts of jurisdiction, evidence, and liability struggle when applied to
technologies that operate beyond territorial borders and evolve autonomously. This conflict
requires a rethink of cyber law, not just as a reactive policy tool but as a robust framework for

securing justice in a digitized world.?

The primary objective of this research is to analyze the evolving concept of digital justice
and its significance in the context of emerging technologies such as artificial intelligence,
blockchain, and big data. The study seeks to critically examine the adequacy of existing cyber
law frameworks in addressing technological advancements while safeguarding individual
rights and digital freedoms. Another important aim is to identify the legal and regulatory gaps
that hinder the effective realization of digital justice in cyberspace. In addition, the research
endeavors to evaluate international best practices and comparative legal frameworks on the
regulation of emerging technologies, with a view to highlighting strengths and weaknesses
across jurisdictions. Ultimately, the objective is to propose reforms and recommendations
that would facilitate the development of a future-ready, balanced, and inclusive cyber legal
framework capable of ensuring both technological innovation and the protection of digital

rights.

UNDERSTANDING DIGITAL JUSTICE: A HUMAN-CENTRIC APPROACH

Digital justice centers on safeguarding individual rights, promoting inclusivity, and
mitigating systemic bias in digital spaces. Unlike traditional justice systems rooted in physical
interactions and institutional settings, digital justice must function within decentralized, opaque,
and rapidly changing ecosystems.* At its core, digital justice is about power, who controls
data, who builds algorithms, and who gets to challenge digital decisions. For example, when
Al systems make decisions in criminal sentencing, hiring, or credit scoring, there is often no

transparency or recourse for those affected.’ A truly human-centric legal system must therefore

2. Jack M. Balkin, The Three Laws of Robotics in the Age of Big Data, 78 Ohio St. L.J. 1217, 1225 (2017).

3. Julie E. Cohen, Configuring the Networked Self: Law, Code, and the Play of Everyday Practice 77-79
(2012).

4. Joshua A. T. Fairfield, Owned: Property, Privacy, and the New Digital Serfdom 13941 (2017).

5. Danielle Keats Citron, Technological Due Process, 85 Wash. U. L. Rev. 1249, 1260 (2008).
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go beyond regulatory compliance to ensure accountability, participation, and reparation
mechanisms. Digital justice cannot be achieved without a future-ready legal framework that

reflects the values of dignity, fairness, and non-discrimination in all technical processes.

INDIAN JURISPRUDENCE AND THE CONSTITUTIONAL FOUNDATIONS OF
DIGITAL JUSTICE

Indian jurisprudence has played a pivotal role in shaping the contours of digital justice in
the absence of comprehensive legislation on evolving technologies. The landmark judgment
Justice K.S. Puttaswamy (Retd.) v. Union of India’ recognized the right to privacy as
intrinsic to Article 21, establishing a constitutional foundation for data protection and
surveillance regulation in the digital age. Similarly, in Shreya Singhal v. Union of India,’
the Supreme Court struck down Section 66A of the Information Technology Act, 2000, for its
vagueness and overbreadth, thereby affirming that freedom of speech and expression extends
fully to online spaces. Further, in Anuradha Bhasin v. Union of India,” the Court declared
that indefinite internet shutdowns are unconstitutional, emphasizing that access to the internet
is essential to the exercise of fundamental freedoms and democratic participation. Earlier, in
People’s Union for Civil Liberties v. Union of India (Telephone Tapping Case), the Court had
mandated procedural protections for state surveillance, a principle that now echoes with calls
for algorithmic accountability and technological due process in the age of artificial intelligence.
While Indian courts have not yet directly addressed the constitutionality of automated decision-
making or algorithmic profiling, judgments in the Aadhaar litigation reflect judicial concerns
about data misuse and the risks of automated governance. Moreover, the recognition of electronic
contracts in Trimex International FZE Ltd. v. Vedanta Aluminium Ltd."° demonstrates the
judiciary’s willingness to adapt traditional doctrines of evidence and contract to digital realities.
Collectively, these decisions illustrate how Indian jurisprudence is incrementally laying the
groundwork for a future-ready legal framework that balances modernization with constitutional

rights, even as legislative reform struggles to keep pace with technological change.

LIMITATIONS OF EXISTING CYBER LAW REGIMES

Cyber law, as it stands today, tends to be fragmented, sector-specific, and jurisdictionally
bound. Most legal systems classify cybercrimes, regulate data protection, and sometimes tackle

cybersecurity but often fall short of comprehensively addressing emerging technologies."

6 Mireille Hildebrandt, Law for Computer Scientists and Other Folk, 32-35 (2020).
7. Justice K.S. Puttaswamy (Retd.) v. Union of India, (2019) 1 S.C.C. 1 (India).
8 Shreya Singhal v. Union of India, (2015) 5 S.C.C. 1 (India).

9 Anuradha Bhasin v. Union of India, (2020) 3 S.C.C. 637 (India)

10. Trimex International FZE Limited, Dubai v. Vedanta Aluminium Ltd., (2010) 3 S.C.C. 1 (India)

I1. Orin S. Kerr, Cybercrime’s Scope: Interpreting “Access” and “Authorization” in Computer Misuse
Statutes, 78 N.Y.U. L. Rev. 1596, 1601 (2003).
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a. Outdated Statutes and Definitions

Many cyber laws still focus on conventional offenses such as hacking or phishing while
being ill-equipped to deal with issues arising from machine learning, biometric surveillance, or
autonomous decision-making.'> Definitions like “computer” or “network” in legislation like the
Information Technology Act, 2000 (India), or the Computer Fraud and Abuse Act (U.S.) have

not kept up with the evolution of technology."

b. Jurisdictional Ambiguity

Digital actions exceed borders. A server in Singapore can host content accessible worldwide,
yet laws remain territorially bound. This creates confusion over applicable laws, enforcement

authority, and the rights of the affected parties.'

¢. Reactive Rather Than Proactive

Most cyber laws are born from crises like data breaches, ransomware attacks, or viral
misinformation. Legislators rush to fill gaps, often with narrow laws that become outdated
quickly. A future-ready framework must anticipate emerging trends, not merely respond to

damage already done.'s

EMERGING TECHNOLOGIES AND LEGAL DISRUPTION
a. Artificial Intelligence and Machine Learning

AT’s ability to learn and make decisions introduces new legal dilemmas: Who is responsible
when an autonomous car causes harm? Can an Al be sued or be held accountable? Most legal

systems are silent on these questions, leaving users and victims vulnerable.'¢

b. Blockchain and Smart Contracts

Blockchain promises reorganization and transparency, but it also avoids traditional
regulatory checkpoints. Smart contracts can execute themselves without legal review, leading

to potential breaches of consumer or contractual rights'’.

12. Paul Ohm, The Fourth Amendment in a World Without Privacy, 81 Miss. L.J. 1309, 1332 (2012).
13. Information Technology Act, 2000, No. 21, Acts of Parliament, 2000 (India); 18 U.S.C. § 1030 (2018).

14. Susan W. Brenner & Bert-Jaap Koops, Approaches to Cybercrime Jurisdiction, 4 J. High Tech. L. 1, 6-8
(2004).

15. Woodrow Hartzog, Privacy’s Blueprint: The Battle to Control the Design of New Technologies 55-58
(2018).

16. Ryan Calo, Robotics and the Lessons of Cyberlaw, 103 Calif. L. Rev. 513, 525 (2015).
17. Primavera De Filippi & Aaron Wright, Blockchain and the Law: The Rule of Code 99105 (2018).
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¢. Quantum Computing and Cybersecurity

Quantum computers threaten to break current encryption methods, rendering conventional
cybersecurity outdated. Legal frameworks must evolve to mandate post-quantum encryption

and ensure national infrastructure protection.'s

d. The Metaverse and Virtual Identity

The immersive nature of the metaverse raises questions about identity, consent, virtual
property, and harassment. Current legal systems are largely unprepared to handle crimes or torts

committed in virtual environments."

PRINCIPLES FOR A FUTURE-READY CYBER LEGAL FRAMEWORK

To effectively regulate emerging technologies, cyber law must be reshaped on the following

foundational principles:

a. Technological Neutrality

Laws should be drafted to apply broadly across current and future technologies, avoiding

terminology or standards that quickly become outdated.”

b. Rights-First Orientation

Fundamental rights such as privacy, dignity, equality, and due process must be central to

all technology governance efforts. A digital bill of rights could codify these values globally.”

c. Agile Governance

Legal systems must adopt mechanisms for continuous review, public consultation, and
rapid legislative updates. Regulatory sandboxes can help test tech innovations before broad

deployment.?

d. Multi-Stakeholder Participation

Legal reform must involve technologists, civil society, governments, and end-users. Inclusive

policymaking builds legitimacy and ensures that laws reflect diverse needs and values.”

18. Arvind Narayanan & Vitaly Shmatikov, Myths and Fallacies of “Personally Identifiable Information”, 53
Commun. ACM 24, 26 (2010).

19. Mark A. Lemley & Eugene Volokh, Law, Virtual Reality, and Augmented Reality, 166 U. Pa. L. Rev.
1051, 1075-1076 (2018).

20. Susan Crawford, Captive Audience: The Telecom Industry and Monopoly Power in the New Gilded Age
138-140 (2013).

21. Frank Pasquale, The Black Box Society: The Secret Algorithms That Control Money and Information 199
(2015).

22. Chris Reed, Making Laws for Cyberspace 67—70 (2012).
23. Eli Noam, Towards a Federal Cyber Policy, 20 Berkeley Tech. L.J. 831, 845-847 (2005).
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COMPARATIVE INSIGHTS: EU, USA, AND INDIA
European Union (EU)

The EU’s General Data Protection Regulation (GDPR) remains the gold standard for privacy
laws. The proposed Al Act further illustrates a practical, risk-based approach to regulating
technology.”

United States

The U.S. has a fragmented legal regime with sectoral laws like HIPAA, COPPA, and the
CCPA. The absence of a federal data privacy law and slow regulatory pace hampers digital

justice goals.?

India

India’s proposed Digital Personal Data Protection Act, 2023, shows progress but lacks
strong institutional safeguards. The IT Rules, 2021, have been criticized for overreach and

censorship.?

REIMAGINING LEGAL INSTITUTIONS FOR THE DIGITAL AGE

The regulation of emerging technologies cannot rely solely on the modification of existing
laws. It requires a reflective transformation in legal institutions such as courts, regulatory bodies,
and enforcement agencies, which must evolve both in their structures and operational capacities

to address the complexities of the digital ecosystem?.

Digital-First Judicial Mechanisms

Traditional court systems are often ill-equipped to handle the technical nature and cross-
border implications of cyber disputes. Specialized cyber benches and digital courts equipped
with techno-legal experts must be established to ensure timely, competent adjudication.” In
India, for instance, although cyber appellate tribunals were proposed under the IT Act, 2000,

their operationalization has been sporadic and under-resourced.”

24, European Commission, Proposal for a Regulation Laying Down Harmonized Rules on Artificial
Intelligence (Artificial Intelligence Act), COM (2021) 206 final.

25. Woodrow Hartzog & Neil Richards, The Pathologies of Digital Consent, 96 Wash. U. L. Rev. 1461, 1479
(2019).

26. Apar Gupta, India’s Digital Future: Rights, Governance and Justice, Internet Freedom Foundation, https://
internetfreedom.in (last visited August, 2025).

27. Richard Susskind, Online Courts and the Future of Justice 88-91 (2019).

28. Arindrajit Basu et al., The Indian Judiciary and Cyber Law: A Need for Reform, Centre for Internet &
Society (2022).

20. Information Technology Act, 2000, § 48A (India).

[39]



LEX ET MUTATIO: LAW AND SOCIAL TRANSFORMATION VOLUME V

Moreover, Al-assisted judicial tools can be harnessed for document analysis, case law
research, and even predicting legal outcomes, provided they are subject to human oversight and

built with transparency and fairness in mind.*

Regulatory Tech and Digital Oversight

“RegTech” tools, technological solutions for regulatory compliance and oversight, can
enhance monitoring and enforcement capabilities. Algorithms can flag noncompliant behavior,
track deception trends, or monitor financial fraud. However, these tools must be deployed with
clear legal mandates and human accountability to avoid technocratic opacity.’’ Regulators must
also invest in capacity-building and collaboration with global agencies to share intelligence and

co-create interoperable regulatory norms.

ETHICAL AND PHILOSOPHICAL DIMENSIONS

While much of cyber law reform focuses on efficiency, governance, and enforcement,
the ethical foundations must not be ignored. At its heart, digital justice is about ensuring that

technology does not erode human dignity.

Algorithmic Fairness and Human Autonomy

Algorithms, when unrestricted, can replicate or aggravate societal biases. From predictive
policing disproportionately targeting minority communities to hiring tools filtering out women,
Al systems must be tested for fairness, non-discrimination, and explainability.’> A rights-based
framework must insist on meaningful human control over decisions that affect fundamental

rights.*

Data Sovereignty and Collective Rights

The usual legal model treats data as an individual asset, but data often reflects community
traits, linguistic patterns, genetic profiles, or social behavior. Emerging frameworks must
consider collective rights over data, particularly in indigenous or marginalized communities.*

India’s Draft National Data Governance Framework Policy, though promising, must be

30. Cary Coglianese & David Lehr, Regulating by Robot: Administrative Decision Making in the Machine
Learning Era, 105 Geo. L.J. 1147, 1159 (2017).

31. Anupam Chander, The New Globalists: Regulating the Internet Giants, 67 Notre Dame L. Rev. 795, 807
(2018).

32. Sandra Wachter, Brent Mittelstadt & Chris Russell, Why Fairness Cannot Be Automated: Bridging the
Gap Between EU Non-Discrimination Law and Al, 41 Computer L. & Security Rev. 105567 (2021).

33. Lilian Edwards & Michael Veale, Slave to the Algorithm? Why a “Right to an Explanation” Is Probably
Not the Remedy You Are Looking For, 16 Duke L. & Tech. Rev. 18, 32-33 (2017).

34, Ramesh Subramanian, Data Sovereignty and the Public Good, 42 Yale J. Int’l L. Online 1, 4 (2021).
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evaluated against global best practices that promote equitable data stewardship, not just state-

centric control.’

TOWARD GLOBAL DIGITAL CONSTITUTIONALISM

In a world where digital platforms are global, but regulations are national, there is a
pressing need for international digital governance frameworks that protect rights and ensure

accountability across borders.

International Cooperation and Harmonization

Existing instruments like the Budapest Convention on Cybercrime and the UN Strategies
for the Regulation of Al are valuable first steps, but far from sufficient. A new multilateral
treaty framework, like the Paris Agreement for digital rights, could set normative standards for

algorithmic transparency, data protection, and Al ethics.*

Transnational Accountability Mechanisms

Transnational tribunals or digital ombudsmen with jurisdiction to adjudicate human rights
violations in the digital realm could serve as essential correctives in cases where national

systems are unwilling or unable to act.”

CASE STUDIES AND PRACTICAL ILLUSTRATIONS
a. The Pegasus Spyware Scandal

In 2021, reports revealed that government agencies across several countries, including
India, had used the Pegasus spyware to surveil journalists, activists, and opposition leaders.*
The lack of legal clarity around state surveillance, absence of judicial oversight, and weak
data protection mechanisms highlighted the urgent need for strong cyber law reform rooted in
human rights.

b. Facebook—Cambridge Analytica Data Misuse

The Facebook—Cambridge Analytica scandal showed how personal data could be
weaponized for political manipulation without user consent. It led to enhanced scrutiny of data

protection regimes and served as material for the enforcement of the GDPR in the EU.*

35. Ministry of Electronics and Information Technology, Draft National Data Governance Framework Policy
(2022), available at https://www.meity.gov.in. (last visited August, 2025).

36. Council of Europe, Convention on Cybercrime (Budapest Convention), ETS No. 185 (2001); United
Nations, Recommendation on the Ethics of Artificial Intelligence (2021).

37. David Kaye, Speech Police: The Global Struggle to Govern the Internet 144—147 (2019).

38. Forbidden Stories & Amnesty International, The Pegasus Project (2021), available at https:/
forbiddenstories.org (last visited August 2025).

39. Carole Cadwalladr & Emma Graham-Harrison, Revealed: 50 Million Facebook Profiles Harvested for
Cambridge Analytica in Major Data Breach, The Guardian (Mar. 17, 2018).
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c. Deepfakes and Synthetic Media
Deepfake technology, which creates hyper-realistic synthetic videos, has been used for
misinformation, pornography, and identity manipulation. The legal void around consent,

authorship, and liability highlights the urgency for future-ready digital content laws.*

LIMITATIONS AND SCOPE FOR FUTURE RESEARCH

Despite its strengths, the article has certain limitations that open avenues for further inquiry.
The analysis is primarily doctrinal and theoretical, with limited empirical or field-based evidence
to assess how cyber laws operate in practice. The focus on secondary literature and judicial
developments means that perspectives from stakeholders such as technology companies,
regulators, or affected communities are less visible. Additionally, while the paper highlights
landmark Indian cases, a deeper exploration of lower court rulings, regulatory orders, and
enforcement practices would provide a more grounded understanding of digital justice in India.
Future research could also incorporate comparative empirical studies, stakeholder interviews,
and interdisciplinary insights from computer science and ethics to enrich the policy debate.
Expanding the scope to include regional perspectives within India and cross-jurisdictional
enforcement challenges would further strengthen the discourse on building a truly future-ready

cyber law framework.

RECOMMENDATIONS FOR POLICY AND LEGAL REFORM

* Codify a Digital Rights Charter at the national and international level, ensuring

enforceable protections for privacy, expression, and due process.

* Establish independent tech regulators with multidisciplinary proficiency in law, ethics,

and computer science.

* Mandate algorithmic audits and impact assessments for Al systems used in governance

and commerce.
* Enact post-quantum encryption laws to future-proof cybersecurity.
* Promote legal literacy in digital spaces, especially among vulnerable communities.
* Ensure gender and social inclusion in digital policy-making processes.

* Create a tech-savvy judiciary and legal education to bridge the gap between law and

innovation.

40. Bobby Chesney & Danielle Citron, Deep Fakes: A Looming Challenge for Privacy, Democracy, and
National Security, 107 Calif. L. Rev. 1753, 1765-1769 (2019).
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IMPLEMENTATION ROADMAP: BUILDING BLOCKS FOR LEGAL TRANSFORMATION

Creating a future-ready legal framework is not merely a legislative exercise, it requires
sustained institutional, technological, and cultural transformations across sectors. The following

roadmap outlines key steps for operationalizing the principles discussed.

Legislative Reform Agenda

e Comprehensive Cyber Law Codification

Countries must move from fragmented IT or cybersecurity laws toward unified digital
justice codes. These should harmonize data protection, Al ethics, cybercrime, and

platform accountability under a single legal ecosystem.*
e Mandated Algorithmic Transparency

All Al systems used in public decision-making should be subject to explainability
requirements. Governments can legislate mandatory “model cards” and audit imprints

that disclose how decisions were made and what data was used.*
e Adaptive Regulation Mechanisms

Enabling laws should include built-in “sunset clauses” and feedback loops. This would
ensure regular updates and public participation in reviewing tech regulations, essential

in a field where tools evolve weekly.*

Institutional Reforms

* Tech-Regulatory Task Forces

Multi-stakeholder task forces combining legal scholars, engineers, ethicists, and civil

society can advise governments on regulatory design and tech governance priorities.
* Cyber Law Education and Judicial Training

Legal education must incorporate interdisciplinary modules on technology, data ethics,
and Al regulation. Simultaneously, judicial academies should routinely train judges on

techno-legal reasoning.*

41. B. van den Berg & R. Leenes, The Importance of the Digital Legal Framework: Regulatory Challenges
and Opportunities, 26 Info. & Commun. Tech. L. 263, 270 (2017).

42, Margaret Mitchell et al., Model Cards for Model Reporting, in Proceedings of the Conference on Fairness,
Accountability, and Transparency (2019).

43. Karen Yeung, Responsibility and Accountability in the Digital Welfare State, 14 Internet Policy Rev. 2
(2020)

44. Usha Ramanathan, Interdisciplinarity in Legal Education: A Future Agenda, 40 J. Indian L. Inst. 275, 278
(1998).
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* National Digital Justice Commissions

Independent bodies focused on monitoring rights violations in digital spaces,
investigating algorithmic harms, and mentioning reparative frameworks can act as

guardians of digital justice.*

LOOKING AHEAD: PRIORITIES FOR FUTURE RESEARCH

The arena of digital justice and cyber law is dynamic and multidimensional. Scholars,
policymakers, and practitioners must continue exploring unanswered questions and emerging

risks. Important areas for future research include:

a. Regulation of Emotion AI and Neuromarketing

As Al systems begin to read human emotions using facial prompts and biometric patterns,
new ethical concerns emerge around manipulation, autonomy, and informed consent. Legal

systems must prepare to regulate these deeply disturbing technologies.*

b. Cross-Border Data Flows and Cloud Sovereignty

With most cloud services hosted in a handful of countries, questions of sovereignty, access,
and surveillance persist. There is an urgent need to develop multilateral frameworks for equitable

cross-border data governance.”

¢. Legal Personhood of Al and Autonomous Agents

The debate around granting limited legal personhood to autonomous agents similar to
corporations has gained traction. Future research must weigh the implications of such moves

on liability, moral agency, and legal theory.*

d. Restorative Justice in Cyber Harms
Current legal systems prioritize punitive or monetary remedies in cybercrime. However,
restorative frameworks, especially for online harassment, doxxing, or revenge porn, could

better serve victims’ psychological and social needs.*

45. Parminder Jeet Singh, Digital Constitutionalism and Governance in the Global South, IT for Change
(2022), available at https://itforchange.net.

46. Elizabeth Edenberg & Michael Zimmer, The Ethical (Re)Design of Emotion Al, 22 Ethics & Info. Tech.
157, 160 (2020).

47. Anupam Chander & Uyén P. L¢, Data Nationalism, 64 Emory L.J. 677, 685—688 (2015).

48. Shawn Bayern, The Implications of Modern Business-Entity Law for the Regulation of Autonomous
Systems, 15 Stan. Tech. L. Rev. 135, 143146 (2011).

49. Danielle Keats Citron, Hate Crimes in Cyberspace 98—100 (2014).
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FINAL REFLECTIONS: DIGITAL JUSTICE AS A MORAL IMPERATIVE

Justice has always been at the heart of democratic societies, but in the digital age, justice
must travel new roads. Whether it’s an algorithm denying someone a loan, a chatbot spreading
misinformation, or a blockchain bypassing human oversight, every technological disruption
carries the potential to either empower or marginalize. What this article ultimately advocates
is not mere legal modernization but a re-humanization of the law in the face of machine logic.
A future-ready cyber legal outline must be filled with compassion, equality, and constitutional
morality, attached not in fear of technology but in hope for its just deployment. Legal systems
are not powerless in the digital, they are formative. The question is not whether law can catch
up with technology, but whether it can lead the way, ensuring that in every corner of cyberspace,

justice remains not only possible but inevitable.

CONCLUSION: A DIGITAL FUTURE IS POSSIBLE

The intersection of technology and law represents both a challenge and an opportunity. A
future-ready legal framework must not merely manage technological disruption, it must actively
shape the digital ecosystem to align with the values of justice, equality, and human dignity.
As this paper has argued, achieving digital justice requires legal reform that is anticipatory,
inclusive, and right-respecting. Regulation must no longer be sensitive, fragmented, or rooted
in outdated paradigms. The time is ready to rethink cyber law not as a patchwork of rules but
as a dynamic, principled architecture for governing our digital futures. In doing so, we must
remember that at the center of all technology lies the human being, and the law must evolve to

protect their freedom, agency, and rights in every byte and process.
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ADDRESSING THE LEGAL LACUNAE: LEGAL COMPLEXITIES
AND REGULATORY GAPS IN DECENTRALIZED FINANCE

Gayathri G Nair!

Sakshi Maheshwari?

ABSTRACT

Decentralized Finance (DeFi1) stands as an emerging and evolving paragon in the realm of
global financial systems, evolved through blockchain technology and smart contracts. The main
objective of DeFi is to eliminate the dependence on conventional financial intermediaries. By
enabling autonomous and borderless mechanisms for lending, borrowing, trading, and asset
management, DeFi attempts to broaden financial accessibility and innovation. This study has
the objective to critically analyze the structural and lacunae within the DeFi ecosystem, with a
view to understanding its operational principles and the extent of its departure from traditional
financial methods. Particular attention is devoted to the risks arising from core attributes of DeFi
that may result in affecting investor protection and market integrity. This paper also provides
an analysis of the different regulatory approaches taken by countries such as the United States,
the European Union, Singapore, and India toward DeFi protocols. This article further delves
into the jurisprudential dimensions of this decentralized system to see if it can operate within
the bounds defined by the rule of law. Through practical examples, like the Compound Payout
glitch and the Terra LUNA crash, this analysis tries to understand the gap between the law and
its application in DeFi. The focus of this article is the lack of an agreed framework on how to
classify crypto assets whether as securities, commodities, or utilities, and how this absence
leads to widespread confusion in the regulations. This categorical inconsistency allows DeFi
protocols to engage in forum shopping by operating in permissive regulatory regimes, thereby
reducing exposure to stricter compliance standards. Finally, the research stresses the need for
a consistent, globally coordinated process that converts and transforms DeFi from a disruptive

experiment to an equitable pillar of the financial order.

Keywords: Decentralized Finance, Blockchain, Tokenization, Regulation, Compliance.

1. 3" Year LLB, Alliance School of Law, Bengaluru.
2. 2" Year LLB, Alliance School of Law, Bengaluru.
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INTRODUCTION

Imagine a financial system where contracts are self-executing and value is flowing without
any gatekeepers. Decentralized Finance (DeF1i) offers a concrete grounding to such imaginary
ideas. Built on blockchain technology, it is a disruptive system that offers new possibilities
for the global financial services marketplace.” As per the International Organization of
Securities Commissions (IOSCO), DeFi primarily refers to the provision of financial products,
services, arrangements and activities that apply Distributed Ledger Technology (DLT) in an
effort to decentralize legacy ecosystems by removing the need for some traditional financial

intermediaries and centralized actors.*

Decentralized Finance has radically altered financial transactions globally. DeFi operates
without financial intermediaries, enabling peer-to-peer transactions by the way of smart
contracts. Unlike traditional methods of finance that are that are embedded in institutional
and regulatory architecture, DeFi is developed on open-source protocols and incorporates

decentralized governance.

Foundational Principles of DeFi

Decentralized Finance (DeFi) involves the process of providing financial services without
any intermediary or traditional financial institution (such as a bank).’ DeFi is classified as a
collection of applications that employ Decentralized Ledger Technologies (DLT) to replicate,
automate, and often improve upon pre-existing financial services (lending, borrowing, investing
and trading).® At its core, DeFi employs technologies that use smart contracts to execute functions
such as lending and borrowing, decentralized exchanges and derivatives, and synthetic asset
creation through its applications. DeFi applications, or dApps, let users conduct core financial
activities directly with one another, without the need for any centralized authority.” Unlike
traditional finance (TradFi), where centralized institutions supervise compliance, customer
verification, and dispute resolution, DeFi platforms operate independently and globally,

frequently without a clear legal structure or responsible operator.®

The foundational principles defining Decentralized Finance include the following:

3. Munisakhon Makhamadkhujaeva, Decentralized Finance (DEFI) and Regulatory Challenges, 1JISRT
(Int’l J. Innovative Sci. & Res. Tech.), 8 Int’1 J. Innovative Sci. & Res. Tech. 1343 (2023).

4. International Organization of Securities Commission, /OSCO Decentralized Finance Report (Mar. 2022).

5. Shehnaz Ahmed, Rise of Decentralized Finance| Reimagining Financial Regulation, INDIAN J.L
&TECH, (2023).

6. Id.

7. Withlaw, Introduction to Decentralized Finance (DeFi): Legal Implications for India’s Financial

Framework, WITHLAW BLOG (2024).

8. Shivangi Singh, “Decentralized Finance (DeFi) and Regulatory Gaps: Addressing the Legal
Challenges of Unregulated Financial Ecosystems”, The Law Communicants (2024).
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» Transparent Operation

DeFi systems operate based on blockchain technology, promoting transparency through
the method of blockchain technology. These systems are different from the traditional
centralized financial methods that operate subject to alterations, thereby questioning

the authenticity of such records.
+ Composability

The composability of DeFi systems provides organizational structure to financial
innovation that encompasses lending organizations, protocols, derivatives, and

stablecoins.
* Structural Framework

DeFi attempts to remove intermittent networks and the transaction process itself. Smart
contracts, implemented as self-executing lines contracts, since inception have aimed
to replace lawyers, brokers, and bankers in the course of a transaction, hence making

it transparent and immutable.
* Accessible

As a generalized structure DeFi provides Internet and cryptocurrency wallet- holders
to access and efficiently use DeFi, regardless of geographic distance or institutional
circumstances. This enables providence ofaccess and concerns encountered in traditional

financial processes while offering more appropriate regulatory considerations.

Emergence of DeFi

DeFi has witnessed its emergence as a global, transformative framework in the area of
finance.® The global financial crisis of 2008 portrayed the risks associated with traditional
and centralized finance. Although the 2008 global financial crisis shook traditional systems
of finance, it also ushered in the introduction of Bitcoin. Amidst this chaos, Bitcoin emerged
as a decentralized currency, creating a milestone in the move away from centralized financial
transactions. By 2009, Bitcoin came into wide use. The emergence of Bitcoin as a cryptocurrency

marked the philosophical and technological foundation of Decentralized Finance.'

Another major revolution in the emergence of Decentralized Finance was the introduction

of Ethereum. Ethereum Virtual Machine (EVM) launched in 2015, enabling developers to

9. The World Financial Review, The Emergence of DeFi: Disrupting Traditional Finance with cryptocurrency,
THE WORLD FIN. REV.

10. Bifinity Network, When did DeFi Begin? A Timeline of Decentralized Finance, Bitfinity Blog.
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create smart contracts, a foundational aspect of decentralized finance. Ethereum became the

foundational platform for Decentralized applications or dApps.

Maker DAO was one of the first DeFi projects to be created using top Ethereum blockchain-
based technology. It was proposed in 2015 by Rune Christensen and was officially launched
in 2017. It is where the concept of decentralized stablecoins first appeared on the Ethereum
network. This innovation helped address the critical volatility issue in crypto markets, thus

making the processes of lending, borrowing, and other financial services an easier task.

DeFi has risen in popularity in recent years. The decentralized financial market report of
2025 suggests that the market size has grown from $30.07 billion in 2024 to $42.76 billion
in 2025 at a compound annual growth rate (CAGR) of 42.2%. This growth is attributed to
increased cryptocurrency adoption, liquidity mining, smart contract platforms and tokenization
of assets."!

Evolution of DeFi

The evolution of Decentralized Finance portrays one of the transformative developments in
the field of finance. Originating from Bitcoin and gaining momentum with the smart contracts,
DeFi has expanded into a diverse ecosystem of decentralized applications that challenge the
centralized models. However, its trajectory illustrates both vulnerability and resilience: after the
Terra-LUNA crash erased nearly $60 billion in value within a month, DeFi’s Total Value Locked
rebounded from $38 billion in late 2022 to $127.8 billion by January 2025, underscoring its capacity
for recovery.”” Yet reliance on TVL as a proxy for DeFi’s true scale is not without limits: a
2025 BIS study of 939 protocols cautioned that TVL lacks standardization and verifiability,
complicating reliable regulatory use.” The ever-evolving DeFi continues to influence the future
of finance and may increase the convergence between decentralized technologies and global

economic infrastructure.'

This study is prompted by the need to critically examine the legal complexities of
Decentralized Finance (DeFi), its divergence with prevailing jurisprudential standards, and to
propose adaptive regulatory systems that foster innovation while safeguarding public interest.
The main focus of this study revolves around the lack of a unified global classification process to
classify crypto-assets as securities, commodities, or utilities, creating issues of forum shopping

and regulatory problems. This study further shifts towards the provision of a comparative

11. Research and Markets, Decentralized FinanceMarket Report, (2025).

12. Joint Report on Recent Developments in Crypto-Assets (Article 142 MiCAR), EBA/Rep/2025/01 &
ESMA75-453128700-1391 (Jan. 16, 2025).

13. Pietro Sagese et al., Towards Verifiability of TVL in Decentralized Finance, BIS. No. 1268 (2025).
14. Aborisade [YANUOLUWA Blessing, Mary Blessing and Johnson Fredrik, Evolution of DeFi: Key
Milestones and Innovations, (2020).
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analysis of jurisdictions, i.e., the United States, European Union, Singapore, and India, and
also shows the interplay between DeFi and the rule of law. By understanding the major failures
in the era of DeFi, such as the Terra-LUNA crash and the Compound Payout glitch, this paper
ultimately addresses the central gap revolving around the absence of a uniform framework
classification of assets and provides methods for towards addressing such legal and logistical
gaps. This study is limited to doctrinal and policy analysis of DeFi technologies, with little

emphasis on certain empirical data.

DEFTI’S OPERATION IN REAL-WORLD FINANCE: CONTRASTING DEFI WITH
TRADITIONAL FINANCE

Decentralized Finance (DeFi) has emerged over decades, operating in the in the financial
sector and processing billions of transactions.”s The interplay between Decentralized Finance
(DeFi) and Traditional Finance (TradFi) provides the scholars with a picture of the structural
and functional divergence within the global system.! TradFi aims at operating through intricate
institutional mechanisms such as banks, designed with the aim to preserve investor protection
and market integrity in this area. Their dependency on centralized control, bureaucratic
inefficiencies, and high transaction costs has rendered them vulnerable to critique, particularly

in an age that increasingly emphasizes transparency, speed, and access.

The global financial architecture is undergoing a structural change. The transition from
monolithic, institution-led traditional financial (TradFi) systems to the flexible, code-driven
ecosystem of Decentralized Finance (DeFi) is structural as well as functional.”” The emergence
of DeFi presents a strong alternative by taking advantage of open-source protocols as well
as decentralized networks. Users retain ownership of their assets and engage directly with
protocols with no intermediary, and enjoy increased inclusivity, especially for the unbanked
and underbanked communities.'® DeFi represents a significant shift in how people access and
manage financial services. Smart contracts enable peer-to-peer transactions without relying
on traditional institutions like banks, brokers, or other financial institutions and Non-Banking
Financial Institutions (NBFCs). DeFi introduces continuous, code-based financial services

unconstrained by geography or time.

15. Coinmetro Editorial Team, Decentralized Finance (DeFi) vs. Traditional Finance: A Comparative
Analysis, Coinmetro Learning Lab (Jan 12, 2024).

16. Abdulgaffar Muhammad et al., Decentralized Finance (DeFi) and Traditional Banking: A Convergence
or Collision, 5 Econ., Pol. & Reg. Dev. 1 (Apr. 2024).

17. World Economic Forum, Decentralized Finance: (DeFi) Policy-Maker Toolkit, (June 8, 2021).

18. Dirk A. Zetzsche , Douglas W. Arner , Ross P. Buckley, Decentralized Finance, Journal of Financial
Regulation, 6 J. FIN. REG. 172(2020).

[50]


file:///C:/Users/muhammed.s/OneDrive%20-%20Alliance%20University/2025/September/Lex%20Et%20Mutatio%20Volume%20V/Chapters%20Final%202025/Chapter%20-1%20CYBER%20LAWS%2c%20DATA%20PROTECTION%20AND%20ARTIFICIAL%20INTELLIGENCE/javascript:;
file:///C:/Users/muhammed.s/OneDrive%20-%20Alliance%20University/2025/September/Lex%20Et%20Mutatio%20Volume%20V/Chapters%20Final%202025/Chapter%20-1%20CYBER%20LAWS%2c%20DATA%20PROTECTION%20AND%20ARTIFICIAL%20INTELLIGENCE/javascript:;
file:///C:/Users/muhammed.s/OneDrive%20-%20Alliance%20University/2025/September/Lex%20Et%20Mutatio%20Volume%20V/Chapters%20Final%202025/Chapter%20-1%20CYBER%20LAWS%2c%20DATA%20PROTECTION%20AND%20ARTIFICIAL%20INTELLIGENCE/javascript:;

CHAPTER 1: CYBER LAWS, DATA PROTECTION AND ARTIFICIAL INTELLIGENCE

TradFi v. DeFi: A comparison

Comparing TradFi with DeFi involves not only infrastructure but also competing
philosophies of trust and control.” Whereas banks are trusted because of regulatory audits and
established reputations, DeFi transfers the responsibility for trust from institutions to code,
prioritizing algorithmic transparency instead of institutional reliability. This shift in paradigm

raises new issues about accountability, systemic risk, and consumer protection.”

DeFi facilitates direct, peer-to-peer transactions via the use of blockchain technology
and smart contracts. Users can engage in various operational activities without relying on
centralized personnel, resulting in a comparatively transparent and accountable financial
system. DeFi protocols state that all transactions are recorded on a public ledger and users can
trace their finances in real time. On other hand, traditional finance is operates on a centralized
system. Banks, Non-Banking Financial Institutions and other institutions process billions of
transactions on an everyday basis and offer services such as credits, deposits, and assets and

liability management.”

Various DeFi platforms, such as Compound and Aave, have brought notable transformative
changes to the financial industry. These platforms use self-executing contracts to replicate
traditional intermediaries, thus reducing operational costs and increasing the level of
transparency. In contrast, traditional financial systems are highly regulated to ensure regulatory
scrutiny and economic supervision. This leads to high transaction costs, and limited access to

these systems for less fortunate groups.

The first difference between DeFi and TradFi is in connection to its accessibility and
inclusivity. DeFi platforms are, to a great extent, accessible to any person with internet. This
provides for arevolution, especially in underdeveloped areas of banking. By contrast, Traditional
Finance (TradFi) often requires extensive work and manual verifications, thus posing a threat
towards excluding a large part of the world’s population, particularly those living in developing

nations.

Next difference between the two methods is in connection to the control and ownership.
DeFi employs decentralized paradigm. DeFi methods are not controlled by one single entity,
but its control spreads over a distributed network. In contrast, traditional financial methods rely
central institutions to oversee financial transactions. Another underlying difference between
the two is the level of transparency and trust in both the methods of finance. DeFi uses public

blockchains to record all transactions. This assures complete transparency. Anyone can validate

19. 1d.
20. 1d.
21. 1d.
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transactions, smart contracts, and system functions. This openness builds confidence and
reduces the risk of deceit. In contrast to this traditional finance relies on regulation to establish
confidence. Governments establish policies to protect consumers and maintain market stability.
These laws establish a legal foundation for financial activity. However, this confidence is based

on centralized institutions, which can fail or work against the interests of individuals.

Next difference is regarding cost efficiency. DeFi transactions can be faster and less expensive than
those in traditional finance. This is because they eliminate intermediaries. Traditional finance typically
carries higher expenses. It depends on physical branches, personnel, and other infrastructure. These

expenses increase the cost of services. They are frequently passed along to clients as fees and charges.?

The comparison between DeFi and traditional financial systems is not merely technological
but philosophical. TradFi embodies control, compliance, and centralization, whereas DeFi
promotes autonomy, transparency, and disintermediation. Though structurally and functionally
distinct, the two systems are nonetheless becoming increasingly interconnected. The future may
not belong exclusively to either of the systems; instead, likely evolve into a hybrid ecosystem,
blending DeFi’s efficiencies with TradFi’s safeguards. In mid-2025, DeFi entered a pronounced
growth phase, with Total Value Locked surging from $214 billion at the end of 2024 to $375 billion,
while active users expanded from 24.6 million to 27.3 million, underscoring its rising global
significance.” In this new financial frontier, stakeholders, regulators, and users will all benefit

from understanding the nuances of structure and function in both systems.

GLOBAL APPROACHES TO DEFI: A COMPARATIVE JURISDICTIONAL
ANALYSIS

Decentralized Finance has changed the financial world inrecent years by offering blockchain—
based alternatives to traditional financial services.” The ascent of DeFi has occurred faster
than some of the traditional regulatory frameworks that have existed in the finance industry,
upending traditional notions of jurisdiction, compliance, and consumer protection. This chapter
offers a comparative view of how different jurisdictions have responded to DeFi, going from

proactive regulation to outright prohibition.

The decentralized, pseudonymous, and permissionless environments of DeFi’s protocols
distort regulatory frameworks for traditional financial transactions, which rely on known
intermediaries and limited enforcement through jurisdictions.> Unlike centralized exchanges,

DeFi protocols are frequently managed by decentralized autonomous organization (DAOs),

22. 1d.
23. DappRadar, DeFi TVL Breaks $270B ATH but NFTs Lead in Users (Dec. 2021).
24. “DEFIGLOBALS, Unlocking Financial Freedom (Jan. 2024).

25. Benedikt Eikmanns, Prof. Dr. Isabell Welpe, Prof. Dr. Philipp Sandne, Decentralized Finance Will Change
Your Understanding Of Financial Systems (Feb. 22, 2021).
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which further diffuses accountability.” Jurisdictions have started responding to the speed of
development by adapting various regulatory approaches, each appropriately shaped by their

regulatory context and legal traditions.

The United States

The regulatory environment for Decentralized Finance in the US is broad but fragmented.
It is found rooted in the laws that predate blockchain technology. While existing statutes clearly
apply to crypto and DeFi, their application is often found to be inadequate given the sector’s
distinct, disintermediated structure. Historically, the US regulators have protected the retail
investors by requiring intermediaries to register, disclose and comply with conduct rules. In the
US, federal securities regulation governed by the Securities Act, 1933?” and the Securities Exchange

Act, 1934% has been applied to token offerings.

Applying the Howey Test as held in SEC v. W.J. Howey,” the Securities and Exchange
Commission (SEC) frequently identifies DeFi tokens as securities, thus imposing strict
registration and disclosure requirements. Furthermore, the Commodity Futures Trading
Commission (CFTC) asserts jurisdiction under Section 2(a) (1) of the Commodity Exchange Act
of 1936* over DeFi products that exhibit derivative or commodity characteristics. The Financial
Crimes Enforcement Network (FinCEN), operating under Sections 5313 and 5318 of the Bank
Secrecy Act of 19707 still applies AML/KYC obligations, or the requirement to be vigilant and
practice due diligence against foreign or illegal funds, even in the pseudonymous environment
presented by digital assets and cryptocurrencies. Also operating at the state level, but adding
more complexity and responsibilities, are state restrictions like New York’s BitLicense, which

impose additional licensing responsibilities on your digital asset activities.

The European Union

Europe is entering an important phase towards shaping the future of decentralized finance.
The European Commission’s Directorate-General for Financial Stability, Financial Services,
and Capital Markets Union (FISMA) has issued a consultation paper on the structural aspects
of DeFi, focusing particularly on the information asymmetries that are evident in decentralized
markets. It tries to design regulatory regimes that look after consumers without killing innovative

ideas. Europe’s regulatory journey through Decentralized Finance is developing two major

26. Carmen Redmann- Whippel & Michael Stadler, Decentralized Finance- A Growing but Grey Area (Dec.
2020).

27. Securities Act of 1933, 15 U.S.C.

28. Securities Exchange Act of 1934, 15 U.S.C.

29. SEC v. WJ. Howey, 328 U.S. 293 (1946), (US).

30. Commodity Exchange Act, 7 U.S.C. § 2(a) (1).

31. Bank Secrecy Act, 31 U.S.C. § 5313 and 5318 (UYS).
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directions. First, there is MiCA with the Markets in Crypto-Assets Regulation, which went
into full force in December 2024, primarily focusing on transparency, investor protection, and
licensing for exchanges and token issuers.”> However, Recital 22 of MiCA acknowledges that

systems functioning without intermediaries may fall outside its scope.

Now, Europe has begun planning its next move. Regulators intend to clarify DeFiregulations
by mid-2026, which may bring legal certainty and responsible monitoring to this expanding
frontier of finance. By clarifying how decentralization fits into the law, the EU seeks to enhance

legal certainty and responsible oversight, suitable to the expanding frontier of finance.*

Singapore

Singapore has historically adopted a permissive approach to innovation, but from mid-
2025, regulatory tightening has developed under the Payment Services Act 2019* and
revisions to the Securities and Futures Act.** The Monetary Authority of Singapore (MAS)
now requires cryptocurrency businesses and DeFi operators to meet improved custody, AML-
KYC, and dispute-resolution criteria. The rationale for this transition stems from the regulatory
inadequacies that are exposed by regulatory disasters such as Terra-Luna and FTX. Significantly,
MAS-licensed DeFi platforms, such as DigiFT, suggest how institutional-grade DeFi can be
integrated into a regulated environment by combining automated smart-contract execution with

pre-existing supervisory controls.*

India

Decentralized Finance (DeFi) is rapidly transforming the global and Indian financial
landscape. DeFi provides direct access to financial services by leveraging blockchain and
smart contracts, eliminating the need for traditional intermediaries. In India, this translates into
significant opportunities, allowing billions of underbanked individuals and small enterprises
to borrow, lend, and invest with greater ease and financial independence. India has yet to
implement a comprehensive legal regime connected to DeFi. Existing measures such as the

Reserve Bank of India Act of 19347, the Securities Contracts (Regulation) Act of 1956*, and the Prevention

32. Hogan Lovells, Digital Asset Regulation in the EU, UK and the US (May 2025, updated June 2025) (white
paper).

33. Steve Gregory, Europe Prepares DeFi Regulations for 2026, Leaving Sector Uncertain After MiCA,
VTRADER, June, 2025).

34, Payment Services Act 2019 (Sing.).

35. Securities and Futures Act (Cap. 289, 2006 Rev. Ed.).

36. Singapore’s Regulatory Pivot: The Start of An Institutional DeFi Era?, DigiFT Insights (Junell, 2025).
37. Reserve Bank of India Act, Act No. 2 of 1934, (Ind.).

38. Securities Contract (Reg.) Act, Act No.42 of 1956, (Ind.).
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of Money Laundering Act, 2002,” indirectly apply to DeFi actors and transactions. Although the
Information Technology Act of 2000% provides for limited recognition of smart contracts and
digital signatures, no statute addresses the classification and regulation of crypto-assets. The
Banning of cryptocurrency and Regulation of Official Digital Currency Bill of 2019+ had been

proposed but never enacted, creating a legal regulatory vacuum.

Comparative Jurisdictional Analysis

The DeFi landscape in the United States is vast yet fragmented, with overlapping federal
and state regulations based on pre-blockchain laws that impose significant compliance burdens.
The EU has unified crypto regulation under MiCA, but truly decentralized protocols remain
in a legal grey area, with resolution expected by 2026. Singapore, which was historically very
permissive, has increased monitoring to boost trust and entice institutional use, portraying
regulation as a growth enhancer. India’s DeFi sector is still in its early stages, but it has
the potential to democratize finance for its underbanked population, subject to regulatory
developments. Overall, the balance between innovation and safeguards appears likely to

determine each jurisdiction’s strategy.

JURISPRUDENTIAL ASPECTS OF DEFI: DEFI AND ITS CO-EXISTENCE
WITH THE RULE OF LAW

Decentralized Finance (DeFi) refers to a budding financial ecosystem built on blockchain-
based smart contracts that aims to automate financial transactions without the use of centralized
intermediaries. This framework, however challenges the existing legal and jurisprudential
paradigms, raising important concerns about how the DeFi ecosystem conforms to or diverges

from the lasting idea of the rule of law.

DeFi and the Rule of Law: A Technological Paradigm

The concept of the rule of law, though having several definitions and descriptions, primarily
focuses on the substantive and procedural aspects of law. A renowned scholar and jurist A.V.
Dicey, stated that the idea of the rule of law consists of three major principles, i.e. supremacy
of law, equality before law, and predominance of legal spirit.** Another renowned scholar Lon
Luvois Fuller describes rule of law as procedural, stating that laws must be general, clear stable

publicly promulgated, and internally coherent.®

39. Money Laundering Act, Act No. 15 of 2002, (Ind.).

40. Information Technology Act, Act No. 21 of 2000, (Ind.).

41. Banning of cryptocurrency and Regulation of Official Digital Currency Bill, Bill No. 58 of 2019, (Ind.).
42. AV Dicey, Introduction of the study of the Law and the Constitution 188 (10" edn. Macmillan 1959).
43. Lon L. Fuller, Morality of Law, 39-41.
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Governance and enforcement in the DeFi space are carried out utilizing immutable, self-

executing smart contracts, ushering in a shift from legal standards to code-infused legislation.

This revolution is termed as the shift from ‘code is law’ to ‘law is code’, in which normative

prescriptions become machine-readable and self-enforcing.*

DeFi as a challenge to Rule of Law

Absence of Legal certainty and predictability

Dicey’s emphasis on legal certainty and predictability contrasts with DeFi technologies,
in which smart contracts can be sophisticated, and immutable. Users may transact under

unidentified risks, straining core rule-of-law guarantees of certainty and predictability.*
Absence of Equal access to Justice

DeFi’s open-access architecture does not ensure uniformity. Disparities in technical
literacy, token ownership, and transactionaccess canbenefitcreative actors. Furthermore,
DeFi lacks the control and dispute-resolution procedures seen in traditional systems,
leaving affected parties without adjudicative remedies and consistent equality before

the law.
Absence of Proper Judicial Accountability

Smart contracts operate independently, often without external adjudication. This
raises serious questions about the relevance of traditional legal systems when code
imposes outcomes. Without oversight or judicial review, code-based enforcement
has the potential to exceed arbitrary coercion, compromising rule-of-law concepts

like accountability and separation of powers.
Market Misconduct

Misconduct in DeFi platforms, including front-running, governance manipulation, and
security exploitation, has emerged by exploiting technical bottlenecks and legislative
deficiencies. Governance difficulties, such as sybil attacks and a mismatch between
whitepapers and contract code, pose additional risks to integrity. These issues highlight

the lack of tools to ensure procedural fairness and substantive justice.*

44.

45.

46.

De Filippi and Hassan, Blockchain Technology as a Regulatory Technology: From Code is Law to Law is
Code, rXiv preprint arXiv:1801.02507 (Jan. 8, 2018).

Jarostaw Kantorowicz & Bastian Gonzalez-Bustamante, Changing Meaning of the Rule of Law, 30
Artificial Intelligence & Law 1 (June 19, 2025).

1d.
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Jurisprudential reconciliation with DeFi technologies

Addressing DeFi’s jurisprudential gaps may require hybrid methods that combine
programmable enforcement with legal monitoring. Arbitration clauses could be embedded in
smart contracts, potentially offering legal flexibility’ that pure code logic cannot provide.*
Furthermore, in order to achieve Fuller’s procedural ideal of clarity, DeFi protocols might
employ standardized smart contract documentation, audits, and transparency tools to assist
users in understanding contractual terms and associated risks better. Even though DeFi is
characterized as a code-first environment, normative values such as fairness and protection
of rights should be taken into consideration. Token governance methods, voting structures,
and soft-fork protocols could be designed to approximate procedural fairness.” Policymakers
and Courts can exercise jurisdiction by intervening with demands for disclosure Machines,
imposing consumer protections or deeming parts of DeFi’s activities as subject to securities or
anti-fraud laws. Machine-based, algorithmic approaches are also being explored for identifying
compliance issues with DeFi tokens. These approaches indicate a reflection of rule-of-law
protections by making legality and accountability part of a decentralized system. DeFi reflects
a confluence of technological change and law, with its self-executing contracts, also revealing
some tensions with the rule of law’s foundational underpinnings of clarity, accountability, and
judicial oversight. Friction as a result of such relationships does indicate potential opportunities.
Specifically, techno-legal contracts, enhanced accountability practices, and regulatory
compliance may now yield new jurisprudential opportunities. In the end, whether or not DeFi
can coexist with the rule of law norms may depend on its intentional design and institutional

adaptation.

LEGAL GAPS IN DEFI

Decentralized Finance (DeF1) enables transactions across borders that do not entail relying
on expensive intermediaries, allows liquidity to be implemented in a programmable way with
no regard to time or space, and has exploded past coherent legal frameworks, exposing their
fundamental weaknesses. While the DeFi sector has grown, it has surpassed the development of
legal frameworks, for better or for worse. The failures in DeFi are numerous, including the Terra-
LUNA crash that resulted in billions of dollars in losses, and the Compound Payout mishap that
paid excessive compensation to thousands of users. These failures demonstrate the elemental
weaknesses of our jurisprudence, with one of the most critical factors being the absence of any

homogeneous classification of crypto-assets as securities, utilities, or commodities.

47. Carlos Molina-Jimenez & Sandra Milena Felizia, On the Use of Smart Hybrid Contracts to Provide
Flexibility in Algorithmic Governance, (Dec. 10, 2023).

48. Suman and Das. Embedding Smart contracts into Our Legal Fabric (Vol. 11, Issue 7, 2025).
49. 1d.
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In addition, our ability to implement effective regulatory oversight is advanced by the spread
of regulatory scrutiny across jurisdictions, as well as our ongoing existence in a regulatory grey
zone, which leads to another area of concern, so-called ‘forum shopping’. Forum shopping
creates spaces for an entity to place its DeFi activity under these regimes, thus avoiding accurate
scrutiny. If continued unchecked, these trends can create a potential global regulatory race to
the bottom, which will undermine overall market integrity, as well as investor protection and,

more importantly, the rule of law.

The Terra-LUNA Crash
In May 2022, TerraUSD, the third largest cryptocurrency system (behind Bitcoin and

Ethereum) and an algorithmic stablecoin and its twin, LUNA, had collapsed in just three
days, taking approximately $50 billion in value. The blockchain and trading data suggest that
the collapse was less a result of manipulation than of growing concerns about the system’s
long-term viability. Blockchain technology enabled investors to monitor each other’s actions,
increasing the speed of the run. Wealthier and more sophisticated investors were the first to run,
experiencing substantially lesser losses. However, the poorer and less sophisticated investors
ran later and suffered greater losses. Even insiders struggled to recognize the risk build-up due

to the complexity of the system.*

The aftermath of the Terra-Luna crash gave rise to significant doubts about its regulatory
ambiguity. There was no consensus as to whether TerraUSD and LUNA were to be classified into
classes of securities, commodities, or distinct assets. The enforcement action by the Securities
and Exchange Commission (SEC) revealed ambiguity with tangible implications. In April 2024,
in the case SEC v. Terraform Labs PTE, Ltd. and Do Hyeong Kwon’', a New York jury found
Terraform Labs and Do Kwon responsible for defrauding investors, emphasizing that UST was
offered as an unregistered security and investors were potentially misled about its stability.
The SEC has previously filed a suit, accusing Terraform Labs and Kwon of massive fraud,
strengthening its position that stablecoins are routinely disguised as digital-asset securities.
The Terra-Luna crash exposed regulatory ambiguity, particularly in the absence of a clear

classification framework.

The Compound Payout Glitch

The Compound protocol Payout glitch reveals operational and legal consequences. On 1%
October 2021, Compound, an automated lending and borrowing DeFi protocol, accidentally

distributed $89 million worth of cryptocurrency COMP. It was found later that the distribution

50. Jiang Liu Igor Makarov & Antoinette Schoar, Anatomy of a Run: The Terra-Luna Crash, NBER Working
Paper No. 31160 (Apr. 2024).

51. Securities and Exchange Commission v. Terraform Labs PTE, Ltd. & Do Hyeong Kwon, No. 23-cv-1346-
JSR (S.D.N.Y. 2023).
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was a result of the malfunctioning of smart contracts. The users were requested to return the
cryptocurrency tokens that they did not possess.> Although the users could claim substantial
tokens at low cost, the system subsequently reversed erroneous transactions. This incident

hereby exposed the following legal regulatory gaps:

» Firstly, it showed the absence of predefined legal methods for correcting or rectifying

such errors.

» Secondly, different court systems may interpret the tokens differently, determining

whether they were gifts, contracts, or transfers turned into enforceable property rights.
+ Lastly, with the absence of a statutory certainty, DeFi protocols remain vulnerable.

While academic detection models exist, such as classifiers that flag potential security

violations via on-chain code patterns.®

The Uncertainty of Asset Classification- a Regulatory Gap

The heart of DeFi-related crises, such as the Terra-Luna crash and Compound Payout
glitch, lies in the absence of a systematic framework. The central jurisprudential gap in this
work portrays that there exists an absence of an internationally harmonized taxonomy that is
responsible for the efficient classification of crypto assets. For instance, in the US, Securities
and Exchange Commission (SEC) has frequently stated that most cryptocurrency tokens,
particularly those released through Initial Coin Offerings (ICOs) or including aspects of
profit expectation linked to managerial activities, are investment contracts under the Howey
test** and hence qualify as securities, whereas the Commodity Futures Trading Commission
(CFTC) considers certain notable assets, such as Bitcoin, as commodities; placing them in a

completely different paradigm.

The existence of such discrepancies not only confuses issuers and platforms, but it also
jeopardizes forum arbitrage, wherein DeFi protocols selectively incorporate, install, or anchor
operational nodes in jurisdictions with the most in which oversight is minimal. Such actions
may enable platforms to avoid tighter investor protection requirements, eroding regulatory
coherence and undermining worldwide efforts to incorporate DeFi into the established rule of

law framework.

The case studies of the Terra-LUNA crash and the Compound Payout glitch are

significant examples of DeFi’s complicated legal landscape. Deficiencies in classification, market

52. PYMNTS, DeFi Protocol Compound Begs Users to Return Accidental $90M Payout PYMNTS (Oct.2021).

53. Arianna Troze, Bennett K & Toby D, Detecting DeFi Securities Violations from Token Smart Contract
Code, arXiv:2112.02731[cs.CR] (Dec. 6, 2021) (rev. May 26, 2023).

54, SECv. W.J. Howey Co., 328 U.S. 293 (1946).
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design, enforcement mechanisms, and regulatory consistency, combined with jurisdictional

arbitrage, are at the root cause of these problems.

TOWARDS A COMPREHENSIVE DEFI MODEL: ADAPTIVE LEGAL
FRAMEWORKS IN DEFI

The transformative prospect of Decentralized Finance (DeFi) stems from its ability to
provide borderless, disintermediated, and programmable financial services that are not limited
by geography or hours of operation. Despite the benefits to DeFi of these three features, global
and free access, automatic execution of contracts, and anonymous participation, the same
characteristics expose DeFito operational and legal unpredictable consequences. The case studies
of the Terra-LUNA crash and the Compound payment glitch demonstrated the consequences
of existing regulatory ambiguity, operational fragility, and the absence of internationally
standardized asset classification rules. Towards achieving a comprehensive DeFi model, the

following changes could be inculcated:

Inclusion of an adaptive legal framework

The current regulatory approach to DeFi is a reactive mechanism to the existing legal
architectures designed for centralized intermediaries. For instance, in the US, the Securities
and Exchange Commission (SEC) considers most tokenized assets, particularly those with
profit expectations under managerial control, as securities under the Howey test. However, the
Commodity Futures Trading Commission (CFTC) considers Bitcoin and Ether as commodities.
This definitional bifurcation appears globally, resulting in a patchwork of mismatched standards

that DeFi actors can exploit by basing their operations in permissive jurisdictions.

This definitional bifurcation appears globally, resulting in a patchwork of mismatched
standards that DeFi actors can exploit by basing their operations in permissive jurisdictions.
An adaptive framework must first address this taxonomical gap. Without a global standard for
categorizing crypto-assets, enforcement actions instances such as SEC v. Terraform Labs PTE
Ltd > will continue to rely on ad hoc court decisions, as a result of which inconsistent investor

protections and compromised market integrity are likely to persist.

Operational Risk-based compliance for DeFi protocols

The Compound glitch of October 2021, which resulted in the erroneous distribution of $89
million worth of COMPtokens due to a smart contract malfunction, highlights a crucial operational
deficiency in autonomous financial systems, i.e., the absence of appropriate rules for rectification
of such malfunctions. In traditional finance, procedures like contractual warranties give rise to

more predictable solutions. However, DeFi relies on permanent records; therefore, erroneous

55. Id.
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transactions may be conceptually irreversible without community consent, creating concerns
about its enforceability, restitution, and property rights. An adaptive DeFi framework could
incorporate technical resilience into its legal design, including mandatory smart contract
auditing, formal verification methods, and standardized on-chain dispute resolution clauses.
These would ensure that remedies are not left to the unpredictable interplay of contract law,

property law, and principles of equity.

Establishing a Global Harmonious taxonomy

A global harmonious taxonomy would reduce forum shopping and facilitate cross-border
supervisory cooperation. This could be a significant step toward developing an internationally
recognized governance standard for Digital Asset Classification. That is, when all tokens or
tokens used as competing forms of Digital follow the standard classification at the same level of
the legal framework, so that the related regulatory requirements are predictable. This standard
classification reduces the incentives for forum shopping or at least enables cross-border

supervisory cooperation.

Designing a Risk-Proportionate Approach

Given the fast rate at which DeFi is innovating, uniformity in market integrity and systemic
risk reduction could help with change in a way that does not constantly require legislative
updates. Regulatory sandboxes may also offer the government the chance to utilize supervisory
tools in a controlled environment, promoting innovation while decreasing risk. Surely rules-

based approach will be obsolete soon. Principles-based one - centered on investor protection,

CONCLUSION

The evolution of Decentralized Finance requires a conscious understanding of regulatory
frameworks that expand beyond jurisdictional distinctions and fundamentally leverage the
unique aspects of the blockchain-based system. DeFi failures such Terra-LUNA crash, remind
us that the legal and operational problems, fragmented asset classifications are not merely
peripheral risks, but are potentially systemic risks. An adaptable regulatory framework, created
through aligned taxonomies, technical measures, and appropriate governance, may be the
most feasible pathway to mediate the two competing objectives of fostering innovation while
providing legal certainty. This regulatory framework must be flexible and adaptable to the
continuously evolving pace of technological change while continuing to strive for investor

protection, market integrity, and procedural fairness.
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BLOCKCHAIN AND JUSTICE: REFORMING INDIA’S
WELFARE SYSTEM

Manikala Sravika Pavan'

Vibha Reddy Kottam?

ABSTRACT

India’s welfare system continues to be undermined by inefficiencies, opaque processes and
systematic corruption, despite being designed to promote equity and social justice. Schemes
like the Public Distribution System (PDS), Mahatma Gandhi National Rural Employment
Guarantee Act (MNREGA) and direct benefit transfers often fall short of their intended impact
due to administrative loopholes, financial leakage and exclusion of the rightful beneficiaries.
This paper explores the transformative potential of blockchain technology as a legal and
institutional tool to reform welfare governance. The central objective of the study is to examine
how blockchain can promote fairness, accountability and efficiency in India’s welfare programs.
The paper further assesses the adequacy of India’s existing legal framework i.e the Information
Technology Act, 2000, the Digital Personal Data Protection Act, 2023, etc, to facilitate such
integration. Significant legal challenges such as data privacy, evidentiary value of blockchain
records and regulatory gaps in public-private technology partnerships are critically analysed.
Based on doctrinal and comparative methodology, the paper examines the efforts of public
policy and legislative models. Although there are preliminary indications that blockchain
technology could significantly improve transparency, combat corruption and safeguard welfare
payments, ethical use of the technology will require legislative reforms. The paper concludes
by establishing an argument that integrating blockchain technology with a right based legal
framework can promote social justice in India’s welfare system. It provides a road map for
reforming laws and policies to bring technological advancement in accordance with equality,

dignity and good governance principles set forth by the Indian Constitution.

Keywords: Blockchain Technology, Welfare Governance, Digital Governance,

Transparency, Social Justice.
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INTRODUCTION

The Directive Principles of State Policy requires the State to improve social and economic
justice, as the Welfare state is a fundamental component of India’s Constitutional vision.
India has established a comprehensive welfare system over the years, which includes direct
benefit transfers, subsidies for housing, health care and education along with food security
and rural employment plans. Although these programs aim to enhance the living conditions of
underprivileged communities, but the expected impact has been hampered by systematic issues
like corruption, financial leaks and errors.® Transparency, accountability and equitable access
must be given the greatest attention in structural reforms because the gap between the goals of
the policies and their implementation at the lower levels has caused a crisis of trust in welfare

governance.

The digital transformation of governance has been welcomed as a means of improving
the delivery of public services in recent years. Improved efficiency has been achieved through
initiatives like the Public Financial Management System (PFMS), the Aadhaar-linked Direct
Benefit Transfer (DBT) Mechanism and digital public infrastructure.* These systems are still
prone to opaqueness in data handling, human judgement and cyber fraud. Additionally, issues
with respect to inadequate grievance redressal, date privacy and the exclusion of technologically
underprivileged populations still exist. While addressing this gap, there has been a notice on
usage of blockchain technology as it as an emerging distributed ledger system which can

potentially develop transparency and accountability in public administration.’

Blockchain provides a transparent and decentralised way to record transactions. Because of
its inherent characteristics like traceability and immutability, it is well suited for circumstances
with high levels of corruption risk and trust deficits. Globally, usage of blockchain in governance
have expanded beyond cryptocurrencies to include welfare payments in the United Arab
Emirates, supply chain monitoring in Estonia and land registration in Georgia. These examples
portray how blockchain technology can guarantee that payments for the purpose of welfare of

the citizens are utilised for the actual purpose without manipulation or leakages.®

3. B. De Villiers, Directive Principles of State Policy and Fundamental Rights: The Indian Experience, S.
Afr. J. on Hum. Rts. (1992), https://www.tandfonline.com/doi/pdf/10.1080/02587203.1992.11827851.
4, S.A. Jaffer, S. Pandey, R. Mehta & P. Bhavathankar, Blockchain Based Direct Benefit Transfer System for

Subsidy Delivery, 2020 Int’l Conf. for Emerging Tech. (INCET) 1 (2020).

5. Vaasanthi Vedantam & Gayatri Doctor, Public Grievance Redressal for Urban E-Governance in Guntur,
Andhra Pradesh, Proc. 15th Int’l Conf. on Theory & Prac. of Elec. Gov. (Oct. 4, 2022), https://www.
semanticscholar.org/paper/625¢259d15ab65007632ddat7ac3549e8376b52a.

6. I.P. Astawa, R. Prasetio & S. Lim, Blockchain for Social Trust: Rebuilding Transparency in Public
Sector Transactions through DLT, 3 J. Soc. Sci. Utilizing Tech. 90 (2025), https://doi.org/10.70177/jssut.
v3i2.2290,
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Blockchain technology could be incorporated into current welfare systems in India to create
a permanent and verifiable record of every transaction, from funding distribution to the final
beneficiary receipt. This could significantly reduce unauthorised diversions and duplication.
Additionally, the open-access ledger of blockchain technology can support citizen monitoring,

strengthening the idea of justice as fairness and participatory governance.’

The integration of blockchain technology into India’s welfare system presents challenging
legal and policy issues, the decentralised nature of the technology makes the regulatory
oversight difficult and the permanent nature of its records conflicts with data protection laws.?
Additionally, since a significant proportion of India’s rural and marginalised population lacks
reliable internet, it is essential to ensure digital inclusion. Blockchain integration operates the
risk of restoring rather than eliminating the present patterns if the structural inequalities are not

addressed.’

The present research emphasizes that blockchain in the broader context of India’s concept
of welfare state. It aims to investigate how blockchain technology can be used to develop a
welfare system that is open, accountable and genuinely equitable through an examination into
both its technological capacity and the institutional limitations. The ultimate objective is to
shift to a model in which the provision of welfare is a right protected by reliable mechanisms
rather than a privilege open to administrative authority solely. By accomplishing this, this
research incorporates to the continuing discussion about the inclusion of new technology and

its effectiveness in promoting justice in the biggest democracy in the world.

Despite a wide range of government initiatives, India’s welfare system faces challenges
with inefficiency, corruption, transparency and the exclusion of underprivileged groups. Delays,
leakage of funds and administrative obstacles frequently keep beneficiaries from receiving their
due benefits. Welfare programs aim of justice and equity are compromised by these issues. The
traditional manual verification and centralised record-keeping procedures are often prone to
error and manipulation, which undermines public trust and leads to inefficient use of resources.
With its decentralised and transparent system, blockchain has the potential to solve these
issues by guaranteeing safe, unchangeable records and efficient benefit distribution. However,
overcoming obstacles related to digital literacy, regulations and infrastructure is necessary to

incorporate blockchain into India’s extensive welfare system. The purpose of this study is to

7. Ajay More, Abhishek Sah & Shilpa Singh, Ushering a Trust-based Benefit Delivery Ecosystem in Rural
India Powered by Blockchain, Proc. 14th Int’l Conf. on Theory & Prac. of Elec. Gov. 51 (2022).

8. R. Kumar, Leveraging Blockchain for Government and Policy in India: Innovations and Implications,
ShodhKosh: J. Visual & Performing Arts (2024).

9. Mira Indriyulia Ekarini & L. Wibowo, The Implementation of Digital Transformation on Improving Public
Services, Proc. 6th Glob. Conf. on Bus., Mgmt. & Entrepreneurship (2022), https://www.semanticscholar.
org/paper/f90e367ee6205dc0b8922236182ffeac5392d36d.
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investigate how blockchain technology can improve accessibility, decrease corruption and
strengthen justice in India’s welfare system, resulting in a more equitable, accountable and

effective social security system for the nation’s most vulnerable citizens.

Research Objectives

1. To assess the potential of blockchain technology in enhancing transparency and

lefficiency withing India’s welfare schemes.

2. To identify the legal and policy challenged in integrating blockchain technology

solutions into welfare systems.

3. To assess the impact of blockchain based welfare on reducing corruption, leakages and

possible interventions.

4. To examine the role of blockchain in ensuring equitable access and inclusion for

marginalised communities in welfare programs.

5. To propose a legal framework for implementing blockchain in India’s welfare system

that aligns with principles of justice and date protection.

Literature Review

Blockchain technology offers promising solutions to address the challenges in India’s judicial
and welfare systems. It can enhance transparency, reduce corruption and improve efficiency in
case of management, potentially elevating the backlog of pending cases {(Khairwal & Shah,
2020)'; (Patil & Desai, 2023)}."" When combined with Artificial Intelligence and Machine
Learning, blockchain can assist judges in delivering faster and more accurate judgments (Patil &
Desai, 2023)."? In the context of welfare programs, blockchain can create a trust-based ecosystem
for benefit delivery, addressing issues of inclusion errors and information concentration
(More et al., 2021)." The technology’s potential extends to land record management, where
integration with India’s Aadhaar biometric system could enhance transparency, reduce fraud and

improve socioeconomic outcomes (Pandey,2018)."* Overall, blockchain presents opportunities

10. Neeraj Kumari Khairwal & Ronak Shah, Current Indian Judicial System: Issues and Blockchain Solutions,
in Blockchain for Legal Applications 345 (2020), https://doi.org/10.1007/978-981-15-4542-9 19.

11. Sameer Patil & Darshana Desai, AI Enabled Blockchain Solution for the Indian Judicial System, in Proc.
2023 Int’l Conf. on Emerging Smart Computing & Informatics (ESCI) (2023), https://doi.org/10.1109/
ESCI56872.2023.10100151.

12. Ibid.

13. Ajay More, Abhishek Sah & Shilpa Singh, Ushering a Trust-based Benefit Delivery Ecosystem in Rural
India Powered by Blockchain, Proc. 14th Int’l Conf. on Theory & Prac. of Elec. Gov. (2021), https://doi.
org/10.1145/3494193.3494200.

14. P.Pandey, CanBlockchain Spark offthe Reincarnation ofIndia’s Living Dead?,2018Int’l Conf. on Innovation
& Intelligence for Informatics, Computing, & Tech. (2018), https://doi.org/10.1109/3ICT.2018.8855731.
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to transform governance and service delivery in India, particularly in areas where trust and

efficiency are crucial.

Scope and Limitation

This research examines the application of blockchain technology in improving India’s
welfare with respect to accountability, efficiency and transparency. It will examine current
welfare programs like the social security pensions, Direct Benefit Transfers (DBT) and Public
Distribution System (PDS) to identify areas that requires special care and also check if blockchain
technology can improve such identified areas. This paper will also examine technical aspects
like decentralisation and evaluate how effect these methods are in reducing corruption and

financial leakages.

This study solely looks at the ways blockchain can be used to deliver welfare in India,
with a focus on implementation, governance and policy concerns. Findings are limited by the
availability of reliable data, government transparency and the rapidly evolving blockchain

technology and regulations.

BLOCKCHAIN AS A TOOL FOR TRANSPARENCY

Blockchain technology has emerged as a transformative tool in governance, particularly in
the administration of welfare programs. Its relevance lies in its ability to provide tamper-proof,
transparent and verifiable records of transactions between government authorities, intermediaries
and citizens."” Unlike traditional centralised databases, which are prone to manipulation,
blockchain operates on a distributed ledger system. In this system, every participant maintains
a copy of the ledger and any transaction recorded on it is permanent as once the data is entered

it cannot be altered or deleted without consent from the network.'¢

This characteristic of blockchain directly addresses the persistent issues faced by India’s
welfare ecosystem such as financial leakages, duplication of beneficiaries and manipulation
by intermediaries. A blockchain-enabled system ensures that every transaction is auditable
and verifiable by multiple stakeholders, reducing the likelihood of fraud."” By embedding
transparency and verifiability into the very structure of welfare administration, blockchain

transforms welfare from discretionary handouts into enforceable entitlements. Citizens are no

15. Himani Mishra & Prateck Maheshwari, Blockchain in Indian Public Distribution System: A Conceptual
Framework to Prevent Leakage of the Supplies and Its Enablers and Disablers, 14 J. Global Operations &
Strategic Sourcing 228 (2021).

16. Ibid.
17. Ibid.
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longer passive recipients; instead they can actively verify their eligibility and ensure that the

benefits reach them as intended.'®

Enhancing the Public Distribution System
The Public Distribution System (PDS) is India’s largest food security program designed to

provide subsidised food grains to millions of households. Despite its scale, PDS faces serious
challenges, including fake ration cards, diversion of grains and incomplete delivery records.
These issues lead to significant leakages, depriving the intended beneficiaries of the rightful

entitlement."

A blockchain based PDS can effectively mitigate these challenges by maintaining a secure,
transparent and immutable record of the entire supply chain. From procurement by the Food
Corporation of India to distribution at the fair-price shop and final withdrawal by the beneficiary,
every transaction can be verified. This means that any discrepancies can be immediately
detected. Moreover, stakeholders such as government auditors, civil society organisations
and even citizens themselves can access these records to verify transactions. This increased
visibility strengthens accountability at every level of the PDS system. By reducing the scope for
corruption, blockchain transforms PDS from a system vulnerable to manipulation into a robust

mechanism that ensures food security for the actual beneficiaries.*

Transforming Direct Benefit Transfers (DBT)

Direct benefit transfers aim to transfer subsidies and benefits directly into the bank accounts
of beneficiaries. While DBT has reduced some inefficiencies associated with manual cash
transfers, it continues to face challenges including delayed disbursement, duplicate payments
and financial leakages. Blockchain can revolutionize DBT by introducing a shared ledger that
records every transaction. This ensures that fund flows are transparent and traceable, reducing

errors and delays caused by manual processes inefficiencies.?!

Additionally, smart contracts can be integrated into the system. These are self-executing
contracts with predefined conditions. Smart contracts can automate eligibility verification,
ensuring only qualified beneficiaries receive funds. They can also trigger automatic disbursement

once certain conditions are met, eliminating opportunities for manipulation. By making DBT

18. Ibid.

19. Ministry of Finance, India’s DBT: Boosting Welfare Efficiency (BlueKraft Digital Found., Apr. 21, 2025),
https://static.pib.gov.in/WriteReadData/specificdocs/documents/2025/apr/doc2025421543301.pdf.

20. Ibid.

21. Pravin Chaudhari, Implementation of Blockchain to Control Fraud Transactions in Government Welfare
Schemes: A Case Study of Maharashtra’s Ladki Bahan Yojana, 10 Int’l J. Res. Trends & Innovation (Feb.
2025), https://ijrti.org/papers/IJRT12502036.pdf.
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fully transparent and automated, blockchain ensures that subsidies, pensions and scholarships

reach beneficiaries promptly and accurately.?

Strengthening Governance

One of the most significant advantages of integrating blockchain into welfare system is
its ability to strengthen governance and accountability. In traditional welfare systems, the
reliance on paper records and centralised databases create multiple points where errors can
occur. Blockchain eliminates these vulnerabilities by ensuring that all transactions are recorded
permanently and shares across a distributed network. Any attempt to tamper with the data can
be viewed immediately. This structure promotes transparency which discourages corruption.?
Moreover, the ability to audit transactions allows the government authorities to identify

inefficiencies and take corrective actions.

Beyond operational improvements, blockchain has the potential to shift India’s welfare
system from a charity-based model to rights-based model. As of now, the welfare programs
are viewed as discretionary handouts which are often subject to errors and delays. Blockchain
enables a system where citizens are empowered to verify, track and claim their entitlements. By
adding transparency and enforceability into welfare programs, blockchain ensures that citizens’

rights are protected.”

Reality of the Welfare Leakages

India’s welfare delivery systems, particularly Public Distribution System (PDS) and the
Mahatma Gandhi National Rural Employment Guarantee Act (MNREGA), continue to suffer

from systematic inefficiencies and corruption despite successive reforms.

In the case of PDS, there are empirical studies that show large scale diversion of subsidised
food. A recent study by Indian Council for Research on International Economic Relations
(ICRIER) estimated that 28-29% of subsidised food, amounting to nearly 19.7 to 20 million
tons, fail to reach intended beneficiaries each year causing a loss of approximately Rs. 69,108
crores.” This represents an improvement from the 46% leakage recorded in 2011-12, but the

problem remains the same.?® State level variations are striking at a rate where Bihar reduced

22. Ibid.

23. Centre of Excellence in Blockchain Technology, PDS Case Study, Blockchain.gov.in, https:/www.
blockchain.gov.in/Home/CaseStudy?CaseStudy=PDS.

24, Chaudbhari, supra note 21.

25. Press Trust of India, PDS Leaks Cost Exchequer 269,000 Crore a Year: ICRIER Report, Times of India
(May 28, 2024), https://timesofindia.indiatimes.com/india/pds-leaks-costing-exchequer-rs-69000-crore-
a-year-report/articleshow/115392817.cms.

26. Editorial, Public Distribution System Must Be Reformed to Fix Leakage, Indian Express (Apr. 9, 2024),
https://indianexpress.com/article/opinion/columns/public-distribution-system-must-be-reformed-to-fix-
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leakage from 68.7% to 19.2% and West Bengal from 69.4% to 9% while Uttar Pradesh still

experiences leakage of 33%.”

The MNREGA framework also faces leakages through fake job cards and misappropriation
of funds. In Rajasthan, a technology audit in 2024-2025 exposed Rs.1,200 crore scam involving
fake attendance entries leading to the blacklisting of over 1,700 workers.?® These findings
demonstrate the limits of current monitoring systems and the urgent need for tamper proof

systems that ensure transparency.

The persistent leakages in PDS and MNREGA highlights that reforms based solely on
digitalisation and POS mechanisms have not eliminated manipulation or inefficiencies.
Blockchain technology, with its tamper-proof distributed ledger directly addresses these
governance gaps. In PDS, blockchain can track every stage of food grain movement. Similarly,
in MNREGA, blockchain can eliminate fake workers by maintaining verifiable biometric
attendance logs and executing smart contracts that release payments only upon authenticated

completion of work.

By embedding transparency into the structure of welfare delivery, blockchain ensures that
citizens are not passive recipients but active stakeholders, empowered to audit, verify, and claim
entitlements. Importantly, the empirical evidence of massive leakages in PDS and MNREGA

demonstrates that the problem is not merely theoretical but quantifiable.

CASE STUDIES
INDIA

* Andhra Pradesh - Land records & welfare-beneficiary tracking

Andhra Pradesh ran some early pilots of land-record metadata hosted on a blockchain (e.g.
a Chroma Way pilot in Visakhapatnam) and publicly talked about moving towards a blockchain

approach to reduce land-record tampering.? These pilots that were anchored by referencing

leakage-invest-in-farming-9663434.

27. Press Trust of India, India’s PDS Leakage Hits 369,108 Crore with 29% Grains Missing Beneficiaries,
Swarajya (May 28, 2024), https://swarajyamag.com/news-brief/indias-pds-leakage-hits-rs-69108-crore-
with-29-per-cent-grains-missing-beneficiaries-reveals-icriers-latest-study.

28. Staff Reporter, MNREGA Scam in Rajasthan: 1,200 Crore Fake Attendance Scheme Uncovered,
Bhaskar English (May 4, 2025), https://www.bhaskarenglish.in/local/rajasthan/jaipur/news/mnregascam-
rajasthan-fake-attendance-scheme-04-05-2025-rajasthan-latest-news-headlines-jaipur-jodhpur-
national-134961631.html.

29. Vishwanathan P., An Indian State Wants to Use Blockchain to Fight Land Ownership Fraud, CNBC (Oct.
10, 2017).
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hashed entries of land records in a distributed ledger aimed at enhancing such recordings in

terms of their integrity and provenance.*

The projects were implemented as a part of ongoing state e-governance schemes (Bhudhaar,
e-Pragati, Real-Time Governance Society) and were positioned based on MoUs / vendor
alliances and not on specific blockchain legislation. Areas of implementation were thus reliant

on the IT Act, policies and procurement provisions by the departments.*’

Technical anchoring enhanced the tamper-resistance of records and provided an auditable
provenance trail, which is particularly useful in identifying beneficiaries where land ownership

is a criterion for a welfare scheme. Early pilots have demonstrated improved data integrity.**

Pilots identified non-technical bottlenecks: how to scale to millions of records, whether
the wider community could trust government actors when calculating inputs, if there could
be certainty under law as to the admissibility of blockchain-anchored evidence, and most
importantly, how to integrate with the newer geospatial products (e.g., Naksha) and practices,
and DILRMP norms.*

e Tamil Nadu - State blockchain policy & PDS use-case

Tamil Nadu also published an official Tamil Nadu Blockchain Policy (2020) and has
declared a State-wide blockchain-based backbone, Nambikkai Inaiyam (Trust Link), to be used
to support government business and possibly in supply-chain tracking (including PDS). The

policy has objectives in interoperability, standards and departmental adoption.**

The policy is located among the ethical ones of Al and cybersecurity developed by the State
and envisions the possibility of interoperable standards coupled with privacy and oversight
protection. The Tamil Nadu e-Governance Agency led the implementation and introduced it

departmentally by pilot, and not by capital legislation.*’

30. How Vizag is Putting Land Records on Blockchain, Tech in Asia (Oct. 2017), https://www.techinasia.
com/indian-state-running-pilot-put-land-records-blockchain.

31. AP Govt Solving Biggest Problem Real Estate Using Blockchain: Will Other States Follow?, Int’] Bus.
Times (India) (Oct. 9, 2017), https://www.ibtimes.co.in/ap-govt-solving-biggest-problem-real-estate-
using-blockchain-will-other-states-follow-745088.

32. It-Driven Initiatives in Land Records Administration: Perspectives from Andhra Pradesh, Econ. Times:
Gov’t (Sept. 24, 2020), https://government.economictimes.indiatimes.com/news/digital-india/it-driven-
initiatives-in-land-records-administration-perspectives-from-andhra-pradesh/78288807

33. Amit Kumar & Dilip Motwani, The Applicability of Blockchain Technology in Land Registration for
Developing Economies: A Case Study of India (2025), https://doi.org/10.13140/RG.2.2.21888.75520.

34. Tamil Nadu e-Governance Agency, Tamil Nadu Blockchain Policy 2020 (2020), https://tnega.tn.gov.in/
assets/pdf/Blockchan_Policy TamilNadu.pdf.

35. Tamil Nadu Becomes First State to Unveil Ethical Al, Blockchain, Cybersecurity Policies in Country, New
Indian Express (Sept. 19, 2020), https://www.newindianexpress.com/states/tamil-nadu/2020/Sep/19/tamil-
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State policy offers formal institutional support and an architecture (backbone + standards)
that reduces the administrative friction on pilots (e.g. supply-chain traceability in PDS), and
demonstrates political desire to implement blockchain in all departments. It is also frequently

reported that this policy leadership played an important facilitating role.*®

There is little data published, especially on how large-scale PDS pilots have worked, that
hasn’t already been peer-reviewed; the question of cost, training, linking to the Aadhaar/DBT
system (and privacy measures thereof) remains among the operational issues to be resolved.
The policy develops a structure, and legal certainty is needed on data protection (see obligations

under the DPDP Act) and liability of procurement / PPP projects.’’
e Bridging State-Level Lessons

This comparison of Andhra Pradesh and Tamil Nadu provides evidence of the centrality of
institutional design in blockchain-based welfare reforms. Andhra Pradesh was technologically
promising in its pilots, but was still vendor-driven and legally weak, with limited transparency
or statutory recognition. By contrast, Tamil Nadu has pursued the policy-backed approach,
which has set standards and helped to develop a scale framework, but continues to face the
problem of not disclosing enough data. Collectively, these cases demonstrate that India cannot
be satisfied with a series of ad hoc pilots to blockchain technology; it simply must develop
policies legislatively anchored to balance the technological innovation and the enforceability of
law. The comparative clarity is obvious. Andhra shows the dangers of a fragmented, privately
led implementation, whilst Tamil Nadu demonstrates the importance of a state system to such
an outcome. India has a future: to marry technological experimentation in Andhra Pradesh with
the institutional and policy framework of Tamil Nadu to build a rights-based approach that is

scalable to the delivery of people’s welfare.

GLOBAL
* Kenya - Blockchain pilots for cash transfers / public disbursal
In Kenya, humanitarian and government entities ran blockchain-enabled cash transfer

pilots (i.e., open-loop blockchain cash transfer pilots), whereby transactions were stored and

tied to mobile money rails such as M-Pesa and could thus be tracked and beneficiary verifiable.

nadu-becomes-first-state-to-unveil-ethical-ai-blockchain-cybersecurity-policies-incountry-2199187.
html.

36. S. Pandey & C. Sen, Blockchain Technology in Real-Time Governance: An Indian Scenario, 68 Indian J.
Pub. Admin. 397 (2022).

37. Medianama, Summary: Tamil Nadu Blockchain Policy (Sept. 18, 2020), https://www.medianama.
com/2020/09/223-summary-tamil-nadu-blockchain-policy/.
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Interesting pilots are the Kenyan Red Cross / Craft Silicon open-loop pilot and more extensive

humanitarian experiments, as reported in pilot reports.*®

Pilots were also tested against the Data Protection Act (2019) and public financial policies
in Kenya, and the pilots were usually conducted during regulatory sandboxes or as an exception
to humanitarian programs that allowed experimentation as the formal regulatory frameworks
developed. It was dependent on APIs of mobile money (M-Pesa) and local fintech partners in

terms of technical integration.*

Pilots demonstrated real results: quicker disbursal cycles, better audit trails that eliminated
double-payments ghost recipients, and we can verify beneficiaries on mobile interfaces.
They showed how blockchain can enhance transparency in situations where it is applied with

ubiquitous systems of mobile money.*’

Reliance on mobile network accessibility, online literacy, sophistication relevant to the
national finance systems and shortage of peer-audited longitudinal review are still limitations.
Humanitarian airline pilots pointed to the fact that blockchain is no panacea; design and user

experience are paramount.*!
* Estonia - X-Road, KSI blockchain & a rights-based digital state

In Estonia, the digital government is built on X-Road (secure interoperability layer), and
KSI (Keyless Signature Infrastructure) blockchain methods allow them to assure integrity on
distributed databases (health, land, identity). Even though the backbone protocol of X-Road
itself is not a typical public blockchain, Estonia employs blockchain-style hashing on top of

KSI to provide tamper-evidence as well as audit-able access logs.*

Estonia has clear e-governance legislation, e-ID and data-usage models, and institutional

designs (digital ID, data embassies) spelling out rights and obligations to access data and share

38. Int’l Fed’n of Red Cross & Red Crescent Societies et al., Learning Review: Blockchain Open-Loop
Cash Transfer Pilot Project (Isiolo, Kenya, 2018), https://preparecenter.org/wp-content/sites/default/files/
kenya blockchain open loop pilot.pdf.

39. J.0. Ondiek & G. Onyango, Blockchain Technologies in Digital Governance: The Kenyan Experience
with Promoting Public Accountability, in Routledge Int’l Handbook of Pub. Admin. & Digital Gov’t 112
(2024).

40. A.C. Manani & T. Mose, Blockchain Technology and Revenue Administration in Nairobi City County
Government, Kenya, 8 Int’1 J. Soc. Sci. Mgmt. & Entrepreneurship (2024).

41. Hossein Baharmand, Amin Maghsoudi & Giulio Coppi, Exploring the Application of Blockchain to
Humanitarian Supply Chains: Insights from Humanitarian Supply Blockchain Pilot Project, Int’l J.
Operations & Prod. Mgmt. (2021), https://doi.org/10.1108/IJOPM-12-2020-0884.

42. e-Estonia, KSI Blockchain (Overview) and X-Road — Interoperability Services (Overview), https://e-
estonia.com/solutions/cyber-security/ksi-blockchain/
& https://e-estonia.com/solutions/interoperability-services/x-road/.
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data across agencies. Legal architecture is inclusive and rights-based.* High citizen faith and
trust, near universal web-access to governmental services, its considerable auditability of which
records were accessed by whom, and its quantifiable decreases in fraud/misuse in welfare/citizen
services.* Estonia is commonly cited as the poster child of convergence between technical and

legal design to bring about a rights-based digital state.*

The situation in Estonia (resting on a small country with a high rate of digital literacy and
decades of investment) is not comparable with the scale and diversity in India. Adaptations
to scale, multilingual access and closing the digital divide are required to enable legal

transferability.
e Bridging Global Lessons to India

Though the two cases form contextually different societies, Kenya and Estonia mobilise
normative and cautionary lessons to India. The Kenyan pilots of blockchain illustrate how
blockchains and distributed ledgers hold promise for minimising duplication and enabling
auditability in cash transfers. However, their reliance on mobile money systems, such as
M-Pesa, suggests that it is essential to tailor technology to national systems in place. With
Aadhaar-enabled DBT and UPI, India should not, however, simply graft onto its own financial
system some foreign model. Estonia, in turn, points to a more successful example of applying
blockchain when a rights-based digital state, well-built privacy protection and access to audit
records by citizens are also applicable. In the context of India, these provisions mean that the
blockchain cannot exist outside of constitutional protections afforded under Articles 14 and 21;
it must be modelled to not exclude but enhance welfare jurisprudence. Therefore, international
experiments are not prototypes, but they serve as reflections and remind India that technological
viability should harmonise with the demands of the socio-legal requirements of the blockchain-

based welfare.

These examples reveal both the promise and pitfalls of blockchain in welfare delivery. To

address these gaps in India, a phased roadmap becomes necessary.

43. S. Semenzin, D. Rozas & S. Hassan, Blockchain-Based Application at a Governmental Level: Disruption
or Illusion? The Case of Estonia, 41 Policy & Soc’y 386 (2022).

44, S. Lips, V. Tsap, N. Bharosa et al., Management of National eID Infrastructure as a State-Critical Asset
and Public-Private Partnership: Learning from the Case of Estonia, 25 Info. Sys. Front. 2439 (2023),
https://doi.org/10.1007/s10796-022-10363-5.

45. Brandie Nonnecke, Henriette Canino & Andreas Geroski, Responsible Digital ID: Effects of Data
Governance Policies and Practices on Human Rights Case Studies, https://doi.org/10.13140/
RG.2.2.29010.17600 (2019).

46. P. Jalakas, Blockchain from a Public Administration Perspective: The Case of Estonia (Tallinn Univ. of
Tech. 2018).
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ROADMAP FOR LEGAL AND POLICY REFORM

The roadmap

The reflective comparison in the case of Andhra Pradesh, Tamil Nadu, Kenya and Estonia
provides the evidence that, as much as blockchain might have potential benefits for transparency
and auditability, and confirmation of beneficiaries, their transformative potential will be
constrained unless combined with reputed legal and policy reform. The case of these pilots
leads to the conclusion of phased approach reform, which will enhance legal certainty, enforce

privacy, continuity of institutions, and constitutional rights.

In the short term, changes to the legal policies are necessary in order to distinguish the legal
position of the blockchain records regarding the administration of welfare. It may be possible
to amend Section 63 of Bharatiya Sakshya Adhinayam, 2023, to explicitly acknowledge the
existence of distributed ledger records and introduce a standard form of attestation to be adopted
when following permissioned blockchains, and the Information Technology Act, 2000, ought to
be amended to recognise the receipts of blockchain-mediated transactions as secure electronic
records under Section 14.* Parallelly, the Digital Personal Data Protection Act, 2023 stipulates
explicitly personal data protection compliance specifics on blockchain forms, necessitating
off-chain storage of personal data with on-chain hashed references, and the Data Protection
Impact Assessment of all welfare-related blockchain implementations.*® The policy approach in
Tamil Nadu provides an example of implementing privacy-by-design and interoperability into

blockchain governance at the level of the state.

In the medium term, a national “Welfare Blockchain Sandbox” at MeitY and NITI Aayog
also needs to be set up to have time-limited pilots that are regulated, such as the fintech sandbox
protocol at RBI and live pilots of humanitarian cash transfers in Kenya.* An independent
assessment of pilots should be demanded in terms of inclusion, cost-effectiveness, and leakage
reduction in such a sandbox. Second, the development of model Public-Private Partnership
(PPP) contracts of the blockchain projects should be crafted to address the concerns that were
witnessed in Andhra Pradesh vendor-driven pilots, such as intellectual property rights, audit

requirements and portability and compliance with the statutes under the DPDP Act.>

47. Bharatiya Sakshya Adhinayam, 2023, § 63; Information Technology Act, No. 21 of 2000, § 14 (India).
48. Digital Personal Data Protection Act, No. 22 of 2023, Acts of Parliament, 2023 (India).

49. Reserve Bank of India, Enabling Framework for Regulatory Sandbox (2019); Int’l Fed’n of Red Cross
& Red Crescent Societies, Learning Review: Blockchain Open-Loop Cash Transfer Pilot Project (Isiolo,
Kenya, 2018).

50. Gov’t of Andhra Pradesh, Blockchain Pilot Projects (Oct. 2017); Ministry of Finance, Gov’t of India,
Model Concession Agreement for PPP Projects (2022).
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Although the steps presented in this section, though short-term and medium-term, can
support an institutional and regulatory scaffold, it is ultimately insufficient to sustain blockchain
adoption in welfare. It also needs to be on the right of the constitutional jurisprudence of welfare
in India and enhanced through legislative procedures of accountability.

Any blockchain adoption roadmap for welfare must be grounded in the welfare jurisprudence
of India. To this extent, the Supreme Court in PUCL v. The Union of India®" interpreted
Article 21°? to confer the right to live with dignity, which implied the right to have access to
basic welfare rights. In the same light, Article 14 requires equal access, and exclusion is not
allowed arbitrarily. Implementing blockchain, thus, cannot purely be treated as a technological
revolution, but a constitutional need to secure welfare rights. The implementation of blockchain
in delivering welfare ought therefore to be done within the confines of these constitutional
provisions so that efficiency is not sacrificed at the altar of exclusion or inequity.

A social audit is required by law under the MNREGA Act, 2005, to ensure transparency
and accountability in the delivery of the welfare. Nonetheless, such audits might be challenged
with obstacles of manipulated records, incomplete disclosures, and bureaucracy.** This process
can be directly reinforced by blockchain, which can give citizen groups, NGOs, and oversight
groups tamper-proof access to disbursal logs, attendance, and supply chains.® The social audit
embedded in the blockchain will operate as a statutory requirement demanding a degree of
transparency that is not only a technological asset but a democratic restriction. This would
make accountability institutional, whereby welfare delivery is made technologically efficient

and socially just.*

These constitutional and participatory countermeasures will guarantee that blockchain
becomes a mechanism of effectiveness as well as equity. It is based on this that India as a long-

term strategy should institutionalize blockchain by enacting an expansive piece of legislation.

In the long run, India needs an exclusive Blockchain Governance Act that replicates the

rights-led policy of Estonia and the systematised policy of Tamil Nadu.”” This legislation must

51. Peoples Union for Civil Liberties v. Union of India, AIRONLINE 2007 SC 71.
52. India Const. art. 21.
53. India Const. art. 14.

54. Dr. Tek Chand, The Role of Social Audit in Transparency and Accountability of MGNREGS: A Perception-
Based Analysis, I[JCRT 12, no. 7 (July 2024).

55. C. Tartan, A Blockchain-Based Welfare Distribution Model for Digital Inclusivity, 10 REGION (2023),
https://doi.org/10.18335/region.v10i1.434.

56. Jaskirat Singh, Gurdip Singh Batra & Sarvjeet Kaur Chatrath, Blockchain’s Role in Social Welfare,
Financial Inclusion, and Public Sector Innovations in India: A Multi-Sector Analysis of Government-Led
Initiatives, SSRN (2023), http://dx.doi.org/10.2139/ssrn.5105250.

57. Gov’t of Tamil Nadu, Tamil Nadu Blockchain Policy 2020; Republic of Estonia, Digital Agenda 2030
(2021).
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establish how blockchain can be used appropriately in the public sector, determine the level of
evidence and auditability, require systems of citizen grievance, and require the inclusion impact
assessment. Most importantly, the implementation of blockchain in the governance of welfare
needs to be balanced with constitutional protections of equality in Article 14 and dignity in
Article 21%, in that not all technological innovations have to interfere with accessibility and

fairness in the system, and privacy.”

Challenges in Implementing Blockchain in Welfare Governance

Although promising, blockchain in welfare delivery has some legal and institutional
impediments. The adherence to the law, especially the Bharatiya Sakshya Adhinayam, 2023,
accepts electronic records but not distributed ledgers and this leaves a doubt on evidence in
welfare disputes. The concept of immutability of blockchain also goes against the right to
erasure under the Digital Personal Data Protection Act, 2023°% and the right to dignity under
KS' Puttaswamy v. Union of India®, the risks of permanence and abuse of the welfare data
are being increased. The poor institutional capacity also endangers adoption since small-scale
pilots can substitute structural reform without qualified personnel and unrestricted contracts
with suppliers®®. The refusal of access on the basis of authentication failures, which have
already been seen in systems linked to Aadhaar and are inaudible with Article 14%, could be
copied. Lastly, without being coupled with social audits headed by citizens as envisaged by the
MNREGA Act, 2005, there is the danger that blockchain will provide technical transparency

but not democratic accountability.

CONCLUSION

Blockchain technology has the potential to revolutionise India’s welfare system by resolving
persistent problems with financial leakages, administrative difficulties and the exclusion of the
rightful beneficiaries. Its decentralised and transparent characteristics can reduce corruption,
ensure real-time money tracking and produce an auditable record. These characteristics are

directly aligned with the principles of justice, equity and accountability that welfare programs

58. Supra note 57 & 58.

59. Justice K.S. Puttaswamy (Retd) v. Union of India, (2019) 1 SCC 1.
60. Bharatiya Sakshya Adhinayam, No. 45 of 2023, § 61 (India).

61. Digital Personal Data Protection Act, supra note 48.

62. P.R. Nripendra, Y.K. Dwivedi & D.L. Hughes, Analysis of Challenges for Blockchain Adoption within the
Indian Public Sector: An Interpretive Structural Modelling Approach, 35 Info. Tech. & People 548 (2022),
https://doi.org/10.1108/itp-07-2020-0460.

63. A.T. Polcumpally, K.K. Pandey, A. Kumar & A. Samadhiya, Blockchain Governance and Trust: A Multi-
Sector Thematic Systematic Review and Exploration of Future Research Directions, Heliyon (June 15,
2024), https://doi.org/10.1016/j.heliyon.2024.e32975.

64. Supra note 64.
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intend to support. However, the implementation of successful blockchain adoption depends on
technological preparedness, supportive legal frameworks and sufficient digital infrastructure.
Blockchain’s potential for welfare remains unrealised if socio-economic issues remain

unresolved.

The Way Forward

Future studies should concentrate on creating and evaluating blockchain frameworks
specifically for India’s welfare system. This includes conducting pilot studies to evaluate the
feasibility, impact on transparency and beneficiary inclusion. The research should additionally
examine data protection, legal compliance and compatibility with the existing digital platforms.
The results from this research can provide a roadmap for policymakers as it would lay down a
fact-based plan for integrating blockchain that would strengthen welfare, justice and equity. If
designed with these safeguards, blockchain will not only modernise welfare delivery but also

reinforce India’s constitutional promise of social and economic justice.
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TAMING THE LEVIATHAN: THE ROLE OF JUDICIAL
MAGISTRATES IN CURBING STATE-SPONSORED CUSTODIAL
EXCESSES

S. Karthick Manesh'!

Dr. Reshma Suresh?

ABSTRACT

The Constitution of India envisages itself to be a Democratic Republic which seeks to secure
for its citizens Social Justice, Liberty and Equality. Further, the fundamental right under Article
21 of the Constitution also guarantees that the right to life and personal liberty of any person
shall not be subject to any deprivation unless done according to the procedure established by
law. Despite the presence of such a progressive fundamental law, the Leviathan — functioning
of the Indian criminal justice system has rendered it unfettered at various instances, which
has itself enabled multiple state-sponsored excesses happening in the police custody, causing
even unnatural deaths in many circumstances, the recent one being the Thirupuvanam custodial
death that has gained considerable limelight. The Doctrine of Separation of Powers, especially
in regards of the Judiciary and Executive, plays a crucial role in the dynamics of accountability
when it comes to these State-sponsored excesses. On this backdrop, this paper attempts to
explore the role the Judicial magistrate is conferred, with special emphasis on the amends made
to the criminal procedural law in this regard post-2023, doctrinally, with an expected outcome of
the cleavage that prevails between the procedural framework and the reality in practice when it
comes for the State-sponsored custodial excesses due to the lethargy of the judicial magistrates
in performing their duties in line with the essential principles of a progressive criminal justice

system.

Keywords: State—Sponsored Excesses, Procedural Irregularities, Accountability, Judicial

Magistrate, Leviathan.
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INTRODUCTION

Thomas Hobbes, one of the most important theorists of the Social Contract Theory
consistently contended that mankind in the state of nature is solitary, poor, nasty, brutish and
short and therefore requires an “artificial human’ in the version of a Leviathan monster to control
the behavior of these subjects to secure order in the society who in turn would, to a large extent
surrender their liberties and properties, exempting life from this avenue.’ The Sovereign power
to control all of these human actions and possessions is interlaced with the justification, based
on the idea that the Leviathan can intervene in all the nukes and corners of regulating the
behaviour of the subjects, if it is done for the safety of the subjects. This notion of ‘safety of
subjects’, envisaged by Hobbes whose philosophy would find various contradictions to exist
with democracy due to its authoritarian nature has still percolated into the functioning of various
modern democracies, like India wherein the regimes tend to emphasize overtly on the areas of
national security and the potential threats surrounding the same, even at the cost of human rights
violations. A testament to this development is the recent Human Freedom Index released by the
Cato Institute, in which India has been ranked in 110th position with a score of 6.26, out of 165
countries.* This marginally better position when compared with the worsened countries cannot
be taken as a yardstick to validate this position of one of the largest democracies of the World.
The Constitution of India declares India to be enshrined with Democracy to an extent that it was
the people who made the constitution and adapted it, all by themselves. But the apprehension
of Dr. Ambedkar (stated below) remains, and most probably will stay relevant. “On 26 January
1950, we are going to enter a life of contradictions. In Politics, we will have equality, and in
social and economic life, we will have inequality...... We must remove this contradiction at
the earliest possible moment or else those who suffer from inequality will blow the structure of

995

political democracy which this Assembly has so laboriously built.

State, as a Big Brother, eventually leaves the scope wide open for State-Sponsored violence
to be validated due to the plethora of socio-legal immunities vested with the police and other
law-enforcing officials. At the same time, the legal framework of the State has also framed
certain safeguard provisions for the accused persons, of which the role played by a judicial

magistrate, as the preliminary point of ‘taming’ the leviathan, will be critically studied.

VIOLENCE BY THE LEVIATHAN

There have been various instances of caste-based atrocities that were perpetrated

collectively against the marginalized sections. For instance, the Keezhvenmani incident, where

3. Thomas Hobbes, Leviathan: Or the Matter, Forme & Power of a Commonwealth, Ecclesiastical and
Civill, 89, 1651

4. 2024, Caro INsTITUTE (Dec. 17, 2024), https://www.cato.org/human-freedom-index/2024.

5. 25, November, 1949, Volume XI, Constituent Assembly of India Debates.
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a brutal massacre of the labourers belonging to the Pallar community was committed, was an
orchestration of the landlords belonging to the dominant caste.® In the Tsundur case, around
400 dominant caste men attacked the Dalits in their village and hacked 8 Dalits to death.” But
there have also been instances where the State that guaranteed the role of being a Big-Brother
protecting the safety of all of its subjects, especially in a Sovereign Democratic Republic like
India, wherein such a feature is inextricable, too exerted its role as an Oppressor devastating the
lives of the marginalized. While is certain cases, the violence exerted by the State gets clouded
with the plethora of layers and contradictions involved, like that of the Keelathooval violence
of 1957, where the police force resorted to the use of firearms, leading to the death of persons
from both the dominant Kallar community and the marginalized Pallar community, after the
deepened caste-based tensions, primarily engendered from the murder of an evolving leader
from the Pallars, Immanuel Sekaran.® But there have also been instances where the innocent
people, especially from the marginalized groups, were subjected to ignominy deliberately by
the men occupying the positions that elevate the functioning of the State. In 1997, a tribal
man by the name Selvam was tortured by the forest guards for a bribe of Rs. 4000 and upon
falling unconscious, he was presumed dead, only to realize he was very well alive during the
process of post-mortem. Meanwhile, the tribal people began protesting to disperse, and the
police resorted to charging them with the lathis. Eventually, a retaliation took place, leading to
the killing of one of the protestors by the police, who family was eventually given an ex-gratia
compensation of Rs. 50,000 by the State government.” The Deb Commission, presided over
by Justice S C Deb to investigate the death of Idris Mian, who was the prime accused in the
murder of Calcutta police official V K Mehta, unequivocally held that Idris Mian died in police
custody due to the brutal injuries inflicted on him at the time of_interrogation. Justice Deb in
his report remarkably observed, “As to motive, Idris was silenced forever either to shield some
corrupt big businessman and some police officers who were giving protection to smugglers or
he was intentionally killed to avenge the murder of V K Mehta. Idris was deliberately killed by
the Calcutta Police”."

Another instance of State-Sponsored violence against the Dalits takes us back to what
happened in Mahabalipuram in 1994, when the statue of Dr. B.R. Ambedkar, which was
installed by the Dalits in the Panchami land allotted to them, was vandalized by miscreants,

against which the people vigorously protested outside the office of sub-collector Romesh Chand

K.G.Kannabiran & Kalpana Kannabiran, The Speaking Constitution, 173, 2022.
K.G.Kannabiran & Kalpana Kannabiran, The Speaking Constitution, 175, 2022.
K.A.Manikumar, Murder in Mudukulathur, 68, 2017.

o o =2 a

V. Saravanan, Terrorizing Tribals: Nexus between Police and Forest Department, Vol.32, EPW, P.1789
(1997).

10. AG Noorani, Institutional Checks Against Police Excesses, Vol.24, EPW, P.2408 (1989).
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Meena. When the situation became heated since the protestors were not permitted to enter the
office premises, with no warning provided, the police opened fire with sub-collector’s order,
thereby killing two protestors, namely John Thomas and Elumalai and 14 others, including

women suffered gunshot injuries."

The capability of the State to indulge in violence against its very own set of people it
promised to protect cannot be dismissed or diminished. The gravity and scope for exerting
suppression against the dissenters of the State policies multiply, particularly when the dissenters

are hailing from marginalized socio-politico-economic locations.

CONDITIONING FACTORS OF AN UNPLEASANT TRUTH - CUSTODIAL
VIOLENCE

“Whenever the police bite a plant even a bit, it gets sterile; flowers do not blossom, nor
do fruits appear. It emits poison.” These were the words of Rabindranath Tagore in his essay
captioned Choto o Boro in response to threats and social isolation exerted on one Sachindra
Chandra Dasgupta by the police in Bengal during the British era.”? Custodial violence is not
a restricted problem, finding its occurrence during select circumstances alone. It was and
i1s a burning issue beleaguering the criminal justice system everywhere. One of the earliest
observations made on custodial torture was of a search inquiry commission established by the
Britishers in Madras, in 1854, whose report was submitted and released in 1855, wherein the
allegations of torture inflicted on ryots to abide by the official’s demands were studied.* Despite
being a signatory to the United Nations Convention on Torture, India has not yet ratified the

same by not enacting a statute.

The contention furthered by Justice Katju in the eminent judgement of Prakash Kadam
v. Ramprasad Gupta', “If a policeman is given an illegal order by any superior to do a fake
‘encounter’, it is his duty to refuse to carry out such illegal order, otherwise he will be charged for
murder, and if found guilty sentenced to death” can be equally resonated even within the context
of custodial torture and violence irrespective of resulting in death. The findings of the Status

of Policing in India Report, 2025, are the literal circumstances which was directly addressed

11. J Devakumar, Caste Clashes and Dalit Rights Violations in Tamil Nadu, Vol.35, Social Scientist, P.48
(2007)

12. “Thoughts on Human Rights in India, Rabindra Nath Tagore and the Movement for the Release of Political
Prisoners”, Amit Bhattacharya, Book — Human Rights in India: Historical Perspective and Challenges
Ahead, 2" Ed, p. 352

13. COMMISSIONERS FOR THE INVESTIGATION OF ALLEGED CASES OF TORTURE IN THE
MADRAS PRESIDENCY [MADRAS]. Report of the Commissioners for the Investigation of Alleged
Cases of Torture in the Madras Presidency. Madras: Fort St George Gazette Press, 1855.

14. Convention against Torture and Other Cruel, Inhuman or Degrading Treatment or Punishment, 1984.

15. Prakash Kadam & Etc. v. Ramprasad Vishwanath Gupta & Anr. AIR 2011 SC 1945.
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by Justice Katju in the aforementioned observation, since 46% of the respondent officials
strongly justified third degree measures as an instrument during the course of interrogating
serious criminal offences like murder, rape, etc.'® The IPS cadre in the overall yardstick on the
propensity to justify violence scored 34% augmenting the apprehensions since they are the
ones who undergo multiple pre-service trainings'’. A distinct demonstration of this observation
would be the inhumane infliction of torture on detainees, including minors, by plucking their
teeth in custody.'® It can be naturally inferred that with significant command over powers, such
an inclination towards justifying violence would end up as a validated option towards the lower
cadre of officials, who are the preliminary point of interaction, of the Leviathan’s tentacle, for
the accused person, upon interrogation, to be violent. This trend too was reported in the SPIR,
2025, in its overall police’s propensity to justify torture, wherein it revealed the inclination of
37% of those officials often burdened with interrogation towards highly justifying torture, with

26% of their colleagues moderately affirming the same."

Another important factor in enabling custodial violence is the socio-economic location of
the accused person. An important takeaway from the SPIR, 2025 is the greater susceptibility
of people from the lower rungs of the society, also vindicated by a 2020 report by the National
Campaign Against Torture which discerned that 76 of the 125 accused persons who died in police
custody in 2019 holistically belonged to vulnerable sections communally and occupationally,
amounting to almost 60% of the whole set of the victims, as documented.*® A 2022 report on
the greater presence of undertrial prisoners in prisons also flagged a disproportionate number
of minorities and marginalized caste groups amongst them.? It’s a rarity in the recent past that
accused persons hailing from socio-economically sound backgrounds endure the same nature
of treatment someone from a vulnerable group is exposed towards, in the hands of the police

officials.

But of all the reasons, the most underlying one is the interference of personal morality of the
officials to justify the use of torture and violence as a ‘necessary evil’ to ‘teach them a lesson’,

which, when coupled with the assent given out of the ill-informed notions and prejudices of the

16. Status of Policing in India Report, 2025, Ch.- 05 “Justifying Violence and Torture in Custody” pg. 111.
17. Status of Policing in India Report, 2025, Ch.- 05 “Justifying Violence and Torture in Custody” pg. 115.

18. TNM Staft, Tamil Nadu Govt Revokes Suspension of IPS Officer Balveer Singh Accused of Custodial
Torture, The News Minute (Jan. 22 2024, 2:42 pm), available at The News Minute (India).

19. Status of Policing in India Report, 2025, Ch.- 05 “Justifying Violence and Torture in Custody” pg. 115 &

pg. 117.

20. Annual Report on Torture, 2019, National Campaign Against Torture, Ch-2 Torture in police Custody, pg.
80.

21. Sabah Gurmat, Prison Statistics India 2020: 76 per cent of prisoners are undertrials;, the number of

Muslims, Sikhs, SCs, and STs among them disproportionate to their population, The Leaflet (Jan. 5 2022).
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media and the public, worsens. The best demonstration of the aforementioned trait was seen
during the extrajudicial killings of four accused persons, alleged to have committed rape against
a veterinarian from Hyderabad in 2019, only for it to be invalidated to be illegal due to various
discrepancies that were found in the version narrated by the police officials.”? Therefore, the
coalescence of morality and media trial too has its respective share in posing a threat against
the prevalence of the Rule of Law, especially in the context of the rights conferred upon the

detainees in custody.

The prevalence of other miscellaneous factors, such as unreasonable expectations under
the guise of ‘swift actions’, poor service conditions and incentives and redundant training
methodologies, too are to be considered as potential factors, in aggression exerted by the

officials during the performance of their duties.”

ROLE OF JUDICIAL MAGISTRATES IN CURTAILING CUSTODIAL VIOLENCE

Custodial violence could be considered as one of the most pertinent problems affecting the
constitutional autonomy and rule of law of the state. Even with the safeguards enshrined under
Articles 20, 21 and 22 of the Constitution and measures under Bharathiya Nyaya Sanhita, police
power and abuse persist in India in the form of torture, custodial deaths, and illegal detentions.
In this entire scenario, judicial magistrates occupy a very crucial role controlling the power
of state authority with judicial oversight, thereby limiting the excesses of law enforcement

agencies.

Remand of an accused is a judicial function. A magistrate is not acting in their executive
capacity when a remand is being ordered. The magistrate must apply his judicial mind while
deciding whether the materials placed before him justify a remand or not. There must be
reasonable grounds to decide whether the accused shall be committed to custody or have their
remand period. The key purpose of remand is only to further the criminal justice administration
process, provided the investigation is not completed. The investigating agency is required to
send the case diary along with the remand report so that the magistrate can take an informed
decision after going through the factual scenario in the case. It was stated in Manubhai Ratilal
Patel Tr Ushaben v. State of Guajarat and Ors that the magistrate shall not pass orders in the

case of remand mechanically and must apply their judicial minds while doing so. *

Section 187 of the Bharathiya Nagarik Suraksha Sanhita 2023 retains the 24-hour production

rule from its predecessor Criminal Procedure Code 1973 but expands its scope by allowing

22. V.S.Sirpurkar Commission Report, pg. 370 & pg. 372.

23. “Custodial Atrocities, Human Rights and the Judiciary”, Jitendra Mishra, ILI Journal, Vol. 7, No. 4, pg.
511 & 512 (Overall pg. 508-521).

24, Manubhai Ratilal Patel Tr. Ushaben v. State of Gujarat & Ors., (2013) 1 SCC 314.
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electronic production of the accused through video conferencing except in cases where they are
in police custody. Magistrates have the capacity to authorise custody for a maximum period of
15 days at a time, but with an overall cap of 60 to 90 days depending on the kind of offence they
committed and the seriousness of the same. Electronic production of the accused individuals
prevents magistrates from observing them accused individuals directly, thereby making them
incapable of noticing any physical injury. Even when magistrates continue to remain as the first

judicial check against illegal detention, there are no substantive reforms pertaining to the same.

The Supreme Court in Central Bureau of Investigation v. Anupam Kulkarni** opined that
police custody is generally unfavored by law. This is because of the possibility of custodial
torture and detention. Supreme Court, while acknowledging the wide discretion guaranteed to
the magistrates under the Criminal Procedure Code, pointed out that magistrates could only
authorise detention of the accused in custody for a term not exceeding 15 days from the date
of arrest. The court acknowledged in the case that there might be situations where it would be
impossible for the police to gather all the required information relevant to the case within 15
days. The Supreme Court reconsidered this limitation period in the case of CBI v. Vikas Mishra
and relaxed this stringent custody timeline and allowing custody beyond 15 days. However,
even when this was in stark contradiction to what is written in the statute, the court did not
refer the case to a larger bench. The Madras High Court in Taluk Circle Inspector of Police v.
Nagaraj and Ors*, following the Supreme Court decision in Vikas Misra, allowed for further

custody upon completion of the initial time period.

Contradictory judgments from the court regarding the time period of judicial custody
limit the power of judicial magistrates and increase the possibility of custodial torture, thereby
hampering the criminal justice system. The Supreme Court in V Senthil Balaji v. State took the
position that the period of custody could be spread across the investigation. Bharathiya Nagarik
Suraksha Sanhita, 2023, adopts this approach, giving effect to the rationale that was given by
the court. This has far-reaching consequences on the rights of the accused under Bharathiya
Nagarik Suraksha Sanhita. As stated in B. Rafeek v. Station House Officer”, courts are usually
more receptive to allowing bail to the accused individuals when they are in judicial custody.
Spreading the time period of total custody across the investigation period would limit the
possibility of bail, thereby affecting the constitutional safeguards for accused protection. It can

seriously impact the general rule of ‘bail is the rule and jail is the exception’.

The right to bail is an integral part of constitutional safeguards enshrined under Part III of

the Constitution. It is given when the police fail to complete the investigation within a specific

25. Central Bureau of Investigation v. Anupam Kulkarni, (1992) 3 SCC 141.
26. Taluk Circle Inspector of Police v. Nagaraj, Crl.O.P. No. 8883 of 2023 (Madras HC Apr. 28, 2023).
27. B. Rafeek v. Station House Officer, 2016 SCC OnLine Ker 38557.

[87]



LEX ET MUTATIO: LAW AND SOCIAL TRANSFORMATION VOLUME V

period. CrPC prescribed the time limit as 90 days for very serious offences punishable with
death or imprisonment for a term extending beyond ten years. The Bharathiya Nagarik Suraksha
Sanhita, 2023, even while retaining identical limits, modifies the section. After the expiry of
the stipulated period, the accused gains a right to seek bail under s. 188, BNSS. This effectively
means that magistrates are not able to grant bail Suo motu, but instead, the accused person
shall approach the court with the request. This provision can negatively impact the protection

guaranteed under the Constitution against any unfair treatment in police custody.*

With respect to legal safeguards at arrest, BNSS incorporates the legal perspectives
from judgments.” An arrest memo is required to be made in the presence of a relative or a
respectable person. The intimation of the arrest must be made to a nominated person. As
per s. 105 of BNSS, search and seizure data are also required to be electronically recorded
during the process. This is to ensure fair proceedings and the protection of the interests of the
accused. The codification of the requirements earlier upheld by courts strengthens the role of
judicial magistrates in preventing torture and making police and thereby the state, accountable.
However, contradictory positions adopted in the bail provisions dilute this approach and need
to be observed with caution.

Sections 53 and 54 of BNSS deal with medical examination and protection of the
detainees. Medical documentation under magisterial supervision becomes crucial evidence
against custodial violence and serves as a deterrent to any police excesses. Section 183 of
BNSS mandates a judicial inquiry into every custodial death or rape. This ensures greater
transparency and reduced instances of manipulation. In addition to the preventive role, this
provision ensures that magistrates have a remedial role to play in cases where state excesses
have already happened. Video recording in trials and evidence collection is made mandatory
under s. 532 and s. 533.

A close observation of the provisions points towards the fact that the role of judicial
magistrates in preventing custodial violence is curtailed under BNSS. Firstly, face-to-face
production of the accused is restricted and replaced with a video link. This disables the
magistrates from personally observing injuries, body language and signs of torture. Screen
presence can only present the accused individual physically but hides physical injuries, and
the police control over camera angles can also lead to tampering. Remand hearings served as a
crucial safeguard against custodial torture because the accused individuals had an opportunity
to seek a remedy from the magistrate directly. The shift to digital hearings makes the hearings
merely a mechanical process without probing into torture allegations. The ability of the accused
to complain to the magistrate directly regarding any ill treatment is hampered when the police

officers are present during the video meeting.

28. Uday Mohanlal Acharya v. State of Maharashtra, 2001 (5) SCC 453.
29. D. K. Basu v. State of West Bengal, AIR 1997 SUPREME COURT 610.
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In Arnesh Kumar v. State of Bihar,” the Supreme Court held that magistrates are required
to ensure police compliance with respect to arrest guidelines. However, a stringent mention of
the mechanism is absent under BNSS. The law is providing tools without ensuring compliance,
which can eventually turn these measures into passive obligations. Using magistrates to review
all the video evidence becomes a time-consuming task and hence might result in ineffectiveness.
Procedural compliance will be prioritized than rights protection, and it will defeat the purpose
of the evolved jurisprudence regarding accused protection under the Indian Criminal Justice

system.

CONCLUSION

Custodial violence remains a stark example of uncontrolled state power, reducing public
trust in the criminal justice system, diluting the constitutional safeguard of dignity and liberty.
Judicial Magistrates are considered to be the first institutional authority against any state abuse
and they are empowered with the power to oversee bail matters, medical concerns and conduct
enquiries with respect to custodial deaths. Under the old CrPC framework, these functions gave
magistrates both a preventive and corrective role in checking police excesses.

This balance has been shifted with the introduction of the Bharatiya Nagarik Suraksha
Sanhita. On one pedestal, the BNSS brings codification of protections that were earlier grounded
in judicial precedent—such as mandatory arrest memos, videography of searches, timely
medical examinations, and compulsory judicial inquiries into custodial deaths. On the other
hand, it simultaneously restricts the Magistrate’s direct oversight, most notably by permitting
virtual remand proceedings. Even when it can foster efficiency, it has the potential to reduce
the magistrate’s ability to physically observe the accused, detect injuries, or hear confidential
complaints of mistreatment. Coupled with extended investigative timelines and an overarching
preference for technological efficiency, the new framework leans closer to a crime-control
approach, where state power is prioritised over the accused’s due-process protections.

The outcome is a model that shifts accountability after abuses occur but weakens the
mechanisms that could prevent them in the first place. If Judicial Magistrates are to continue
serving as guardians of justice, they must interpret their powers with vigilance scrutinising
arrests, enforcing bail rights without hesitation, demanding regular medical reporting, and
ensuring that custodial deaths receive uncompromising judicial attention. Ultimately, the
effectiveness of the BNSS will not be measured by the efficiency it claims to deliver, but by
whether judicial magistrates can utilise it to protect constitutional rights rather than as a tool for

unchecked executive control.

30. Arnesh Kumar v. State of Bihar, AIR 2014 SUPREME COURT 2756.
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SILENT SUFFERING BEHIND BARS: EXPLORING
COMMUNITY SERVICE TO PROTECT PRISONERS’
MENTAL HEALTH IN INDIA

Raksha Paliwal!

Dr. Mansi Trivedi?

ABSTRACT

The mental health crisis in Indian prisons continues to pose serious challenges to human
dignity and rehabilitation. Overcrowding, neglect, and the absence of adequate psychiatric
support have contributed to rising incidents of depression, anxiety, and suicide among inmates.
This paper explores community service as a dignity-based non-custodial sanction capable of
mitigating such harms while preserving accountability. It employs a doctrinal and socio-legal
methodology by analyzing statutory provisions under the Bharatiya Nyaya Sanhita, 2023, the
United Kingdom’s Community Sentence Treatment Requirements, judicial opinions, NCRB

prison reports and mental health studies by the NHRC.

This paper argues that custodial punishment disproportionately harms the mental well-being
of offenders whereas community service when designed and implemented effectively can offer
a more rehabilitative, mentally supportive, and socially constructive form of punishment. The
study uses ideas from therapeutic and rehabilitative justice to show how community service
can promote more dignified prison reforms. India currently lacks clear rules and systems to use
community service effectively. By bridging doctrinal analysis with policy insights, the paper
highlights the need for sentencing reforms in India, that aligns punishment with rehabilitation

to especially protecting mental health and support dignity of the offenders.

Keywords: Alternative sentences, Community service, Human dignity, Mental health,

Prison reform.
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INTRODUCTION

Under prison reform policies, discussions often center on issues such as prison overcrowding,
delays in the administration of justice, and custodial violence. However, there exists another
form of suffering within Indian prisons that rarely receives attention: the deterioration of
prisoners’ mental health. Unlike physical injuries, this harm is not immediately visible, as it
develops gradually and silently. Nevertheless, its impact is profound, manifesting in depression,
anxiety, suicidal tendencies, self-harm, aggression, and long-term psychological trauma. The
Supreme Court’s report on prison mental health highlights this growing concern, showing a
sharp rise in reported cases, and says in the year 2022, out of 573,220 inmates, 9,084 were
reported to have mental illnesses, a figure that surged to 16,503 in 2023.°

Therefore, this paper investigates whether it is possible to impose punishment without
undermining an individual’s dignity or mental health. It highlights community service,
introduced under the Bharatiya Nyaya Sanhita (BNS), 2023, as a novel alternative form of
sentencing. This measure demonstrates significant potential to safeguard the emotional well-

being and personal dignity of offenders while ensuring accountability.

MENTAL HEALTH CRISIS IN INDIAN PRISON AND PSYCHOLOGY OF
INCARCERATION

According to the National Crime Records Bureau (NCRB, 2022) prison overcrowding ratio
in Indian prisons is 131%.* As a result, this intensifies stress, limits access to medical and

psychological care and increases risk of mental health deterioration.’

Research in behavioral psychology and neuroscience shows that confinement significantly
affects brain structure and emotional regulation, elevating cortisol levels, impairing memory,
disrupting sleep, and contributing to suicidal tendencies and post-traumatic stress disorder
(PTSD). Empirical studies on prison populations further highlight this concern. Evidence
indicates that a substantial proportion of inmates experience some form of psychological
disorder, with depression being particularly common.‘One study found that about 46.5% of

prisoners experienced depression, while the total prevalence of mental disorders among the

3. Centre for Research & Planning, Supreme Court of India, Prisons in India: Mapping Prison Manuals
and Measures for Reformation and Decongestion, 93-101 (2024). https://cdnbbsr.s3waas.gov.in/
$3ec0490f1f4972d133619a6013559¢/uploads/2024/11/2024110677.pdf

4. Standing Committee on Home Affairs (Chair: Mr. Brijlal), Prison Conditions, Infrastructure and
Reforms, Report of the Standing Committee on Home Affairs, para 5.2, at 32 PRS INDIA (2023).

5. National Human Rights Commission (India), Mental Health Care in Prisons: A Report, at 23-
24(2010),

6. National Institute of Mental Health and Neurosciences (NIMHANS), Dealing with Mental Health
Issues in Prisoners during COVID-19: A Handbook, NIMHANS Publication No. 201 (2021)
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same prison population exceeded 83.5%, highlighting the widespread psychological impact of
incarceration.” Additionally, research has shown that torture and other inhumane treatment can
leave deep and enduring scars, frequently manifesting as post-traumatic stress, chronic anxiety,

major depressive episodes, and even persistent somatic pain.®

National Crime Records Bureau (NCRB) data show rising unnatural deaths in prisons; in
2022, 119 prisoners died by suicide (20.8 per 100,000), approximately 67% above the national
average.’Real-life instances of mental health deterioration within Indian prisons highlight the
urgent need for reform. In Tihar Jail, a young undertrial attempted suicide within weeks of
custody, showing severe depression and anxiety but receiving no psychiatric care." In Tamil
Nadu, a convict with bipolar disorder died by suicide after months without treatment due to the

absence of a permanent psychiatrist or essential medication."

Under Article 21, the Indian Constitution guarantees the right to life and personal liberty,
which also includes right to mental well-being. The Supreme Court under cases like Sunil
Batra V. Delhi administration and in Re: Inhuman condition in 1382 Prisoners'? case affirmed

that, the mental health suffering can amount to violation of fundamental right.

During incarceration, many prisoners develop hypervigilance, distrust, suspicion, and low
self-esteem, coping mechanisms that hinder reintegration, employment, and social relationships
post-release. These harmful effects highlight the need to reduce and prevent psychological
decline, supporting dignity and rehabilitation. Collectively, this evidence demonstrates that
custodial sentences not only curtail physical liberty but also undermine mental health, thus,
underscoring the urgent need for non-custodial alternatives that prioritize rehabilitation and

well-being.”

7. Harpreet Singh Dhillon & Shibu Sasidharan, Prison Mental Health — An Indian Perspective, 8 Ann.
Indian Psychiatry 80,80-84 (2024).

8. Amanda C. de C. Williams & Jannie van der Merwe, The Psychological Impact of Torture, 7 Br J.
Pain 101,101-106 (2013).

9. National Crime Records Bureau, Prison Statistics India 2022, tbl.1.2, at 10; tbl. 5.2, at 98, Ministry
of Home Affairs, Gov’t of India (2023).

10.  Shreya Roy Chowdhury, Tihar Jail Undertrial Attempts Suicide Due to Lack of Mental Health
Support, Scroll.in (Aug. 15, 2021).

11.  Press Trust of India, Mentally Il Prisoner Dies by Suicide in Tamil Nadu Prison, The Hindu (Sept.
10, 2022),

12.  Inre: Inhuman Conditions in 1382 Prisons, (2018) 10 SCC 227.

13.  Sharon Critoph & Olivia Rope, Mental Health in Prison: A Short Guide for Prison Staff , Penal
Reform International (2018), https://books.google.co.in/books/about/Mental Health in Prison.
html?id=JOxPzQEACAAJ&redir esc=y.
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COMMUNITY SERVICE: A DIGNITY BASED ALTERNATIVE

The year 2023 brought something new to India’s justice system in form of Bhartiya Nyaya
Sanhita (BNS), 2023. under which for the first time, our laws include ‘community service’ as a
form of punishment, which is alternative to prison. This inclusion is a significant departure from
old justice system which largely relied on custody and fines." It emphasize more on restitution
and rehabilitation over retribution. Community service offers something which prison can
never a connection to the world outside, a sense of purpose, a chance to heal while being held

accountable.'

Community service offers an opportunity to the prisoners to stay in their community and do
work. It keeps them active, engaged in constructive work and connected to society, so they can
feel that they are still part of the society. It gives a message that they still matter , and this can

make a big difference in their mental state.

Although the statute does not provide a detailed framework for how community service is
to be implemented, but its legal recognition alone reflects an evolving understanding of justice
a justice which may align better with Constitutional ideas of dignity and mental well-being.
Its successful implementation, however, will depend on judicial willingness, administrative
efficiency, and help of local bodies and NGOs. With this, it can become a powerful tool to make

justice more human and rehabilitative.'®

IMPACT OF COMMUNITY SERVICE ON PRISONERS’ MENTAL HEALTH

No study directly shows that community service alone improves prisoners’ mental health.
Evidence discussed earlier shows that community-based sanctions, combining treatment,
supervision, and social support leads to better mental health and well-being than custody. They
also reduce risks of suicide, mental deterioration, and reoffending. The impact of community

service on prisoners’ mental health is outlined below:

Stigma after prison : The consequences of incarceration extend beyond confinement. One
long-term effect is societal stigma, which persists after release. Shame, judgment, and social

scrutiny can follow prisoners for years. Finding employment becomes difficult, and friends or

14.  Divya S., Community Service as a Punishment Under Indian Criminal Law: An Overview, Legal
Service India (Aug. 15, 2023), https://www.legalserviceindia.com/legal/article-18992-community-
service-as-a-punishment-indian-and-global-perspective-analysis.html.

15.  Martin Killias, Marcelo Aebi & Denis Ribeaud, Does Community Service Rehabilitate Better Than
Short-Term Imprisonment? Results of a Controlled Experiment, 39 Howard J. Crim. Just. 40, 40-57
(2000).

16.  Shivani Johri, Concept of Community Service as Punishment Under BNS, 2023 — A Boon or Bane?
IJLSSS,(2023), https://ijlsss.com/concept-of-community-service-as-punishment-under-bns-2023-a-
boon-or-bane/.
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family may distance themselves. Social rejection after release can impact more than prison itself
and worsen mental health issues such as depression, shame, and social anxiety. Community
service matters because it allows offenders to remain part of society, support their families,
and work while remaining accountable. They are not isolated from the world. This approach

reduces public stigma and preserves the offender’s sense of self-respect."”

Public perception: As an individual contributes to the community, even after committing
an offense, it changes how others perceive them. Instead of being labelled a criminal, they are
seen as someone rebuilding their life. This shift in public perception can reduce the emotional

burden and guilt of punishment and promote rehabilitation.®

THERAPEUTIC JURISPRUDENCE AND REHABILITATIVE JUSTICE

Therapeutic jurisprudence is a legal philosophy that evaluates the law’s impact on
emotional life and psychological well-being. It argues that law is not only a regulatory system
but also a social force with psychological effects on individuals.” In sentencing, this framework
requires that punishments minimize harm and encourage positive change rather than worsening
psychological distress.*’Rehabilitative justice reflects the same idea, emphasizing reintegration

into society instead of prolonged exclusion through imprisonment.

The Bharatiya Nyaya Sanhita, 2023 (BNS) introduces community service as a penalty
for specific offenses, particularly those involving minor harm or social disruption, where
incarceration may be disproportionate. This innovation marks a significant depature from
the earlier Indian Penal Code, which relied almost exclusively on custodial or fine-based
punishments. By permitting community service in place of confinement, the BNS offers
a sentencing option more aligned with therapeutic jurisprudence, since it enables offenders
to maintain social ties, undertake constructive roles, and avoid the damaging psychological
effects commonly associated with imprisonment. Placing community service within the BNS
framework therefore illustrates a move towards a sentencing philosophy that values dignity and

psychological well-being alongside deterrence and retribution.

17.  Jenu Varghese & Vijay Raghavan, Restoration of Released Prisoners to Society: Issues, Challenges
and Further Ways; Insights from Kerala, India, 32 Int’l Annals Criminology 123,123-140 (2020).

18.  Ankita Roy, Community Service Sentencing and Its Significance in the Indian Criminal Justice
System, LIVE LAW (Feb. 6, 2024), https://www.livelaw.in/articles/community-service-sentencing-
and-its-significance-in-the-indian-criminal-justice-system-248589 .

19. David B. Wexler, Putting Mental Health into Mental Health Law, /6 LAW & HUM. BEHAV. 27,27-
34 (1992), https://doi.org/10.1007/BF02351047.

20.  Megan Testa, Reflecting on Therapeutic Jurisprudence in the Criminalization of Mental Illness and
Addiction, 49 J.AM.ACAD. PSYCHIATRY & L.458,458-64 (Nov. 2021).
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CHALLENGES IN APPLYING COMMUNITY SERVICE IN INDIA

Although community service has been formally introduced into our justice system and

is widely recognized for its positive potential, it may still fall short of achieving its intended

objectives due to several persistent challenges®'. These include:

The first and foremost challenge is the lack of procedural clarity. The statute provides
no clarity about kind of work offenders should do, that means decisions could vary

widely from one court room to another.?

Its implementation also poses significant challenges. Questions remain over how
community service is to be effectively administered, as there is the lack of adequate
systems to monitor compliance.?For instance, who will oversee the work assigned,
and what mechanisms will ensure accountability if an individual fails to complete the

required hours of service?

The law remains silent on assessing the mental health of offenders before or during
community service. Such evaluation is crucial to determine the type of work an
individual can reasonably undertake. Without it, offenders experiencing conditions
such as depression, trauma, or anxiety, may be placed in environments that exacerbate

their vulnerabilities, undermining both rehabilitation and well-being.

Prisons in India have very few psychiatrists, with only 0.75 per 100,000 inmates, far
below the recommended ratio of 3 or more per 100,000. This severe shortage limits

access to mental health care for prisoners and exacerbates psychological distress.>

Public perception also presents a significant challenge. Community service is often
regarded as a lenient or ‘soft’ form of punishment, which may influence judicial

discretion and diminish public confidence in the criminal justice system.

Addressing these challenges is essential to realizing the full potential of community service

as a sentencing alternative that safeguards offenders’ mental health and upholds human dignity.

21.

22.

23.

24,

Vishnu Sharma, Shifting Contours of Criminal Laws: Analysing the Viability of Community Service
as a Punitive Measure in India, NUALS L.J. (2024), https://nualslawjournal.com/2024/09/20/
shifting-contours-of-criminal-laws-analysing-the-viability-of-community-service-as-a-punitive-
measure-in-india/ .

Sonal rai, Community Service as a Punishment under BNS: Provisions, Theories and Cases,

LawFoyer, (2024), https://lawfoyer.in/community-service-as-a-punishment-under-bns-provisions-
theories-and-cases/ .

K. Bharath-Chandra & K. Sita-Manikyam, The Roadblocks to Community Service as Punishment
and How to Overcome Them, Volume -2,Int’1 J. For Legal Research & Analysis.(Mar. 2025).

Kabir Garg, C. N. Kumar & Prabha S. Chandra, Number of Psychiatrists in India: Baby Steps
Forward, but a Long Way to Go, 61 INDIAN J. PSYCHIATRY 104,104-106(Jan.—Feb. 2019).
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MENTAL HEALTH SAFEGUARDS IN COMMUNITY SENTENCING

If we want community service to actually work as a replacement for prison, it needs to
come with proper mental health protection. Without them, we risk making the same mistake
that happened behind bars. Studies show that when people’s needs are ignored, they are far

more likely to commit crimes again.?

Structured interventions, such as the United Kingdom’s Community Sentences Treatment
Requirement (CSTR) protocol, address these needs. People do their service hours, but they also

get help for mental health problems and other issues at the same time.?

International policy guidelines reinforce this approach. The World Health organization
(WHO) and Penal Reform International (PRI) recommend incorporating early mental health
screening. Evidence-based treatment and keep support going throughout their sentence.”

The United Nations Office on Drugs and Crime (UNODC) also advises including mental
health safeguards within the design and administration of all non-custodial programs to mitigate
the risk of psychological deterioration.” In the Unites States mental health courts have shown that
when people get the right therapy and support as part of their sentence, they stay more stable and
are less likely to re- offend.”?Australia’s diversion programs do something similar by combining
community work with therapy requirements. For India, this would mean getting the courts,
probation officers and mental health centers like and NIMHANS to work together. Probation
officers could be trained to spot warning signs early. So that court could make treatment as part
of the sentence and regular check-ins could make sure people are actually getting better.** By
embedding such safeguards community service can evolve beyond its punitive function to serve

as a preventive and rehabilitative instrument for protecting the mental health of offenders.

SUGGESTIONS

Although the Bharatiya Nyaya Sanhita, 2023 makes some reference to community service,
its application remains limited to a narrow class of petty offenses. To transform it into a genuine

alternative to imprisonment that also safeguards prisoners’ mental health, a multi-layered reform

25.  Seena Fazel et al., Risk Factors for Recidivism in Individuals Receiving Community Sentences: A
Systematic Review, 16 PLOS ONE ¢0249012 (2021), https://pubmed.ncbi.nlm.nih.gov/31218975/ .

26.  Ministry of Justice (UK), Community Sentence Treatment Requirements Protocol (2020),

27.  World Health Organization & Penal Reform International, Mental Health in Prison Settings: A short
guide,(2021), https://www.penalreform.org/resource/mental-health-in-prison-a-short-guide-for/ .

28.  United Nations Office on Drugs and Crime, Introductory Handbook on the Prevention of Recidivism
and the Social Reintegration of Offenders, ch.3, at 41-45,( (2018) .

29.  HenryJ. Steadman et al., Effect of Mental Health Courts on Arrests and Jail Days, 62 PSYCHIATRIC
SERVICES 1395,1395-97 (2011).

30.  National Institute of Mental Health and Neurosciences (NIMHANS), Guidelines for Mental Health
Care in Prisons. 12-15, (2020).
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strategy is required. These reforms should operate at three distinct levels legal, administrative,

and social; so that changes are not merely symbolic but practical and sustainable.

a. Legal Reforms

India needs a clear statutory framework for community service that extends beyond minor
offenses to non-violent cases suitable for rehabilitation. Guidelines should ensure consistency
in the type and duration of service, proportionate to offence severity, and mandate psychiatric
assessment before custodial sentences to identify offenders for treatment-linked sanctions.
Such reforms can reduce prison overcrowding and protect inmates’ mental health. The United
Kingdom’s Community Sentence Treatment Requirements Protocol offers a useful model for

integrating service with treatment, in sentencing.’!

b. Administrative Reforms

At the administrative level, effective community service requires robust supervision and
support. Probation services should be expanded and trained to identify psychological distress
and facilitate care. State governments must partner with mental-health institutions such as
NIMHANS for systematic assessments, treatment referrals, and follow-up. Maintaining clear
records of community service opportunities across sectors enables judges to assign socially
useful, rehabilitative programs. Regular judicial and administrative review, as recommended
by UNODC?, is essential to ensure compliance and protect offenders’ mental health, preventing

community service from becoming a mere formality.

¢. Social Reforms

At the social level, the effectiveness of community service depends on changing public
perceptions that imprisonment is the only form of accountability. Awareness campaigns should
emphasize its social value, showing that offenders contribute meaningfully while preserving
their dignity. Civil society, NGOs, and local bodies must be involved in designing placements
that are both beneficial and rehabilitative. While education and media outreach can highlight
how such alternatives reduce recidivism, protect mental health, and advance restorative justice.
Together with legislative and administrative reforms, these measures can transform community

service under the BNS, 2023, into a genuinely restorative, dignity-based alternative.

CONCLUSION

This paper has argued that community service, newly introduced under the Bharatiya Nyaya

Sanhita, 2023, offers a dignity-based alternative to incarceration that can mitigate the silent but

31.  Ministry of Justice (UK), Community Sentence Treatment Requirements Protocol, at 6-8, (2020),

32.  United Nations Office on Drugs and Crime, Introductory Handbook on the Prevention of Recidivism
and the Social Reintegration of Offenders, Ch. 3, at 41-45,(2018).
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profound mental health harms of imprisonment. By demonstrating how custodial sentences
contribute to psychological deterioration, while community service allows offenders to remain
socially connected, accountable, and rehabilitated, the study underscores the need for sentencing
practices aligned with therapeutic jurisprudence and rehabilitative justice. India’s current
framework remains limited by procedural ambiguity, inadequate mental health safeguards,
and weak administrative support. The comparative insights from countries like, the United
Kingdom’s Community Sentence Treatment Requirements, the Unites States, and Australia,
illustrate how integrating treatment with non-custodial sanctions can protect dignity and well-
being while ensuring credibility of punishment. Future research must therefore empirically
assess the mental health outcomes of community service in India, explore judicial and public
attitudes towards its legitimacy, and develop interdisciplinary models that link accountability
with rehabilitation. At this pivotal juncture, India has the opportunity to move beyond retributive
incarceration and embrace community service as a transformative tool of justice that safeguards

mental health, upholds dignity, and strengthens the path toward restorative reform.
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ANACHRONISTIC AUTHORITY, HUMAN RIGHTS ANOMALY:
REIMAGINING INDIA’S PRISONS BEYOND THE 1894 ACT

Rakhee Gadhave!

ABSTRACT

India’s alarming prison systems are triggered by the Prisons Act of 1894 which largely
focuses on punishment and control instead of correction and rehabilitation. In this paper, I
contend that the prevalent framework of the Act violates human dignity in the context of Article
21 of the Constitution, undermining India’s obligations to global commitments, especially UN
SDG 16 on peace, justice, and strong institutions. While the judiciary has made some progress
toward granting rights to prisoners, these advances remain shackled by the outdated philosophy
of the Act and the persistent implementation failures that burden the system, which includes
severe cases of overcrowding, widespread human rights violations and absence of rehabilitative
efforts, legal aid, and infrastructure. This study outlines the gaps between legislative intent and
implementation, analyses the progress and regression within the framework of international
benchmarked human rights, and the evolving critique of the carceral continuum. It emphasizes
the processes aimed at changing the Model Correctional Services Act with unique precision
and detail. The proposal offers a paradigm shift grounded in rights, which includes the
drafting of a Prisoners’ Rights Charter, oversight on prison policy establishment, and other
structural modifications, including an independent National Prison Oversight Commission,
aimed at reinforcing rehabilitation and reducing recidivism. It also incorporates the existing
gaps of technological shackling, inclusive of provisions for sensitive groups, and the expedited
recruitment, training, and deployment of prison staff. The crucial point of this article is that prison
reform means more than administrative adjustments; it is, in fact, a constitutional-moral mandate
that demands immediate response from the courts, civil society, and those in governance. The
shift from punishment with imprisonment to mercy enshrined in the constitution must integrate

the law, policy, and practical implementation.

Keywords: Prison Reform, Human Rights, Colonial Legacy, Rehabilitation, Justice,
Sustainable Development Goals (SDGs), Prisons Act of 1894

l. Principal, Smt. Kamalaben Gambhirchand Shah Law School, Affiliated to S.N.D.T. University
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INTRODUCTION

The administration of justice in any sovereign state deeply reflects its commitment to
constitutional values and the rule of law. In India, a vibrant constitutional democracy, the state
of its carceral institutions presents a salient dilemma. Governed primarily by the outdated
Prisons Act of 1894 which is a colonial relic designed for punitive control. Indian prisons suffer
from systemic pathologies, including endemic overcrowding, human rights transgressions, and
a deficit in rehabilitative programming?. This framework is a direct violation of Article 21 of
the Constitution, which guarantees the fundamental right to life with dignity to all, including
the incarcerated. Additionally, it impedes India’s compliance to international obligations,
notably Sustainable Development Goal (SDG) 16, which champions peace, justice, and strong
institutions®. The persistent disjunction between robust constitutional jurisprudence and the

realities within these facilities mandates a comprehensive scholarly inquiry.

This paper argues that while India’s constitutional framework and the recommendations
of expert committees (e.g., Mulla, Krishna Iyer) have consistently advocated for humane
treatment and rehabilitation, the enduring systemic issues underscore a profound disconnect.
This disconnect, it is contended, is not merely an implementation deficit but a consequence of
the Prisons Act of 1894, which prioritizes control over correction, fundamentally misaligning
the system with modern human rights standards and the transformative vision of SDG 16 *.
Bridging this gap necessitates a legislative overhaul and the establishment of a rights-based,
capacity-sensitive model that reorients penal policy towards constitutional morality and the

global imperative of justice for all.

To rigorously substantiate this hypothesis, this research pursues four key objectives: to
examine the existing legal and constitutional framework; to analyse the implementation gap
between reform recommendations and ground realities; to evaluate India’s prison system through
the lens of SDG 16 and international human rights; and finally, to propose a rehabilitative,
rights-based legal model for prison reform. The paper is structured to systematically address
these objectives, beginning with the historical context, moving through constitutional and
international standards, detailing systemic failures, and culminating in proposed solutions and

the collaborative roles of stakeholders for a transformative shift.

2. Vanshika Kapoor, Prison system : role and reforms made w.r.t India - iPleaders, IPleaders (June 22, 2024),
https://blog.ipleaders.in/prison-system-role-and-reforms-made-w-r-t-india/.

3. G.A. Res. 70/1, Transforming Our World: The 2030 Agenda for Sustainable Development, princ. 16.3,
16.6, 16.A (Sept. 25, 2015).

4, All India Committee on Jail Reforms (Mulla Committee) Report (1980-83); Justice V.R. Krishna Iyer

Committee Report (1987) (highlighting disconnect between recommendations and reality).
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THE ENDURING LEGACY OF COLONIALISM: INDIA’S PRISON SYSTEM
GENESIS

The Prisons Act of 1894° is the primary statute that defines the operational framework
of India’s modern carceral institutions. This foundational statute was enacted by the
British administration and was designed to serve imperial objectives of control, punitive
discipline, and the effective management of a subject populace, rather than rehabilitation or
social reintegration. Understanding this historical foundation is essential to understanding the

structural issues that still plague the Indian penal system today.

The Prisons Act, 1894: A Relic of Control

The Prisons Act of 1894 consolidated disparate colonial regulations to establish a unified,
yet inherently regressive, system of prison management across British India®. Its primary
objectives were unequivocally custodial and deterrent, focusing on secure confinement and the
infliction of discomfort as a consequence of transgression. The Act provided for infrastructure,
staff duties, and inmate classification, but conspicuously lacked substantive provisions for
education, vocational training, or psychological care’. The punitive ethos was particularly
evident in sections on “prison-offences” and their associated stringent disciplinary measures ®.
This focus on retribution contrasts sharply with modern penological principles, which prioritize
the reformative potential of incarceration for an offender’s reintegration into society’. The 1894
Act thus remains a significant statutory impediment to progressive correctional practices in

India.

Post-Independence Inertia and Early Reform Efforts

Upon independence in 1947, India inherited this colonial apparatus, including the
Prisons Act of 1894, which inexplicably retained its legal efficacy. This institutional inertia
stemmed from pressing nation-building exigencies, the societal marginalization of incarcerated
populations, and a prevailing focus on law and order that often-sidelined correctional reform'.
Despite this, humanitarian concerns spurred the establishment of several significant committees

to recommend improvements:

5. Prisons Act, No. 9 of 1894, India Code (1894).

6. S. DHOLAM, PRISONER’S REFORMATION AND REHABILITATION (Walnut Publication.com
2021)

7. Prisons Act, 1894, §§ 3, 4, 10-12.

8. Prisons Act, 1894, §§ 45-50.

9. United Nations Standard Minimum Rules for the Treatment of Prisoners (the Nelson Mandela Rules),

U.N. Office on Drugs and Crime (UNODC) (2015) (outlining modern rehabilitative principles).
10. India Justice Report (Tata Trusts) (2019) (highlighting systemic neglect).
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e The All-India Committee on Jail Reforms (Mulla Committee), 1980-83: This
seminal committee undertook a comprehensive review, advocating for a new All-India
Prisons Act, scientific classification of prisoners, improved staff training, and emphasis
on legal aid and vocational training, effectively envisioning a shift from custodial to

correctional philosophy!!.

* The Justice V.R. Krishna Iyer Committee on Women Prisoners, 1987: Chaired
by the eminent jurist, this committee specifically focused on the distinct needs of
women prisoners, emphasizing legal aid, vocational training, access to children for

incarcerated mothers, and decongestion'?.

* The Justice Amitava Roy Committee (formerly R.C. Lahoti Committee), 2018:
Constituted later, this committee primarily addressed alarming prison overcrowding,
prisoner welfare, and optimal infrastructure utilization, reiterating calls for judicial

and executive action to decongest jails'.

The Prevalent “Implementation Gap”

Despitethe comprehensive nature oftheserecommendations, theirsystematic implementation
has remained conspicuously lacking, creating a critical “implementation gap” between promoted
policy and ground reality. Several factors contribute to this enduring gap. A persistent lack of
political will often translates into insufficient budgetary allocations for infrastructure, staff, and
rehabilitative programs, as prisons frequently remain low on the political agenda'®. Secondly,
bureaucratic delay and fragmented governance with prison administration falling under state
jurisdiction lead to disparate policies and inconsistent implementation standards, hindering a
unified national effort'®. Thirdly, the lack of a modern, comprehensive law to replace the 1894
Act means many progressive recommendations lack mandatory enforcement'®. Finally, societal
apathy towards prisoners further reduces public pressure for meaningful reform!'”. This serious
failure to turn progressive recommendations into actionable policy underscores the deep-rooted

challenges in transforming India’s colonial carceral legacy.

11. All India Committee on Jail Reforms (Mulla Committee) Report (1980-83), Chapters 5, 8, 11, 14.
12. Justice V.R. Krishna Iyer Committee Report on Women Prisoners (1987).

13. Justice Amitava Roy Committee Report (2018) (details can be found in news reports and government
documents).

14. India Justice Report, supra note 6.

15. Selected Recommendations and Guidelines on ‘Capacity’ by Prison Reform Committees in India

16. iPleaders Blog, supra note 2.
17. S. DHOLAM, supra note 2
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CONSTITUTIONAL PROTECTIONS AND JUDICIAL LANDMARKS

Despite the outdated framework of the Prisons Act of 1894, the Supreme Court of India has,
through its progressive decisions, tried to bring constitutional morality into the prison system.
At the center of this development is the broad interpretation of Article 21 of the Constitution,

which clearly extends the right to life and personal liberty to prisoners.

Article 21: Right to Life with Dignity for Prisoners

Article 21 states that “No person shall be deprived of his life or personal liberty except
according to procedure established by law.” The Supreme Court has repeatedly affirmed that
“life” in this context signifies not mere physical existence but a life imbued with dignity'®. This
expansive meaning has been firmly applied to prisoners, challenging the historical notion that
incarceration strips individuals of their fundamental rights. The judiciary has unequivocally
asserted that a prisoner retains all basic rights save those necessarily curtailed by lawful
detention'. This principle changed the state’s responsibility towards prisoners, requiring

humane and dignified treatment and setting the stage for judicial oversight of prison conditions.

Landmark Judicial Interventions and Their Rationale

The Supreme Court’s role in protecting prisoners’ rights can be seen in a series of landmark

judgments, expanding constitutional protection step by step:

* Sunil Batra v. Delhi Administration (1978): This seminal judgment definitively
rejected the “hands-off” doctrine in prison matters®’. The Court held that “imprisonment
does not spell the liquidation of all fundamental rights.” It struck down practices like
solitary confinement and arbitrary handcuffing as violations of Article 21. It established
that judicial review extends to prison administration, enabling inmates to seek redress

for inhuman treatment and affirming their right to human dignity?'

* D.K. Basu v. State of West Bengal (1997): Addressing pervasive custodial violence,
this ruling laid down mandatory guidelines for arrest and detention?’. These included
the right of the arrestee to inform a family member, mandatory arrest memos, and
medical examinations, aiming to ensure transparency and accountability and thereby

mitigate abuse within police lock-ups and prisons?.

18. Francis Coralie Mullin v. Administrator, Union Territory of Delhi, AIR 1981 SC 746 (India).
19. Sunil Batra v. Delhi Administration, AIR 1978 SC 1675 (India).

20. Id.at 19

21. Id. at 1690.

22. D.K. Basu v. State of West Bengal, AIR 1997 SC 610 (India).

23. Id. at 616-17.
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» Sheela Barse v. State of Maharashtra (1983): This case highlighted the specific

vulnerabilities of women prisoners and underscored the imperative for legal aid and

humane treatment, particularly for female inmates®*. The Court emphasized gender-
sensitive approaches and reiterated that free legal services were an inalienable
component of a fair procedure under Article 21, aligning with the principles of access

to justice®.

* Inhuman Conditions in 1382 Prisons (2016): Initiated Suo motu by the Supreme
Court, this public interest litigation addressed severe overcrowding and neglect across
prisons®®. The Court issued comprehensive directions to Union and State Governments
regarding overcrowding, sanitation, health, food, and undertrial prisoners,
demonstrating an ongoing judicial commitment to supervise executive duties in this

domain?’.

These judicial pronouncements collectively form a robust jurisprudential foundation, aiming

to transform India’s prison system towards a rights-respecting and rehabilitative structure.

Limitations of Judicial Activism

Despite their groundbreaking nature, judicial interventions frequently encounter significant
limitations in terms of effective implementation and sustained enforcement. Even though
judicial interventions have been groundbreaking, they face serious limits in practice. Since
there is no modern law to replace the outdated 1894 Act, many of the progressive directions of
the courts remain more aspirational than binding?®. Courts can declare rights and issue orders,
but they cannot manage daily prison administration or control how resources are allocated.
Their directives often get stuck due to bureaucratic delay, poor budget support, and lack of
political will from state governments®. This inherent structural limitation means that while
courts articulate the problem and the solution in principle, the actual translation into tangible
improvements relies heavily on the responsiveness of the executive and legislative branches.
This perpetual “implementation gap” underscores the critical need for a legislative overhaul
that institutionalizes judicial pronouncements and provides an enforceable legal basis for a

rights-based correctional system*’.

24, Sheela Barse v. State of Maharashtra, AIR 1983 SC 378 (India).

25. Id. at 381-82

26. Re-Inhuman Conditions in 1382 Prisons, (2016) 3 SCC 700 (India).

27. Id. at 714-16.

28. iPleaders Blog, supra note 2.

29. India Justice Report (Tata Trusts) (2019) (highlighting deficiencies in state budgets for prisons).

30. Prison Reform: Selected Recommendations and Guidelines on ‘Capacity’ by Prison Reform Committees
in India, available at [Link to the relevant SlideShare or document if possible] (discussing lack of capacity
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THE GLOBAL IMPERATIVE: SDG 16 AND INTERNATIONAL HUMAN RIGHTS
STANDARDS

India’s goal of becoming a leading global power requires not only compliance with its

Constitution but also with international human rights standards. The state of Indian prisons is

an important test of this commitment, as it directly affects obligations under the Sustainable

Development Goals (SDGs), especially SDG 16 and other international human rights

instruments.

SDG 16: Access to Justice and Accountable Institutions

The United Nations 2030 Agenda for Sustainable Development, which India has adopted,

includes SDG 16: Peace, Justice, and Strong Institutions. Several of its targets are closely linked

to prison reform:

Target 16.3: Aims to “promote the rule of law at the national and international levels
and ensure equal access to justice for all.” The existence of a substantial undertrial
population, often denied prompt legal aid or bail, directly undermines this target®'.
Overcrowding, a direct consequence of prolonged pre-trial detention, further violates

the principle of humane treatment.

Target 16.6: Focuses on developing “effective, accountable and transparent institutions
at all levels.” The prevailing opaqueness, lack of independent oversight, and poor

accountability mechanisms within Indian prisons starkly contradict this objective®.

Target 16.A: Seeks to “strengthen relevant national institutions, including through
international cooperation, for building capacity at all levels, in particular in developing
countries, to prevent violence and combat crime and terrorism.” This target underscores
the need for robust, well-resourced correctional institutions capable of upholding

human rights and preventing re-offending?’.

India’s prison conditions, therefore, represent a significant hurdle to achieving its SDG 16

commitments, highlighting a critical gap between national aspirations and lived realities.

31.

32.

33.

building due to implementation failure).

UNICEF DATA, SDG Goal 16: Peace, Justice and Strong Institutions, (27 August 2025, 09: 21 pm)
https://data.unicef.org/sdgs/goal-16-peace-justice-strong-institutions/

UNODC, SDG16: Peace and Justice, (27 August 2025, 09: 21 pm) https://www.unodc.org/unodc/en/
about-unodc/sustainable-development-goals/sdgl6 -peace-and-justice.html

Id.
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International Human Rights Instruments and Penal Standards

Apart from the SDGs, several international human rights instruments set global standards

for the treatment of prisoners. India, as a signatory to many of these, is bound by their principles:

International Covenant on Civil and Political Rights (ICCPR), 1966: India ratified
the ICCPR in 1979. Article 10(1) clearly states that “All persons deprived of their
liberty shall be treated with humanity and with respect for the inherent dignity of the
human person™*. This core principle resonates deeply with Article 21 of the Indian
Constitution, yet custodial violence, inadequate medical care, and degrading conditions

often represent direct violations of Article 10%.

The United Nations Standard Minimum Rules for the Treatment of Prisoners
(The Nelson Mandela Rules), 2015: As a comprehensive restatement of the original
1955 rules, the Mandela Rules provide detailed, globally accepted minimum standards

for all aspects of prison management*®. Key provisions include:
i. Rule 1: Mandating respect for inherent dignity.

ii. Rules 24-35: Ensuring adequate healthcare standards, equivalent to those

available in the community, and psychological and psychiatric services®’.
iii. Rules 43-44: Restricting solitary confinement as a measure of last resort.
iv.  Rules 91-92: Guaranteeing access to legal counsel and family visits.

v.  Rules 103-104: Emphasizing prisoner classification and individual treatment

geared towards rehabilitation.

India’s prisons frequently fall short of these standards, particularly concerning healthcare,

solitary confinement practices, and the actual implementation of rehabilitative measures.

The United Nations Rules for the Treatment of Women Prisoners and Non-
custodial Measures for Women Offenders (The Bangkok Rules), 2010: These rules
supplement the Mandela Rules, addressing the specific vulnerabilities and needs of
women in the criminal justice system*. They mandate gender-sensitive infrastructure,

34.
35.

36.

37.
38.

International Covenant on Civil and Political Rights art. 10(1), Dec. 16, 1966, 999 U.N.T.S. 171.

NHRC, Rights of Prisoners, (27 August 2025, 09: 00 pm) https://nhrc.nic.in/sites/default/files/11%20
Rights%200f%20Prisoners-compressed.pdf

United Nations Standard Minimum Rules for the Treatment of Prisoners (the Nelson Mandela Rules),
U.N. Office on Drugs and Crime (UNODC) (2015).

1d. at Rules 24-35

United Nations Rules for the Treatment of Women Prisoners and Non-custodial Measures for Women
Offenders (the Bangkok Rules), U.N. Doc. A/RES/65/229 (Mar. 16, 2011).
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specific provisions for pregnant women and mothers with children, access to feminine
hygiene products, and non-custodial alternatives where appropriate*®. The neglect of
these provisions in many Indian prisons further highlights the implementation deficit.

* The Body of Principles for the Protection of All Persons under Any Form of
Detention or Imprisonment, 1988: This instrument reinforces the principles of
humane treatment, prohibition of torture, and access to legal counsel and remedies®.

India’s continued struggle with prison overcrowding, custodial deaths, and the lack of robust
rehabilitation directly undermines its moral credibility and its international legal commitments.
The gap between these global ideals and domestic realities necessitates urgent reforms to align

domestic prison practices with global human rights standards.

SYSTEMIC DEFICIENCIES AND THE IMPLEMENTATION GAP IN INDIAN
PRISONS

Even with strong constitutional protections and clear international standards, India’s prison
system still suffers from deep and widespread problems. These failures show a serious gap
in implementation, reflecting a sharp divide between legal ideals and actual prison practices,

which in turn undermines human dignity and the goals of justice.

Overcrowding: The Central Crisis

Overcrowding is the most acute challenge, fundamentally compromising humane
incarceration*!. Official statistics consistently show occupancy rates exceeding 130%, with many
states far higher*. A staggering proportion, often over 70%, comprises undertrial prisoners,
many detained for minor offenses or unable to afford bail*. This aggravates congestion, strains
resource, blurs the distinction between accused and convicted, and directly impinges upon the

presumption of innocence and the right to a healthy environment under Article 214

Human Rights Violations and Custodial Brutality

Despite judicial directives like D.K. Basu v. State of West Bengal, incidents of custodial

violence, torture, and deaths in custody remain a grave concern®. Guidelines for arrest and

39. Id. at Rules 2, 4, 5.

40. Body of Principles for the Protection of All Persons under Any Form of Detention or Imprisonment, G.A.
Res. 43/173, U.N. Doc. A/RES/43/173 (Dec. 9, 1988).

41. India Justice Report (Tata Trusts) (2019) (highlighting overcrowding as a primary issue).

42. National Crime Records Bureau, Prison Statistics India (latest available report) (reporting occupancy
rates).
43. Id.

44. Re-Inhuman Conditions in 1382 Prisons, (2016) 3 SCC 700 (India)
45. D.K. Basu v. State of West Bengal, AIR 1997 SC 610 (India)
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detention are frequently flouted, leading to continued physical abuse, denial of medical attention,
and psychological intimidation*. A lack of effective, independent mechanisms for investigating
abuses and prosecuting perpetrators fosters impunity, directly contravening international

obligations to prevent torture and ensure accountability*’.

Inadequate Legal Aid and Access to Justice

Access to prompt and effective legal aid, a constitutional mandate, remains severely
inadequate, particularly for indigent and marginalized prisoners*. Many undertrials languish
in detention due to inability to access or afford legal representation, severely undermining
SDG 16.3 on equal access to justice®. Legal Services Authorities, though existing, often lack

sufficient funding, personnel, and proactive engagement within prisons®.

Neglect of Vulnerable Groups

Prisons disproportionately impact vulnerable populations:

*  Women Prisoners: Face lack of gender-sensitive infrastructure, male staff for sensitive
tasks, inadequate hygiene provisions, and the distressing situation of mothers raising
children within prison walls, often in violation of the Bangkok Rules®'.

* Transgender Persons: Suffer severe discrimination, harassment, and violence due to
binary prison structures and lack of gender-affirming facilities>.

* Mentally ill Prisoners: A significant proportion of inmates have undiagnosed
or untreated mental health issues. Prisons lack qualified professionals, adequate
medication, and therapeutic environments, leading to prolonged, unjustified detention

and a cycle of re-offending™.

Substandard Infrastructure and Living Conditions
Many prison infrastructures are old, damaged, and incapable of meeting basic human

needs. Deficiencies include unsanitary conditions, poor ventilation, inadequate access to clean

46. Id. at 616-17.

47. National Crime Records Bureau, supra note 2 (reporting custodial deaths); see also Human Rights Watch,
India: Police Abuses Go Unpunished.

48. Sheela Barse v. State of Maharashtra, AIR 1983 SC 378 (India)

49, UNICEF DATA, SDG Goal 16: Peace, Justice and Strong Institutions, (last visited 27 August 2025),
https://data.unicef.org/sdgs/goal-16-peace-justice-strong-institutions/

50. iPleaders Blog: supra note 2.

51. United Nations Rules for the Treatment of Women Prisoners and Non-custodial Measures for Women
Offenders (the Bangkok Rules), U.N. Doc. A/RES/65/229 (last visited Mar. 16, 2011), https://www.
unodc.org/documents/commissions/CCPCJ/Crime_Resolutions/2010-2019/2010/General Assembly/A-
RES-65-229.pdf

52. Reports by civil society organizations working on LGBTQ+ rights in India.

53. India Justice Report, supra note 1 (discussing mental health challenges in prisons).

[108]



CHAPTER - 2: CRIMINAL JUSTICE ADMINISTRATION, DUE PROCESS AND PRISONERS” RIGHTS

water, and a critical shortage of functional toilets*. Medical facilities are minimal, with a severe
shortage of doctors and essential medicines, contributing to preventable illnesses and deaths.

Educational and vocational training facilities are largely absent or inadequate®.

Staffing Shortages and Training Deficiencies

A critical underlying cause of systemic failures is severe understaffing across prison
departments®. Low staff-to-inmate ratios lead to overworked employees and compromised
security. Existing training is still based on colonial methods of control, with little focus on
human rights, modern correctional psychology, or rehabilitation. This makes it difficult to bring

prison practices in line with constitutional mandates and international best practices®’.

Direct Violation of Constitutional and International Standards

Collectively, these systemic issues represent a profound failure to uphold fundamental
human rights and legal obligations. Pervasive overcrowding, custodial violence, denial of legal
aid, and neglect of vulnerable groups directly contravene Article 21 of the Indian Constitution,
SDG 16 on justice, and core principles enshrined in the Nelson Mandela Rules and Bangkok
Rules. The cumulative effect is a prison system that perpetuates injustice rather than mitigating

it, underscoring the urgent imperative for comprehensive reform.

REIMAGINING JUSTICE: A REHABILITATIVE AND CAPACITY-CENTRIC
LEGAL FRAMEWORK

The systemic deficiencies troubling India’s correctional system necessitate a fundamental
paradigm shift, moving beyond incremental adjustments to the obsolete Prisons Act of 1894.
True reform demands a comprehensive legislative overhaul that reorients the entire penal
philosophy from one of punitive control to one grounded in constitutional morality, human
rights, and the imperative of rehabilitation and social reintegration. This section sets out a
multi-pronged legal and policy framework aimed at creating a justice-oriented, capacity-based

prison system.

The Imperative of Legislative Overhaul: A Model Correctional Services Act

The cornerstone of genuine prison reform in India must be the enactment of a new,

progressive Model Correctional Services Act by the Union Parliament, serving as a guiding

54. Mulla Committee Report (1980-83) (detailing infrastructure deficiencies, many of which persist).

S5. Id.

56. India Justice Report, supra note 1 (providing data on prison staff vacancies).

57. Ministry of Home Affairs, Government of India, Training Manual of Basic Course for Prison

Officers 2017, (last visited on Feb. 15, 2021), https://www.mha.gov.in/sites/default/files/2022-12/
TrainingPrisonOfficers_14112022%5B2%5D.pdf
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framework for state-level legislation. This Act must unequivocally replace the Prisons Act of

1894 and its colonial legacy®. Its foundational principles should be:

e Constitutional Morality: All prison administration and inmate treatment must follow
fundamental rights, especially Article 21, and respect the inherent dignity of every

human being.

e Shift from Punishment to Rehabilitation: Mandating that the primary objective of
incarceration is the reform and social reintegration of offenders, with punitive measures

strictly limited to the deprivation of liberty itself.

* Incorporation of International Standards: Explicitly codifying the principles of the
Nelson Mandela Rules, the Bangkok Rules, and relevant ICCPR provisions, ensuring

their domestic legal enforceability™.

* Rights-Based Approach: A clear Charter of Prisoners’ Rights must be written into

law with legal remedies.

* Accountability Mechanisms: Establishing clear lines of accountability for prison
officials, including provisions for independent investigations into alleged human rights
abuses.

Although the Ministry of Home Affairs issued the Model Prisons and Correctional Services
Act, 2023, its optional adoption by states shows the need for stronger central guidance or

mandatory mechanisms to prevent fragmented responses®.

Codification and Enforcement of a Prisoner’s Rights Charter

The new Act must include a binding Prisoners’ Rights Charter, going beyond court

rulings to direct legal protection. This Charter should guarantee:

* Right to Humane Treatment: Including adequate living space, sanitation, nutrition,
clothing, and clean water.

* Right to Health and Mental Healthcare: Mandating regular medical check-ups,
access to specialized medical and mental health professionals, appropriate medication,

and a therapeutic environment, including provisions for de-addiction and counselling®'.

58. Ministry of Home Affairs, Government of India, Model Prisons and Correctional Services Act, 2023,
(May 10, 2023)

59. United Nations Standard Minimum Rules for the Treatment of Prisoners (the Nelson Mandela Rules),
U.N. Office on Drugs and Crime (UNODC) (2015).

60. Id.

61. See Mental Healthcare Act, 2017, § 103 (India)
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Right to Legal Aid: Ensuring immediate and effective access to legal counsel,
comprehensive legal awareness, and proactive assistance for bail and appeals,

especially for undertrials.

Right to Communication: Facilitating regular, unmonitored contact with family,

legal representatives, and external oversight bodies, including virtual visitation.

Right to Education and Vocational Training: Guaranteeing access to literacy
programs, formal education, and market-relevant vocational training for post-release

employment.

Right to Non-discrimination: Explicitly prohibiting discrimination based on gender,

caste, religion, sexual orientation, or any other ground.

Right to Grievance Redressal: Establishing accessible, independent, and time-bound
mechanisms for prisoners to lodge complaints without fear of reprisal, with mandatory

investigations and public reporting.

Comprehensive Reintegration and Rehabilitation Programs

The new legal framework must mandate and adequately fund a diverse array of reintegration

and rehabilitation programs:

Vocational Training and Skill Development: Programs providing accredited

certifications to enhance employability®.
Educational Initiatives: From basic literacy to higher education opportunities.

Psychological Counselling and Therapy: Mandatory mental health screenings,
individualized care plans, and access to qualified professionals for addressing trauma,

addiction, and other mental health challenges.

Post-Release Support and Aftercare: Establishing halfway homes, job placement
assistance, financial literacy training, and community integration programs to prevent

recidivism. Collaboration with NGOs should be formalized®:.

Restorative Justice Practices: Encouraging victim-offender mediation and

community-based alternatives where appropriate.

62.

63.

India Vision Foundation, Reintegration & Rehabilitation Program, (last visited on 25 August 2025) https://
indiavisionfoundation.org/causes/reintegration-rehabilitation-program/

Id.
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Independent Oversight and Accountability: The National Prison Oversight Commission

To ensure genuine accountability and transparency, a National Prison Oversight Commission
(NPOC), with parallel state-level bodies, must be established through statutory mandate. This

independent body should be empowered to:

* Conduct Regular and Unannounced Inspections: Including full access to facilities,

records, and confidential prisoner interviews.

* Investigate Complaints: Conduct independent investigations into alleged human

rights abuses and custodial deaths, with powers to summon witnesses.

* Publish Reports: Generate annual public reports on prison conditions, issues, and

recommendations.

*  Monitor Compliance: Track the implementation of judicial directives and international

standards.

* Budgetary Oversight: Provide recommendations on prison budgets to ensure adequate
funding.

The NPOC’s composition must be multidisciplinary, including retired judges, human rights

experts, and civil society representatives, ensuring impartiality.

Technology Integration for Transparency and Efficiency

Modern technology must be integrated into prison administration through:

* E-Prisons Project Expansion: Complete digitization of inmate records and case

management with real-time data®.

* Video Conferencing Facilities: Mandate widespread use for court hearings, legal

consultations, and family visits, reducing transportation needs and improving access®.

* CCTV Surveillance: Install high-resolution CCTV in all common areas, with feeds

accessible to a central, independent monitoring authority to deter and detect abuses.

64. Lexport, Beyond Walls: The E-Prison Revolution in the Indian Criminal Judicial System, (last visited
13 May , 2025), https://lexport.in/images/1741246315 _Article%20IBEYOND%20WALLS%20THE%20
E-PRISON%20REVOLUTION%20IN%20THE%20INDIAN%20CRIMINAL%20JUDICIAL%20
SYSTEM.pdf

65. PIB, Digital Transformation of Justice: Integrating Al in India’s Judiciary and Law Enforcement, (Feb.
25, 2025), https:/lexport.in/images/1741246315_Article%20IBEYOND%20WALLS%20THE%20
E-PRISON%20REVOLUTION%20IN%20THE%20INDIAN%20CRIMINAL%20JUDICIAL%20
SYSTEM.pdf
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* Biometric Identification: Implement biometric systems for staff and inmate attendance

to enhance security.

Special Provisions for Vulnerable Groups

The new framework must incorporate specific, enforceable provisions for vulnerable

populations:

Gender-Sensitive Facilities: Mandatory separate institutions/wings for women,

female staff, and provisions for childcare and hygiene in line with the Bangkok Rules®.

Transgender-Inclusive Policies: Clear guidelines for housing, healthcare, and

treatment based on self-identified gender, with sensitivity training for staff.

Comprehensive Mental Healthcare: Dedicated mental health units, mandatory

screening, regular evaluations, and transfer to appropriate care for severe cases®’

Juvenile Justice Compliance: Strict adherence to the Juvenile Justice Act, 2015,

ensuring no juveniles are held in adult prisons.

Capacity Building for Prison Staff

Professionalizing the prison workforce is paramount:

By

Revised Recruitment Standards: Selection should focus not only on physical fitness

but also on psychological aptitude, empathy, and communication skills.®®

Comprehensive Training Programs: Both new recruits and serving staff should
receive mandatory training in human rights, modern penology, conflict resolution, and

handling vulnerable groups.

Adequate Staffing Ratios: Prescribing optimal staff-to-inmate ratios to reduce

workload and enhance supervision.

Promotional Avenues and Welfare Measures: Instituting clear career progression,

better remuneration, and welfare programs to attract and retain qualified personnel.

systematically implementing these legislative, programmatic, and institutional

reforms, India can transition its prison system from a punishment-driven prison model to one

66.

67.
68.

United Nations Rules for the Treatment of Women Prisoners and Non-custodial Measures for Women
Offenders (the Bangkok Rules), U.N. Doc. A/RES/65/229 (Mar. 16, 2011)

India Justice Report (Tata Trust) (2019) (discussing Mental health challenges in prisons).

Ministry of Home Affairs, Government of India, Training Manual of Basic Course for Prison
Officers 2017, (visited on .15 Feb 2021), https://www.mha.gov.in/sites/default/files/2022-12/
TrainingPrisonOfficers_14112022%5B2%5D.pdf

[113]



LEX ET MUTATIO: LAW AND SOCIAL TRANSFORMATION VOLUME V

that is rehabilitative and rights-based, aligning its practices with its constitutional ideals and

international obligations.

PATHWAYS TO IMPLEMENTATION: ROLE OF STAKEHOLDERS

Lasting reform of India’s prison system requires combined efforts from all key actors in
the justice system as well as civil society. Converting proposed laws and policies into actual

improvements will depend on coordinated action from every stakeholder.

The Judiciary’s Continuing Role

While the Indian judiciary has consistently championed prisoners’ rights, its role extends
beyond mere pronouncements. To bridge the implementation gap, the judiciary must adopt a
more active and sustained supervisory function. This includes establishing mechanisms for
active monitoring and enforcement of its own directives, as exemplified by cases like Inhuman
Conditions in 1382 Prisons®. Judges must also proactively encourage and apply alternative
sentencing measures (e.g., probation, community service) for minor offenses to reduce
overcrowding 7. Furthermore, prompt disposal of cases, particularly for undertrial prisoners,
is a crucial judicial function to alleviate prison congestion’'. Judicial oversight can also ensure

Legal Services Authorities effectively fulfill their mandate within prisons.

Legal Services Authorities (LSAs): Expanding Reach and Impact

NALSA and its state/district bodies are statutorily mandated to provide free legal services
to eligible persons, including those in custody’?. Their role is critical for actualizing access
to justice for prisoners. LSAs must implement proactive jail-based legal aid through regular
prison visits, permanent legal aid clinics, and legal literacy programs”. Strengthening the Legal
Aid Defense Counsel System from ad-hoc panel lawyers to dedicated professionals can ensure
more competent and timely representation for prisoners at all stages 7. Active collaboration

with civil society organizations can also expand their reach and efficacy.

69. Re-Inhuman Conditions in 1382 Prisons, (2016) 3 SCC 700 (India).

70. Granthaalayah Publications, ROLE OF JUDICIARY IN REFORM AND DEVELOPMENT OF INDIAN
PRISON SYSTEM, (Visited on Mar. 9, 2025), https://www.granthaalayahpublication.org/Arts-Journal/
ShodhKosh/article/download/4464/4033/24371

71. Hussainara Khatoon v. Home Secretary, State of Bihar, AIR 1979 SC 1360 (India)
72. Legal Services Authorities Act, No. 39 of 1987, India Code (1987), § 12.
73. NALSA FAQs, (Visited on 11 May, 2025), https://nalsa.gov.in/fags/

74. S3waas, Introduction Legal Services Authorities, (Visited on 11 May, 2025), https://cdnbbsr.s3waas.gov.
in/s3ec039¢8661befac6dbcd08304dbf4dca/uploads/2025/04/2025041656.pdf
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Civil Society Organizations (CSOs) and NGOs

Civil society organizations (CSOs) and non-governmental organizations (NGOs) are vital

external forces for prison reform, acting as watchdogs, service providers, and advocates™. Their

contributions include:

e Advocacy and Policy Influence: Raising public awareness and lobbying legislative

and executive bodies for modern prison laws and reform implementation.

* Rehabilitation and Reintegration Programs: Offering vocational training,
educational support, mental health counseling, and post-release aftercare services,

often filling gaps in government provisions (e.g., India Vision Foundation)™.

*  Monitoring and Documentation: Independently documenting human rights abuses,
custodial torture, and poor conditions, and presenting evidence to national and

international bodies, thereby ensuring accountability.

e Legal Support: Assisting LSAs by providing specialized legal aid and direct

intervention in rights violation cases.

Policymakers and Political Will

Lasting reform depends on strong commitment from both central and state governments.

This includes:

* Legislative Action: Prioritizing the enactment of a new, rights-based Model

Correctional Services Act to replace the colonial 1894 Act”’.

* Adequate Budgetary Allocation: Ensuring significant and sustained financial

investment in prison infrastructure, technology, staff, and rehabilitative programs’®.

e Inter-Ministerial Coordination: Promoting seamless collaboration among relevant

ministries (Home, Health, Education, Justice) for integrated reform efforts.

* Public Awareness: Working to shift public perception of prisons from purely punitive

to correctional facilities, building societal support for rehabilitative justice.

75.

76.
77.

78.

NGOFeed, Role Of NGOs In Prison Reform and Criminal Justice, (Visited on 11 May, 2025), https://
ngofeed.com/blog/role-of-ngos-in-prison-reform-and-criminal-justice/

India Vision Foundation, Home, (Visited on 11 May , 2025) https://indiavisionfoundation.org/home/

Ministry of Home Affairs, Government of India, Model Prisons and Correctional Services Act, 2023,
(Visited on May 10, 2025)

Revista Periferias, Prison reforms & democracy, (visited on 15 July 2025) https://revistaperiferias.org/en/
materia/prison-reforms-democracy/

[115]



LEX ET MUTATIO: LAW AND SOCIAL TRANSFORMATION VOLUME V

Case Study: Tihar Jail Reforms Under Kiran Bedi

The transformative initiatives at Tihar Jail under Dr. Kiran Bedi (1993-1995) demonstrate
the potential for comprehensive reform even within existing frameworks”. Her “Tihar Ashram”
model prioritized focused on a human-centered approach, introducing large-scale meditation,
yoga, education, and vocational training®. This case demonstrated that visionary leadership,
clear objectives, and active stakeholder engagement can lead to significant positive change,
proving that a humane and rehabilitative approach is not only morally necessary but also
practically worthwhile and effective in reducing reoffending. Tihar’s lessons remain invaluable

for a nationwide reform strategy.

CONCLUSION

India’s carceral system, bound by the obsolete Prisons Act of 1894, persists as a sobering
testament to a colonial legacy that has proven remarkably resilient to democratic transformation.
This paper has argued that this system functions as a ‘shadow state’, a parallel legal universe
where constitutional guarantees are systematically eroded and the state’s exercise of power
over incarcerated individuals operates with diminished accountability. The enduring punitive
philosophy of the 1894 Act, coupled with a pervasive culture of secrecy and administrative
delay, has kept prisons isolated from the constitutional values and democratic oversight that
should guide them. As a result, the rule of law remains largely theoretical inside prisons, leaving

prisoners’ rights to the discretion of administrators rather than the protection of the Constitution.

Despite decades of earnest judicial interventions and well-meaning reform committee
reports, the transformative potential of these efforts has been consistently diluted. The
judiciary’s expansive interpretation of Article 21, while admirable, has frequently been met
with sluggish implementation, leaving groundbreaking judgments as aspirational ideals rather
than enforceable norms. The absence of a new, binding legislative framework on prisoners’
rights leaves a critical vacuum, allowing disorganized reforms to be absorbed and neutralized
by the Act’s dated, control-centric philosophy. As a result, prisons remain the ‘dark spot’ of
Indian democracy, characterized by rampant overcrowding, endemic human rights violations,
and a profound disjunction between legal theory and lived reality, demonstrating a systemic

failure to bridge the gap between law and justice.

Genuine prison reform, therefore, cannot be a matter of administrative tinkering or an
episodic response to judicial mandates. This paper contends that it is a profound constitutional
imperative that demands a fundamental reimagining of the prison’s role in society. The path

forward lies in replacing the 1894 Act with a comprehensive, rights-based Model Correctional

79. JETIR, Transforming a Hell into Ashram : Kiran Bedi’s Contribution in Reforming Tihar Jail, (visited on
25 July 2025) https://www.jetir.org/view?paper=JETIRK006068

80. Id.
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Services Act that constitutionally recognizes prisons not as sites of retribution, but as
instruments for restorative justice, legal empowerment, and rehabilitation. This new framework
must include independent oversight bodies, greater use of technology for transparency, and
professional training for prison staff in modern penological practices to ensure transparency, and
a dedicated commitment to professionalizing the prison workforce with a modern penological
mindset. These measures are not merely aspirational; they are the essential building blocks for
dismantling the ‘shadow state’ and establishing institutions that are genuinely accountable and

just.

Ultimately, the integrity of India’s democracy is measured not by the rights it grants to its
most privileged citizens, but by the dignity it extends to its most marginalized. To reclaim the
constitutional space lost within its correctional facilities is to bridge the chasm between the
nation’s founding ideals and its operational reality. The dismantling of the ‘shadow state’ is thus
a non-negotiable step towards fulfilling Sustainable Development Goal 16 and ensuring that the
promise of justice, accountability, and human dignity is a reality for every person, even behind
bars. This transformation is the ultimate test of India’s commitment to its own constitutional

soul.
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REFORMING PRISONS, RESTORING DIGNITY: A STUDY OF
SUKANYA SHANTA’S CASE IN LIGHT OF SDGS5 AND SDG16

Kalpana Bisen'

Shradda Sastry?

ABSTRACT

Prison systems are more than sites of confinement—they are critical indicators of a society’s
commitment to justice, equality, and human dignity. In India, the day-today realities of women
prisoners reveal neglect, legal shortcomings, and gender insensitivity. This paper explores the
urgent need for prison reform through a critical analysis of the Sukanya Shanta v. Union of
India case, which brought national attention to the treatment of inmates and the systemic gaps in
ensuring their rights. Framed around the Sustainable Development Goals - specifically SDG 5
(Gender Equality) and SDG 16 (Peace, Justice, and Strong Institutions) - the study interrogates
how the existing carceral regime fails to uphold constitutional guarantees and international human
rights norms. Employing a qualitative and doctrinal methodology, the paper draws upon primary
sources such as judicial decisions, prison manuals, NHRC and NCRB reports, and international
instruments like the Bangkok Rules. This case serves as a legal and factual lens to highlight the
institutional indifference within India’s prison systems. Preliminary findings suggest that while
legal frameworks for prison governance exist, they suffer from weak implementation, lack of
gender sensitivity, and inadequate accountability mechanisms. Women prisoners, particularly
from marginalized communities, continue to face systemic discrimination, unsafe conditions,
and violations of their dignity. The paper argues that the Sukanya Shanta case is a turning
point in prison jurisprudence, offering a platform to reimagine prison policy through the lens
of rehabilitation, human dignity, and judicial oversight. Meaningful reform must transcend

infrastructure and embed human rights at the core of prison administration.

Keywords: Sukanya Shanta case, women prisoners, prison reform, gender justice, SDG 5,

SDG 16, human dignity, rehabilitative justice.

1. 4th Year Student of Law, Alliance University, Bengaluru.
2. 4th Year Student of Law, Alliance University, Bengaluru.
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INTRODUCTION

Prisons act as a critical pillar of the criminal justice framework along with police, judiciary
and correctional services. The prison structure in India is primarily governed by the Prisons Act,
1894, and various other State Prison Manuals. Administration of prisons is largely a state subject
under Entry 4 of List II. The states are responsible for the management, infrastructure, staffing
and welfare policies within its prisons. The decentralized framework has helped the states to
modify prison administration to meet local needs. Indian prisons are deeply overcrowded and
burdened by colonial era structures that perpetuate caste-based discrimination. Prisons are
plagued by severe overcrowding, understaffing, poor infrastructure, inadequate healthcare and
slow judicial processes. In many state prison manuals, menial tasks are exclusively assigned to
scheduled castes and scheduled tribes, while pure tasks such as cooking and administrative roles

are reserved for higher caste inmates.’

The prison system has to be in harmony with Sustainable Development Goal (hereinafter
“SDG”) 16, where the focus should be laid mainly on rehabilitation, accountability and humane
treatment. SDG 16 focuses on building fair, transparent and accountable institutions that
guarantee justice for all, including those behind bars. Sukanya Shantha is a journalist who filed
a writ petition challenging the discriminatory provisions of prison manuals and the practices
present in Indian Prison structure. This has in turn violated Article 14, 15, 17, 21 and 23 of the
Indian Constitution. On October 3, 2024, the Supreme Court struck down these caste-based
provisions, directing both the Union and the states to revise prison manuals.* This judgement
has made a critical advancement towards SDG 16, reinforcing access to justice and institutional

accountability within carceral settings by dismantling structurally embedded discrimination.

SDG 5 seeks to achieve gender equality, where both male and female inmates are entitled to
dignity, safety, and rehabilitative opportunities. Prison structure in India continues to reflect the
deep-rooted gender inequalities, such as inadequate access to gender sensitive healthcare, legal
aid for women, insufficient infrastructure and lack of provisions for transgender inmates.’ The
Bangkok Rules (2010) are UN guidelines that set gender-sensitive standards for the treatment

of women prisoners and promote non-custodial measures. They address specific needs in

3. Ayisha Sidique, A Comprehensive Study of India’s Prison System: An In-Depth Analysis of Structural
Development and Capacity Challenges, JIER, ISSN: 1526-4726. October 2024, at 2199, 2200. https://jier.
org/index.php/journal/article/view/1573

4. Kevin Sebastian, Supreme Court Strikes Down Rules Perpetuating Caste-Based Segregation and
Discrimination in Prisons, Indian Express, Oct. 25, 2024.https://www.scobserver.in/journal/supreme-
court-strikes-down-rules-perpetuating-caste-based-segregation-and-discrimination-in-prison-judgement-
summary/

5. G.A. Res. 70/1, Transforming Our World: The 2030 Agenda for Sustainable Development (Oct. 21, 2015).
https://www.un.org/en/development/desa/population/migration/generalassembly/docs/globalcompact/A
RES 70 1 E.pdf
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healthcare, safety, rehabilitation, and family contact. Their aim is to ensure dignity, equality,

and reintegration for women in the criminal justice system.®

This research is exclusively conducted to bridge the gap between legal reform and actual
practice in Indian Prisons. The grey area lies in the persistence of structural, intersectional
discrimination, particularly against gender diverse individuals and marginalised caste groups.
Despite Sukanya Shantha v. Union of India’ addressing various key issues, reforms remain
limited to formal compliance and fail to transform the deeper institutional culture. This has
resulted in continued violence, indignity and discrimination etc. This study positions the post
Sukanya Shantha prison reform discourse within the dual frameworks of SDG 5 - mandating
gender equality and the elimination of discrimination and SDG 16 requiring peace, justice, and
strong institutions grounded in transparency and accountability. This research paper adopts a
doctrinal research methodology, focusing on a critical analysis of constitutional provisions,
statutory frameworks, and key judicial pronouncements, with particular emphasis on Sukanya
Shantha v. Union of India in the context of the UN Bangkok Rules, SDG 5 on gender equality,
and SDG 16 on peace, justice, and strong institutions. The study relies primarily on secondary
sources, including scholarly articles, peer-reviewed journals, books, statutes, and international
instruments. To enhance analytical depth, these materials were systematically examined
to identify gaps between legal guarantees and ground realities, as well as to trace the
evolution of women prisoners’ rights in India. The case law was reviewed to understand judicial
interpretations, while policy documents were scrutinized for alignment with international
human rights standards. Incorporating a more explicit account of the analytical framework and

criteria for selecting materials strengthens the methodological rigor of this research.

As per the 2030 agenda, the case directly advances SDG 16 on access to justice, peaceful
and accountable institutions.® At the same time, a dignity cantered reform program engages SDG
5, where gender responsive standards according to UN Bangkok Rules ensure prison policies,
facilities and rehabilitation programs. Together, the Sukanya Shantha ruling and Bangkok Rules
provide a powerful framework for reforming prisons by uprooting institutional discriminations

and restoring human dignity.

The paper is important for three primary reasons. Firstly, it explores one of the mostimmediate
legal and social issues in India at present, the prison reform, gender justice and safeguarding

constitutional rights through the prism of Sukanya Shanta case. At second place, it meaningfully

6. G.A. Res. 65/229, United Nations Rules for the Treatment of Women Prisoners and Non-custodial
Measures for Women Offenders (Dec. 21, 2010), https://undocs.org/en/A/RES/65/229.

7. 2024 INSC 753.

8. Int’] Inst. for Democracy & Electoral Assistance, SDG 16 Data Initiative Report 2022 (2022) (rule of law/
access to justice framing of SDG 16). https://www.idea.int/sites/default/files/news/news- pdfs/SDG%20
16%20Data%20Initiative%20Report%202022.pdf
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contextualizes global frameworks of SDG 5 and SDG 16, thus placing domestic challenges
within the wider global agenda of gender equality, justice and institutional accountability.
Further it excels through its robust dialogue with comparative standards and jurisprudence not
only does it analyse monumental Indian cases like Sunil Batra and Sheela Barse, but it places
them in conversation with comparative norms like the Bangkok Rules and the Mandela Rules,

creating a rich and multi-faceted paradigm for prison reform and human dignity.

SUKANYA SHANTHA CASE: ASSESSING COMPLIANCE WITH BANGKOK
RULES AND SDG 5

In an analysis of Sukanya Shantha, the Court emphasized that the prison environment
cannot be a “parallel constitutional universe” where fundamental rights are suspended;
incarceration justifies certain lawful restrictions, but it cannot serve as a pretext to replicate or
enforce caste hierarchies. The judgment drew on earlier prisoner rights jurisprudence in Sunil
Batra v. Delhi Administration’ and Sheela Barse v. State of Maharashtra,” international
human rights instruments, and comparative standards such as the UN Standard Minimum
Rules for the Treatment of Prisoners (the Nelson Mandela Rules) and the UN Bangkok Rules
to reinforce that prison administration must operate within a framework of dignity, equality,
and non- discrimination." By linking caste-based segregation and forced labour directly to
constitutional prohibitions on untouchability and forced labour, the judgment has effectively
constitutionalized what might otherwise be seen as “prison management issues.” This elevates
the issue from a matter of policy preference to one of non-negotiable legal obligation. It also
opens the door for future litigation to challenge other discriminatory or degrading practices in
prisons, especially those that have a gendered dimension, such as unequal access to healthcare,

sanitation, or vocational training for women prisoners. '

Expansion of Jurisprudence: From Privilege to Enforceable Entitlement: The Sukanya
Shantha judgment advanced prior jurisprudence by framing the needs of women prisoners
including access to maternal healthcare, menstrual hygiene, legal aid, and protection from

sexual harassment as constitutional entitlements rather than privileges. The judicial recognition

9. (1978) 4 SCC 409.
10.  JT 1988 (3) 15.

I1. Citizens for Justice and Peace (“CJP”), Are Women Entitled to Special Provisions in Prison? The Model
Prison Manual Needs to Be Followed in Letter and Spirit, CJP (Oct. 5, 2022), https://cjp.org.in/are-
women-entitled-to- special-provisions-in-prison/.

12. Centre for Research & Planning, Supreme Court of India, Prisons in India 2024: Mapping Prison
Manuals and Measures for Reformation and Decongestion (Oct. 2024), https://cdnbbsr.s3waas.gov.in/
$3ec0490f14972d133619a60c3013559¢/uploads/2024/11/2024110677.pdf
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of these needs as facets of Articles 14, 15, and 21 ensures that their denial may be remedied

by writ petitions and judicial orders, rather than being left to administrative discretion alone."

Policy and Systemic Shortcomings: Although the Model Prison Manual, 2016, contains
extensive gender-sensitive provisions such as the separation of women prisoners, appointment
of female staff for women’s wards, and guidelines for the treatment of mothers and children
in prison, implementation is uneven. This unevenness is exacerbated by the decentralized
character of prison administration (prisons are a State List subject under the Seventh Schedule
of the Constitution), leading to varied, and often regressive, state-level manuals that still
contain colonial-era rules enabling discrimination and neglect.'* Additional barriers include
budgetary constraints and entrenched patriarchal attitudes among prison staff, which can result
in : inadequate maternal and reproductive healthcare, unhygienic and insufficient access to
menstrual products, studies confirm that many prisoners must buy their own sanitary materials,
and period poverty remains a serious issue, unsafe living conditions and exposure to sexual and
physical abuse, limited education and rehabilitation programming, weak legal and grievance

mechanisms with limited awareness of legal rights or access to effective remedies for abuse.'s

International Standards and India’s Alignment: The Sukanya Shantha case also
underscores India’s partial and inconsistent alignment with the United Nations Rules for the
Treatment of Women Prisoners and Non-custodial Measures for Women Offenders (Bangkok
Rules). The Rules mandate: separation of women from male inmates, access to reproductive
and general healthcare, protection from sexual harassment and abuse, enabling of mother-child
contact, prioritizing non-custodial sanctions for women offenders. Despite public commitments,
the translation of the Bangkok Rules into daily management has been poor. Many State manuals
lack specific instructions for managing pregnant inmates or preventing gender-based violence,

and there is often no recourse when violations occur.!!

SDGs,Data Gaps,and Continuing Challenges: India’s commitments underthe SDGimpose
a clear obligation to ensure that governance systems, including prison administration, are not
merely functional but are grounded in rights-based and inclusive principles. SDG 5 on Gender
Equality mandates the elimination of discrimination against women and girls, ensuring equal

access to services, and addressing systemic barriers that disproportionately affect women. In the

13. Rajaram Garud & Anjali Bondar, Women Prisoners and Their Rights: Special Need to Concern, Chanakya
L. Rev., Vol. V, Issue 1 (Jan.—June 2024), at 2—18, https://cnlu.ac.in/storage/2025/05/Women-Prisoners-
And-Their- Rights-Special-Need-To-Concern-by-Prof.-Rajaram-Garud-Dr.-Anjali-Bondar.pdf.

14. Rajaram Garud & Anjali Bondar, Women Prisoners and Their Rights: Special Need to Concern, Chanakya
L. Rev.,, Vol. V, Issue 1 (Jan.—June 2024), at 2—18, https://cnlu.ac.in/storage/2025/05/Women-Prisoners-
And-Their- Rights-Special-Need-To-Concern-by-Prof.-Rajaram-Garud-Dr.-Anjali-Bondar.pdf.

15. Bureau of Police Research & Development, Ministry of Home Affairs, Government of India, Model
Prison Manual for the Superintendence and Management of Prisons in India (2016), https://www.mha.
gov.in/sites/default/files/2022-12/ModelPrisonMan2003 14112022%5B1%5D.pdf.
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context of prison governance, these two goals intersect sharply: a prison system that is gender-
sensitive, non-discriminatory, and rights-oriented is essential to fulfilling SDG 5. This means
prison policies and operations must: eliminate discriminatory practices, including those based
on caste, gender, or socio-economic status, provide adequate healthcare, including reproductive
and maternal health servic